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INSTALACION DEL RADIUS

./configure
make
make install

Scripts para generar los certificados

#!/bin/bash

SSL=/usr/local/ssl

export PATH=${SSL}/bin/:${SSL}/ssl/misc:${PATH}

export LD_LIBRARY_PATH=${SSL}/lib

echo

LA b b S b b b b b 2 b 4 b b b b I b b 4 b b b b db b b g b b b b S b b db b b b b I b b 4 b I b b d b b g b db b b d b b 4 b db b b b b b b b L)
echo "Creating client private key and certificate"

echo "When prompted enter the client name in the Common Name field. This
is the same"

echo " used as the Username in FreeRADIUS"

echo

LA b b S b b b b b 2 b 4 b b b b I b b db b b b b db b b db b b b b B b b 4 b b b b I b b 4 b I b b b b b g b db b b d b b 2 b db b b b b b b b L)
echo

# Request a new PKCS#10 certificate.

# First, newreqg.pem will be overwritten with the new certificate request
openssl reqg -new -keyout newreqg.pem -out newreqg.pem -passin
pass:whatever -passout pass:whatever

# Sign the certificate request. The policy is defined in the openssl.cnf
file.

# The request generated in the previous step is specified with the -in-
files option and

# the output is in newcert.pem

# The -extensions option is necessary to add the OID for the extended
key for client authentication

openssl ca -policy policy anything -out newcert.pem -passin
pass:whatever -key whatever -extensions xpclient ext -extfile xpexten-
sions -infiles newreqg.pem

# Create a PKCS#12 file from the new certificate and its private key
found in newreqg.pem

# and place in file specified on the command line

openssl pkcsl2 -export -in newcert.pem -inkey newreqg.pem -out $1.pl2
-clcerts -passin pass:whatever -passout pass:whatever

# parse the PKCS#12 file just created and produce a PEM format certifi-
cate and key in certclt.pem

openssl pkcsl2 -in $1.pl2 -out $1l.pem -passin pass:whatever -passout
pass:whatever

# Convert certificate from PEM format to DER format

openssl x509 -inform PEM -outform DER -in $1l.pem -out $1l.der

# clean up

rm -rf newcert newreqg.pem

#!/bin/bash



SSL=/usr/local/ssl

export PATH=${SSL}/bin/:${SSL}/ssl/misc:S${PATH}

export LD LIBRARY PATH=${SSL}/lib

# needed if you need to start from scratch otherwise the CA.pl -newca
command doesn't copy the new

# private key into the CA directories

rm —-rf demoCA

echo

Mk kkhkkhkhkhkhkkhkhkhkhkkhkhkhkhkhkhhkhkhkhkhkhkhkhkkhkhdhkhdhkhkhkhdhkhdhhkdhhkhhhhkhhkhhkhhkhhkhhkhhkhhkhkhkhkhkhkhkkkkkk k%0
echo "Creating self-signed private key and certificate”

echo "When prompted override the default value for the Common Name
field"

echo

Mk kkhkkhkhkkhkhkkhkhkkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhdhkhdhkhkhkhdhkhdhkhdhkhhhdhkdhhkdhhkhhkhhkhhkhhkhhkhkhkhkhkhkhkkkkk k)%
echo

# Generate a new self-signed certificate.

# After invocation, newreg.pem will contain a private key and certifi-
cate

# newreg.pem will be used in the next step

openssl req -new -x509 -keyout newreqg.pem -out newreqg.pem -passin
pass:whatever -passout pass:whatever

echo

Mk kkhkkhkhkhkhkkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhdhkhdhkhdhkhdhkhdhhkdhkhdhhkdhdhhkhhkhhkhhkhkhkhkhkhhkhkhkhkhkhkhkkhkkkk k%0
echo "Creating a new CA hierarchy (used later by the "ca" command) with
the certificate"

echo "and private key created in the last step"

echo

Mk kkhkkhkhkhkhkkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhhdhkhdhhkhhdhhdhhkdhhkdhhkdhhkhhkhhkhhkhhkhhkhhkhkhkhkhkhkhkhkhkkhkk k)%
echo

echo "newreqg.pem" | CA.pl -newca >/dev/null

echo

Mk kkhkkhkhkkhkhkkhkhkhkhkkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhdhkhdhkhkhkhdhkhdhhkdhkhhhkdhhkdhhkhhkhhkhhkhhkhhkhhkhkhkhkhkhkhkkhkkkk k%0
echo "Creating ROOT CA"

echo

Mk kkhkkhkhkhkhkkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhhdhhdhhkhhdhhdhkhkdhhkhhkhhdhhhhkhhkhhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkk k%0
echo

# Create a PKCS#12 file, using the previously created CA certificate/key
# The certificate in demoCA/cacert.pem is the same as in newreqg.pem. In-
stead of

# using "-in demoCA/cacert.pem" we could have used "-in newreq.pem" and
then omitted
# the "-inkey newreqg.pem" because newreq.pem contains both the private

key and certificate

openssl pkcsl2 -export -in demoCA/cacert.pem -inkey newreqg.pem -out
root.pl2 -cacerts -passin pass:whatever -passout pass:whatever

# parse the PKCS#12 file just created and produce a PEM format certifi-
cate and key in root.pem

openssl pkcsl2 -in root.pl2 -out root.pem -passin pass:whatever -passout
pass:whatever

# Convert root certificate from PEM format to DER format

openssl x509 -inform PEM -outform DER -in root.pem -out root.der

#Clean Up

rm -rf newreq.pem

#!/bin/bash
SSL=/usr/local/ssl



export PATH=${SSL}/bin/:${SSL}/ssl/misc:S${PATH}

export LD LIBRARY PATH=${SSL}/lib

echo

LA b b b b b b b b b A b b b b b b A b b b b I b b g b b i b A b b A b b b b A b b g b I b b b b b g b I b b A b b 2 b db b b b b b b L)
echo "Creating server private key and certificate"

echo "When prompted enter the server name in the Common Name field."
echo

LA b b b b b b b b b I b b b I b b A b b b b A b b g b b i b A b b A b b b b A b b g b I b b b b b b I b b A b b 4 b db b b b i b b L)
echo

# Request a new PKCS#10 certificate.

# First, newreqg.pem will be overwritten with the new certificate request
openssl req -new -keyout newreqg.pem -out newreqg.pem -passin
pass:whatever -passout pass:whatever

# Sign the certificate request. The policy is defined in the openssl.cnf
file.

# The request generated in the previous step is specified with the -in-
files option and

# the output is in newcert.pem

# The -extensions option is necessary to add the OID for the extended
key for server authentication

openssl ca -policy policy anything -out newcert.pem -passin
pass:whatever -key whatever -extensions xpserver ext -extfile xpexten-
sions -infiles newreqg.pem

# Create a PKCS#12 file from the new certificate and its private key
found in newreq.pem

# and place in file specified on the command line

openssl pkcsl2 -export -in newcert.pem -inkey newreq.pem -out $1.pl2
—-clcerts -passin pass:whatever -passout pass:whatever

# parse the PKCS#12 file just created and produce a PEM format certifi-
cate and key in certsrv.pem

openssl pkcsl2 -in $1.pl2 -out S$1l.pem -passin pass:whatever -passout
pass:whatever

# Convert certificate from PEM format to DER format

openssl x509 -inform PEM -outform DER -in $1.pem -out $1.der

# Clean Up

rm -rf newert.pem newred.pem

xpextensions

extendedKeyUsage = 1.3.6.1.5.5.7.3.1

Genracion de Certificados

bash-2.03# ./CA.root
KRR Ak AR A AR A A A A A A A A A AR A A A A A A A A A A AR A AR A AR A AR A AR AR A A A A AR A A A A A A A A A Ak A Ak kK
Creating self-signed private key and certificate

When prompted override the default value for the Common Name field
Rkt b b b b b b b b b b b b b Sb b S b b b b Ib Sb S Ib Ib Ib b b b b b (Ib Sb (b Sb Ib (Sb (Ib S (Sb Sb Sb Sb (Sb Sb (Ib Sb Ib Sb (Ib Sb (ab db Sb Sb Ib Sb Sb Sb Sb 2b Ib Sb (Sb Sb (ab Ib Ib S 4

Generating a 1024 bit RSA private key
........................................... ++++++

...................... +4+++++

writing new private key to 'newreqg.pem'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.



There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:MX

State or Province Name (full name) [Some-State] :0Oaxaca

Locality Name (eg, city) []:0axaca

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Instituto
Tecnologico de Oaxaca

Organizational Unit Name (eg, section) []:NOCITOX
Common Name (eg, YOUR name) []:ITO
Email Address []:netadmin@itoaxaca.edu.mx

R R I e b b S b b b b b dh S b dh S b Sb b S Sh b 2 b S 2h b dh b S Sh b Sh b b Sh b 2h b dh b dh b 2 dh b Sb b dh Sb b 2b b b dh b b dh b S Sh b S S 4

Creating a new CA hierarchy (used later by the ca command) with the cer-
tificate

and private key created in the last step
LRt I b b b b b b b b b b b b S b b b b b b b b b I b b b I b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b 3

R R I b b b S b b b b b dh S I dh S b Sh I S db b 2 b b 2h b dh b Sh b S dh b b Sh b 2h b dh b dh b 2 dh b Sb b dh Sb b 2b b b dh b b dh b S Sh b db S 4

Creating ROOT CA

R R I b S b 2 b b b b dh b 2 db b b Sb b S Sb b 2 b S 2h b dh b I Sh b S dh b b Sh b 2h b dh b dh b 2 dh b Sb b dh Sb b 2h b b db b b dh b S dh b db S 4

MAC verified OK
bash-2.03# 1ls -al
total 32

drwxr-xr-x 3 root other 512 Apr 13 08:55
drwxr-xr-x 4 root other 1024 Apr 13 08:49 ..
—ITWXr—-Xr—-x 1 root other 1765 Apr 13 08:52 CA.clt
—ITWXr—-Xr—-x 1 root other 2204 Apr 13 08:52 CA.root
—ITWXr—-Xr—-x 1 root other 1672 Apr 13 08:52 CA.svr
drwxr-xr-x 6 root other 512 Apr 13 08:55 demoCA
-rw-r—--r—- 1 root other 981 Apr 13 08:55 root.der
-rw-r—--r—- 1 root other 1997 Apr 13 08:55 root.pl2
-rw-r—--r—- 1 root other 2807 Apr 13 08:55 root.pem

bash-2.03# ./CA.svr rs.itoaxaca.edu.mx
Rt I b b b b b b I b b b b b S b b b b b b b b b b b b b S b b b b b b b b b b b b b b b S b b b b b b I b b b b b b b b b b b b b b b 2 b 2 3
Creating server private key and certificate

When prompted enter the server name in the Common Name field.
LRt I b b b b b b b b b b b b S b b b b b b b b b b b b b S b b b b b b b b b I b b b b b b b b b b b b I b b b b b b b b b b b b b b b b 2 3

Generating a 1024 bit RSA private key

....... ++++++

............. ++++++

writing new private key to 'newreg.pem'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:MX

State or Province Name (full name) [Some-State] :0Oaxaca

Locality Name (eg, city) []:0axaca



Organization Name (eg, company) [Internet Widgits Pty Ltd]:Instituto
Tecnologico de Oaxaca

Organizational Unit Name (eg, section) []:NOCITOX

Common Name (eg, YOUR name) []:ITO

Email Address []:netadmin@itoaxaca.edu.mx

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:t3mpOr4dl
An optional company name []:
Using configuration from /usr/local/ssl/openssl.cnf
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
f2:b0:d7:b0:ee:0a:34:50
Validity
Not Before: Apr 13 13:57:38 2005 GMT
Not After : Jan 7 13:57:38 2009 GMT

Subject:
countryName = MX
stateOrProvinceName = Oaxaca
localityName = Oaxaca
organizationName = Instituto Tecnologico de Oaxaca
organizationalUnitName = NOCITOX
commonName = ITO
emailAddress = netadmin@itoaxaca.edu.mx

X509v3 extensions:
X509v3 Extended Key Usage:
TLS Web Server Authentication
Certificate is to be certified until Jan 7 13:57:38 2009 GMT (1365
days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

MAC verified OK

bash-2.03# 1ls -al
total 52

drwxr-xr-x 3 root other 512 Apr 13 08:57
drwxr-xr-x 4 root other 1024 Apr 13 08:49 ..
—ITWXr—-Xr—-x 1 root other 1765 Apr 13 08:52 CA.clt
—ITWXr—-Xr—-x 1 root other 2204 Apr 13 08:52 CA.root
—ITWXr—-Xr—-x 1 root other 1672 Apr 13 08:52 CA.svr
drwxr-xr-x 6 root other 512 Apr 13 08:57 demoCA
-rw-r—--r—- 1 root other 2980 Apr 13 08:57 newcert.pem
-rw-r—--r—- 1 root other 981 Apr 13 08:55 root.der
-rw-r—--r—- 1 root other 1997 Apr 13 08:55 root.pl2
-rw-r—--r—- 1 root other 2807 Apr 13 08:55 root.pem
-rw-r—--r—- 1 root other 735 Apr 13 08:57
rs.itoaxaca.edu.mx.der

-rw-r—--r—- 1 root other 1749 Apr 13 08:57
rs.itoaxaca.edu.mx.pl?

-rw-r—--r—- 1 root other 2474 Apr 13 08:57

rs.itoaxaca.edu.mx.pem
-rw-r—--r—- 1 root other 107 Apr 13 08:57 xpextensions



bash-2.03# ./CA.clt users

LRt I b b b b b b b b b b b b S b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b I b b b b I b b b b b b b b b b b b b b b 2 b 3
Creating client private key and certificate

When prompted enter the client name in the Common Name field. This is
the same

used as the Username in FreeRADIUS
R I I b b b b I b b I b b b b I b b b b b b b b b b b b b I I b b b b e 2 I I b b b b I b b I b b i b b b b I b I b b a2 b I b b b b db b e

Generating a 1024 bit RSA private key
.................................................................. ++++++
......................... ++++++

writing new private key to 'newreg.pem'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:MX

State or Province Name (full name) [Some-State] :0Oaxaca

Locality Name (eg, city) []:0axaca

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Instituto
Tecnologico de Oaxaca

Organizational Unit Name (eg, section) []:NOCITOX

Common Name (eg, YOUR name) []:ITO

Email Address []:netadmin@itoaxaca.edu.mx

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:
Using configuration from /usr/local/ssl/openssl.cnf
DEBUG[load index]: unique subject = "yes"
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
f2:b0:d7:b0:ee:0a:34:51
Validity
Not Before: Apr 13 14:00:25 2005 GMT
Not After : Jan 7 14:00:25 2009 GMT

Subject:
countryName = MX
stateOrProvinceName = Oaxaca
localityName = Oaxaca
organizationName = Instituto Tecnologico de Oaxaca
organizationalUnitName = NOCITOX
commonName = ITO
emailAddress = netadmin@itoaxaca.edu.mx

X509v3 extensions:
X509v3 Extended Key Usage:
TLS Web Client Authentication
Certificate is to be certified until Jan 7 14:00:25 2009 GMT (1365
days)
Sign the certificate? [y/n]:y



1 out of 1 certificate requests certified, commit? [y/n]y

Write out database with 1 new entries

Data Base Updated

unable to load 'random state'’

This means that the random number generator has not been seeded
with much random data.

Consider setting the RANDFILE environment variable to point at a file
that

'random' data can be kept in (the file will be overwritten).
MAC verified OK

bash-2.03# 1ls -al

total 64

drwxr-xr-x 3 root other 512 Apr 13 09:00

drwxr-xr-x 4 root other 1024 Apr 13 08:49 ..
—ITWXr—-Xr—-x 1 root other 1765 Apr 13 08:52 CA.clt
—ITWXr—-Xr—-x 1 root other 2204 Apr 13 08:52 CA.root
—ITWXr—-Xr—-x 1 root other 1672 Apr 13 08:52 CA.svr
drwxr-xr-x 6 root other 512 Apr 13 09:00 demoCA
-rw-r—--r—- 1 root other 2980 Apr 13 09:00 newcert.pem
-rw-r—--r—- 1 root other 981 Apr 13 08:55 root.der
-rw-r—--r—- 1 root other 1997 Apr 13 08:55 root.pl2
-rw-r—--r—- 1 root other 2807 Apr 13 08:55 root.pem
-rw-r—--r—- 1 root other 735 Apr 13 08:57
rs.itoaxaca.edu.mx.der

-rw-r—--r—- 1 root other 1749 Apr 13 08:57
rs.itoaxaca.edu.mx.pl?2

-rw-r—--r—- 1 root other 2474 Apr 13 08:57
rs.itoaxaca.edu.mx.pem

-rw-r—--r—- 1 root other 735 Apr 13 09:00 users.der
-rw-r—--r—- 1 root other 1749 Apr 13 09:00 users.pl?
-rw-r—--r—- 1 root other 2474 Apr 13 09:00 users.pem
-rw-r—--r—- 1 root other 107 Apr 13 08:57 xpextensions

Configuracion del Servidor Radius

clients.conf

client 127.0.0.1 {

secret = test
shortname = localhost
}
users
"mobile" Auth-Type := EAP, User-Password =="test"
eap.conf
eap {

default eap type = peap



private key password = whatever
private key file =

S${raddbdir}/certs/rs.itoaxaca.edu.mx.pem

certificate file =
S${raddbdir}/certs/rs.itoaxaca.edu.mx.pem

CA file = ${raddbdir}/certs/demoCA/cacert.pem

dh file = ${raddbdir}/certs/DH

random file = ${raddbdir}/certs/random

fragment size = 1024

include length = yes

default eap type = mschapvZ2

radiusd.conf

prefix = /usr/local

exec prefix = ${prefix}

sysconfdir = /etc

localstatedir = ${prefix}/var
sbindir = ${exec prefix}/sbin

logdir = ${localstatedir}/log/radius
raddbdir = ${sysconfdir}/raddb
radacctdir = ${logdir}/radacct
confdir = ${raddbdir}

run dir = ${localstatedir}/run/radiusd
log file = ${logdir}/radius.log
libdir = S{exec prefix}/lib

pidfile = ${run dir}/radiusd.pid

user = nobody
group = nogroup

max request time = 30

ﬁé%_requests 1024
biéd_address = *

port = 0
ﬁéétname_lookups = yes
iéé_stripped_names = yes
iéé_auth = yes

log auth badpass = yes
log auth goodpass = yes

modules {



SINCLUDE S${confdir}/eap.conf
}

authorize {
preprocess
auth log
eap

files

}

authenticate {
unix
eap

}

detail auth log {

detailfile = S${radacctdir}/%{Client-IP-Address}/auth-
detail-%Y%m%d

detailperm = 0600

}

Correr el Servidor Radius

radiusd -X -A &



Instalando el servidor NTP

wget http://www.eecis.udel.edu/~ntp/ntp spool/ntp4/ntp-4.2.0.tar.gz
gunzip -c ntp-4.2.0.tar.gz | tar xvf -

cd ntp-4.2.0

make

make install

Configurar el ntod.conf

ntpd.conf

driftfile /etc/ntp.drift
server 17.254.0.26 prefer

restrict 192.168.0.0 mask 255.255.255.0 nomodify nopeer

restrict 17.254.0.26 noquery nomodify notrap nopeer
restrict 127.0.0.1 nomodify

Correr el servidor ntpd

ntpd -c /etc/ntp.conf



Instalando el servidor Syslog-NG

wget
http://www.balabit.com/downloads/syslog-ng/l.5/src/syslog-ng-1.5.26.tar.

az
gunzip -c¢ syslog-ng-1.5.26.tar.gz | tar xvf -
cd syslog-ng-1.5.26
./configure
make
make install

Conf del Syslog
cat /etc/syslog-ng/syslog-ng.conf
options {

use_ fqgdn (no) ;

sync (0) ;

}i

source s netAP { udp(); };

destination d messagesAP { file("/var/log/AP-Noc.log" owner ("root")
group ("adm") perm(0640)); };

filter £ AP1 { host(192.168.10.246); };

log { source(s netAP); filter(f APl); destination (d messagesAP); };

correr el syslog-ng

syslog -c /etc/syslog-ng/syslog-ng-conf



Configuraciéon del AP Linksys
Configuracion del 802.1x

AP-Noc - WPA a8

A hrtps://192.168.10.246 /WL_WPATable.asp

sion of Cisco Systems, Inc.

Firmware Version: Alchemy-6.0-R06 v

Wireless-G Broadband Router AP-Noc

Wireless - Applications

& Gaming Administration Status

Security Mode: WPA RADIUS B
WPA Algorithms: TKIP i

RADIUS Server | s B e e B |
Address: 148 . 208 . 228 . 205
RADIUS Port: 181

Shared Key: 4pNOc

Key Renewal | vy a—

Timeout: 3600 seconds

0 SYSTEMS

Cancel Changes

Vi
Configuracion NTP, Syslog, SNMP
& 8 & AP-Noc - Management [~
@ @ € htps://192.168.10.246/Management.asp Q@[2(Qr Google )

0 ap-Noc-Mamagemem [T
LINKSYS®

A Division of Cisco Systems, Inc.

Firmiware \ersion: Alchemy-5.0-RC6

Wireless-G Broadband Router AP-Noc

Administration Applications

S - S ri 55 P . .k
Setup Security Restrictions & Gaming Administration Status

Management C : y Defaults

Router Password

Local Router Access Router Password: sessassensassnns

Re-gnter to

confirm: srssasssRsERRnne

Remaote

Remote Router Access Management:

(* Enable [ Disable

Management Port: 443

Use hitps: g

AP Watchdog
AP Watchdog: _Enable (¥ Disable
Interval T Seconds
Boot Wait; ®on O off

-
v
P




AP-MNoc - Management

A https://192.168. 10.246/Management.asp

AP-MNoc - Management
NTP Client

PPTP

Resetbuttond

Routing

Syslogd

Telnet

MTP Cliznt: (*)Enable () Disable
Server IP: 148.208.228.205
PPTP Server: (_ Enable (* Disable
Resetbuttond: (* Enable (_ Disable
Reuting: " Enable * Disable
SNMP: (%) Enable _ Disable
Leocation: centro de computo
Contact: netadmin@itoaxaca.edu.mx
Mame: noc-itox

RO Community: LR T

RW Community: EEEEEE

S8HD: () Enable (* Disable
Syslogd: (* Enable (_ Disable

Remate Server:

1l48.208.228.205

Telnat:

) Enable (% Disable

@ ~(Q- Google

4k

\



Configuracién de los clientes Win XP

1. - Tener los certificados

-

== ADMINISTRAC (G:)

Archiva  Edicidn  Wer

=

= 4

i Maver este archivo

D Zopiar este archivo

) Enviar este archivo
electrénico

Otros sitios
-} Mi P

(53 is documentos

& mis sitios de red

Detalles

Tareas de archivo y carpeta

=]} Cambiar nombre a este archiva

@ Fublicar este archivo en Web

¥ Eliminar este archiva

[ Documenkos compartidos

Favaritos  Hetramientas

SE]

Ayuda

Carpetas | [Ti1]~

/J JTrashes

DS _Store
Archiva DS_STORE
TEE

? /-K: Brisqueda ((DEisoueda - Mis?

/I wireless

roat
Certificadn de sequridad
1KE

par Corren rook root.pem
Personal Information Exchange E Archivo PEM
A ZkEB JKB

¥s.itoaxaca,edu.mx

3 rs.itoaxaca.edu.mx
LCertificado de sequridad

Personal Information Exchange
2KE

»

vs,itoaxaca.edu.mx.pem
Archivo PEM
3KE

<«

2.- Instalar los certificados

empezando por el root (CA)

Certificado

General

Detalles | Ruka da certificacion

@x‘ Informacion del certificado

Este certificado raiz de la entidad emisora de certificados
no es de confianza. Para activar la confianza, instale este
certificado en el almacén de entidades emisoras de
certificados de la raiz de confianza.

Enviado a: ITCw2

Emitido por ITCv2

Yalido desde 19/04/2005 hasta 16/04)2017




Asistente para importacion de certificados

Este es el Asistente para
importacion de certificados

Este asiskente e avuda a copiar certificados, listas de
confianza de certificados v liskas de revocaciones de
certificados desde su disco a un almaceén de certificados.,

Un certificada, que se emite par una entidad emisara de
certificacidn, es una confirmacidn de su identidad v
contiens infarmacidn que se ukiliza para proteger dakaos o
para establecer conexiones de red seguras. Lin almacén
de certificados es el drea del sistema donde se guardan
los certificados.

Haga clic en Siguiente para continuar,

E Siguiente = | [ Cancelar ]

Asistente para importacion de certificados

Almacén de certificados
Los almacenes de certificados son dreas del sistema donde se gquardan los certificados,

‘Windows puede seleccionar aukomaticanente un almacén de certificados, o bien es
posible especificar una ubicacion para el certificado,

() Seleccionar automaticamente el almacén de certificados en base al kipo de certificado
(%) Colocar todos los certificados en el siguiente almacén

Almacén de certificadaos:

Entidades emisoras raiz de confianza

< fAbras ” Siguiente = ] l Zancelar




Asistente para importacion de certificados

Finalizacion del Asistente para
importacion de certificados

Ha completado con éxito el Asistente para importacion de
certificados,
Ha especificado la siguiente configuracidn:

Almaceén de certificados seleccionado por el usuario  Enti
Contenido Cert

< Atras “ Finalizar I [ Cancelar ]

Advertencia de seguridad J

'j Esta a punto de instalar un certificado desde una autoridad de certificados {CA) que afirma representar a;
== nove

Windows no puede validar que el certificado procede realmente de "ITOw2", Pdngase en contacto con "ITOv2" para confirmar su origen, El siguiente
nimero le ayudard en este proceso:

Huella digital {shal): CFCAO3ZC FCAARAFS 2965F3DE 90FCECAT 99019528
Advertencia:
Siinstala este certificado de raiz, Windows confiard automaticamente en cualquier certificada emitido por esta A, Lainstalacidn de un certificada con

una huella digital sin confirmar supone un riesgo para la seguridad. Al hacer dic en "Si", asume este riesgo.

iDesea instalar este certificado?

5

Asistente para importacion de certificados

‘!]) La importacidn se completd correctamente,

fcepkar

3.- Instalar el certificado del servidor rs.itoaxaca.edu.mx

Asistente para importacion de certificados

Este es el Asistente para
importacion de certificados

Este asistente le ayuda a copiar certificados, listas de
confianza de certificadas v listas de revocaciones de
certificados desde su disco a un almacén de certificados.

Un certificado, que se emite por una entidad emisora de
certificacion, es una confirmacion de su identidad +
contiene informacion que se utiliza para proteger datos o
para establecer conexiones de red seguras. Un almacén
de certificados es el area del sisterna donde se guardan
los certificados,

Haga clic en Siguiente para continuar.

[ Siguiente = Cancelar




Asistente para importacion de certificados

Contrasefia
Para mantener la sequridad, la clave privada se protege con una contraseria,

Escriba la contraseria para la clave privada,

Contrasefia:

|********

[Hatilitar prateccion sequra de claves privadas. Si habilita esta opcidn, se le
avisara cada vez que la clave privada sea usada por una aplicacion,

[Itarcar esta clave coma expartable. Esta le permitira hacer una copia de
seguridad de las claves o transportarlas en otra momento,

< Afrés ” Siguien;e>] [ Cancelar ]

Asistente para importacion de certificados

Almacén de certificados
Los almacenes de certificados son dreas del sistema donde se guardan los certificados,

Windows puede seleccionar automaticamente un almacén de certificados, o bien es
posible especificar una ubicacidn para el certificada,

(O) Seleccionar automéaticamente el almacén de certificados en base al tipo de certificado
(®) Colocar todos los certificados en el siguisnte almacén

Almacén de certificados:

Entidades emisoras raiz de confianza

< fAtrés ][ Siguien§e>] [ Cancelar ]

Asistente para importacion de certificados

Finalizacion del Asistente para
importacion de certificados

Ha completado con éxito el Asistente para importacion de
certificados,

Ha especificada la siguiente configuracidn:
Almacén de certificados seleccionado por el usuario  Entil

Contenido FFx
Mombre de archivo Gy
< >

< Abrés “ Finalizar ] [ Cancelar

Asistente para importacion de certificados

\4) La imporkacion se complekd correctamente,

Aceptar




4.- Configuracion de la tarjeta

<L Propiedades de Conexiones de red inalambricas

General | Fiedes inalambiicas | Opciones avanzadas|

[¥]ilsar Windows para establecer mi configuracicn de red inalambrica

Rede: dizponibles:

Haga clic en el siguiente botén para conectarse o desconectarse de
redes inalambricas o para obtener mas informacion acerca de ellaz.

Wer redes inalambricas

Fiedes preferidas:
Conectar automaticamente a redes disponibles en el orden siguiente:

A netD3 [Automético] E’ Subir
A netDl [Automatico]

A 3Com [Automatico)

1 AP-CComputa [Manual) M

’ Adgregar... ” Cluitar ]’Eropiedades]

[Obtener mas informacion acerca de cémo
establecer una configuracidn de red inalémbrica,

[ Aceptar l [ Cancelar ]

=

-
AP-CComputo propiedades

Azociacidn | Autenticacian || D:nne:-:ién|

Hambre de red [S5ID]:
Clave de red inalambrica

Esta red requiere una clave para lo siguiente:

Autenticacidn de red: |WF'A M
Cifrado de datos: | TEIP M
Clave de red:

Confirme |a clave de red:

Indice de clave [avanzada):

La clave la proporciono po automaticamente

E sta es una red de equipo a equipo [ad hoc). Mo e utiizan
puntoz de acceso inalambrico

I Aceptar ] [ Cancelar




AP-CComputo propiedades

&sociacion | Autenticacidn | Conexidn

Tipo d . —
Thp " | EAP protegida (PEAP] v

Autenticar como equipo cuanda la informacion de equipo esté
dizponible

[] Auterticar coma invitade cuando el usuaria o la informacidn de
equipo hio estén disponibles

Aceptar ] [ Cancelar ]

Propiedades de EAP protegido

Al coneckarse:

Walidar un certificada de servidor

[ conectar a estos servidores:

Entidades emisoras de certificados raiz de confianza:

ITove )

ITowz

] Microsoft Rook Autharity

] Microsoft Root Certificate Authority

[] MetLock Expressz {Class ) Tanusitvanykiado

[] metLock Kozjegyzoi (Class &) Tanusitvanykiada

[] metLock Uzleti (Class B Tanusitvanykiado
<] 2]
[ Ma pedir la inkervencidn del usuario para sutorizar nuevas

servidores o entidades emisoras de certificados de confianza.

Seleccione el método de autenticacion:

Contrasefia sequra (EAP-MICHAP v2) v

[JHabilitar reconexion rapida

[ Aceptar l[ Cancelar ]

-~

Propiedades de EAP MSCHAPv2

Al conectar:

|lzar automaticamente el nombre de inicio de
[] =esidn v la contrazefia de "Windows [y dominio, s
erigte alguno).

| Aceptar | [ Cancelar ]




