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Agenda

•MBGP (routing)
•MS D P (s ourc e  d is c ov e ry )
•MBGP/ MS D P E x a m p l e s
• S S M (S ourc e  S p e c if ic  Mul tic a s t)
• S e c urity
• S ourc e  R e d und a nc y
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MULTIPROTOCOL BGP (MBGP)
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MBGP Overview

• MBGP: Mu l t i p r o t o c o l BGP
– Defined in RFC 2283 (extensions to BGP)
– Ca n c a r r y  differ ent ty p es of r ou tes

• IPv4 Unicast        IPv6  Unicast 
• IPv4 M u l ticast IPv6  M u l ticast

– M a y  b e c a r r ied in sa m e BGP session
– Does not p r op a g a te m u l tic a st sta te info

• S til l  ne e d  PIM  to  b u il d  D istr ib u tio n T r e e s
– S a m e p a th  sel ec tion a nd v a l ida tion r u l es

• A S -Path ,  L o cal Pr e f ,  M E D ,  …

•M B G P  O v e r v i e w
•M u l t i p r o t o c o l  B G P  ( M B G P )  i s  d e f i n e d  i n  R F C  2 2 8 3 .   T h i s  R F C  
d e f i n e s  e x t e n s i o n s  t o  t h e  e x i s t i n g  B G P  p r o t o c o l  t o  a l l o w  i t  t o  
c a r r y  m o r e  t h a n  j u s t  I P v 4  r o u t e  p r e f i x e s .   E x a m p l e s  o f  s o m e  o f  
t h e  n e w  t y p e s  o f  r o u t i n g  i n f o r m a t i o n  i n c l u d e  ( b u t  a r e  n o t  l i m i t e d  
t o ) :

•I P v 4  p r e f i x e s  f o r  U n i c a s t  r o u t i n g
•I P v 4  p r e f i x e s  f o r  M u l t i c a s t  R P F  c h e c k i n g
•I P v 6  p r e f i x e s  f o r  U n i c a s t  r o u t i n g

•A  c o m m o n  m i s c o n c e p t i o n  i s  t h a t  M B G P  i s  a  r e p l a c e m e n t  f o r  
P I M .   T h i s  i s  i n c o r r e c t .   M B G P  d o e s  n o t  p r o p a g a t e  any m u l t i c a s t  
s t a t e  i n f o r m a t i o n  n o r  d o e s  i t  b u i l d  a n y  s o r t  o f  m u l t i c a s t  
d i s t r i b u t i o n  t r e e s .   M B G P  c an d i s t r i b u t e  u n i c a s t  p r e f i x e s  t h a t  c a n  
b e  u s e d  f o r  t h e  m u l t i c a s t  R P F  c h e c k .
•B e c a u s e  M B G P  i s  a n  e x t e n s i o n  t o  t h e  e x i s t i n g  B G P  p r o t o c o l ,  
t h e  s a m e  b a s i c  r u l e s  a p p l y  t o  p a t h  s e l e c t i o n ,  p a t h  v a l i d a t i o n ,  e t c .



5© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

555© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
9 8 1 7 _ 0 5_ 2 0 0 4_ X

MBGP Overview
• S e p a r a t e  BGP t a b l e s  m a i n t a i n e d

– U nic a st BGP T a b l e (U -T a b l e)
– M u l tic a st BGP T a b l e (M -T a b l e)
– BGP ‘nl r i’ k ey w or d sp ec ifies w h ic h  BGP T a b l e
– A l l ow s differ ent u nic a st/ m u l tic a st top ol og ies or  p ol ic ies 

• U n i c a s t  BGP T a b l e  ( U -T a b l e )
– Conta ins u nic a st p r efixes for  u nic a st for w a r ding
– Pop u l a ted w ith  BGP u nic a st N L RI

• Mu l t i c a s t  BGP T a b l e  ( M-T a b l e )
– Conta ins u nic a st p r efixes for  RPF c h ec k ing
– Pop u l a ted w ith  BGP m u l tic a st N L RI

•R o u t i n g  I n f o r m a t i o n  B a s e s
•P r e v i o u s l y ,  B G P  o n l y  m a i n t a i n e d  a  s i n g l e  B G P  T a b l e  f o r  I P v 4  
u n i c a s t  p r e f i x e s .   I n  t h e  c a s e  o f  M B G P ,  s e p a r a t e  B G P  T a b l e s  
m u s t  b e  m a i n t a i n e d  f o r  e a c h  t y p e  o f  r o u t i n g  i n f o r m a t i o n  b e i n g  
e x c h a n g e d .   T h i s  i m p l i e s  t h a t  a  s e p a r a t e  U n i c a s t  B G P  T a b l e  ( U -
T a b l e )  a n d  a  s e p a r a t e  M u l t i c a s t  B G P  T a b l e  ( M -T a b l e )  c a n  b e  
m a i n t a i n e d  b y  M B G P .

•A  n e w  “n l r i ” k e y w o r d  w a s  a d d e d  t o  t h e  C i s c o  I O S  
c o m m a n d  s t r u c t u r e  t o  d i f f e r e n t i a t e  b e t w e e n  t h e  U -T a b l e  
a n d  t h e  M -T a b l e .   ( N o t e :  T h i s  k e y w o r d  w i l l  s o o n  b e  
d e p r e c i a t e d  i n  o r d e r  t o  g e n e r a l i z e  M B G P  f o r  o t h e r  
p r o t o c o l s  s u c h  a s  I P v 6 .   C o n s u l t  y o u  l a t e s t  I O S  
D o c u m e n t a t i o n  f o r  t h e  c o r r e c t  s y n t a x . )

•U n i c a s t  B G P  T a b l e  ( U -T a b l e )
•T h i s  t a b l e  c o n t a i n s  t h e  u n i c a s t  p r e f i x e s  t h a t  w a s  
p r e v i o u s l y  u s e d  b y  B G P  f o r  I P v 4  u n i c a s t  t r a f f i c  
f o r w a r d i n g .   

•M u l t i c a s t  B G P  T a b l e  ( M -T a b l e )
•T h i s  n e w  t a b l e  c o n t a i n s  t h e  s a m e  t yp e  o f  u n i c a s t  
p r e f i x e s  c o n t a i n e d  i n  t h e  U -T a b l e  e x c e p t  t h a t  t h e  p r e f i x e s  
s t o r e d  i n  t h e  M -T a b l e  a r e  u s e d  t o  R P F  c h e c k  a r r i v i n g  
m u l t i c a s t  t r a f f i c .



6© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

666© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
9 8 1 7 _ 0 5_ 2 0 0 4_ X

MBGP U p d a t e Mes s a g e
• Address Family Information (AFI)

– I d e n t i f i e s  A d d r e s s  T y p e  ( s e e  R F C 1 7 0 0 )
•AFI = 1 (IPv4)
•AFI = 2  (IPv6 )

• S u b -Address Family Information (S u b -AFI)
– S u b  c a t e g o r y  f o r  A F I  F i e l d
– A d d r e s s  F a m i l y  I n f o r m a t i o n  ( A F I )  =  1  ( I Pv 4 )

• S u b -AFI = 1 (N L R I i s  u s e d  f o r  u n i c a s t )
• S u b -AFI = 2  (N L R I i s  u s e d  f o r  m u l t i c a s t  R PF c h e c k )

•A d d r e s s  F a m i l y  I n f o r m a t i o n  ( A F I )
•T h i s  f i e l d  i s  b a s e d  o n  t h e  a d d r e s s  f a m i l i e s  d e f i n e d  i n  R F C 1 7 0 0 .  

•A F I  =  1  ( I P v 4 )
•A F I  =  2  ( I P v 6 )

•S u b -A d d r e s s  F a m i l y  I n f o r m a t i o n  ( S u b -A F I )
•T h i s  f i e l d  c o n t a i n s  f u r t h e r  i n f o r m a t i o n  r e g a r d i n g  t h e  t y p e  o f  
r o u t i n g  i n f o r m a t i o n  b e i n g  e x c h a n g e d  i n  t h e  N L R I  f i e l d .   T h e  
f o l l o w i n g  a r e  t h e  c u r r e n t  d e f i n i t i o n s  f o r  S u b -A F I  c o d e s  
a s s o c i a t e d  w i t h  t h e  I P v 4  A d d r e s s  F a m i l y :

•S u b -A F I  =  1  ( N L R I  i s  u s e d  f o r  u n i c a s t  r o u t i n g )
•S u b -A F I  =  2  ( N L R I  i s  u s e d  f o r  m u l t i c a s t  R P F  c h e c k )
•S u b -A F I  =  3  ( N L R I  i s  u s e d  f o r  b o t h  u n i c a s t  r o u t i n g  a n d  
m u l t i c a s t  R P F  c h e c k i n g
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StaticStatic
M r o u teM r o u te
T ab l eT ab l e

R o u te / M as k ,  D is t.
(First Match)

(D e f au l t D ist.  =  1 )

U n icas tU n icas t
R o u tin gR o u tin g
T ab l eT ab l e

R o u te / M as k ,  D is t.
(L o n g e st Match)

PIM RPF Calculation Details

R P FR P F
C al cu l atio nC al cu l atio n

( U s e  b e s t( U s e  b e s t
D is tan ceD is tan ce
u n l e s su n l e s s

““L o n g e s tL o n g e s t
M atchM atch 11”” isis
e n ab l e d .  e n ab l e d .  
I f  e n ab l e d ,I f  e n ab l e d ,
u s e  l o n g e s tu s e  l o n g e s t

M as k . )M as k . )

I I F ,  R P F  N e ig h b o rM B G PM B G P
T ab l eT ab l e

D e cr e as in g
P r e f e r e n ce

G l o b al  C o m m an d :  ip multicast longest-match

R o u te / M as k ,  D is t.
(B e st P ath)

(iB G P  D e f .  D ist. = 2 0 0 )
(e B G P  D e f .  D ist. = 2 0 )
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MB G P—Cap ab ility  N eg otiation

• Keyword on neighbor command
neighbor <foo> remote-as <asn> nlrinlri multicast multicast unicastunicast

– C o n f i g u r e s  r o u t e r  t o  n e g o t i a t e  e i t h e r  o r  b o t h  N L R I
– If  n e i g h b o r  c o n f i g u r e s  b o t h  o r  s u b s e t ,  c o m m o n  N R L I i s  
u s e d  i n  b o t h  d i r e c t i o n s

– If  t h e r e  i s  n o  m a t c h ,  n o t i f i c a t i o n  i s  s e n t  a n d  p e e r i n g  
d o e s n ’t  c o m e  u p
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AS 321
AS 123

Sender

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R ec ei v er

router bgp 123
neighbor 192.168.100.2 remote-as 321 nlrinlri unicast multicastunicast multicast

. . . 

MBGP — C a p a b i l i t y  N e g o t i a t i o n

. 1 . 2

•M B G P  C a p a b i l i t y  N e g o t i a t i o n
•I n  t h i s  e x a m p l e ,  t h e  r o u t e r  o n  t h e  l e f t  i s  c o n f i g u r e d  t o  p e e r  w i t h  
t h e  r o u t e r  o n  t h e  r i g h t .   T h e  c o m m a n d :

•n e i g h b o r  1 9 2 . 1 6 8 . 1 0 0 . 2  r e m o t e -a s  3 2 1  n l r i  u n i c a s t  
m u l t i c a s t

• i n s t r u c t s  t h e  r o u t e r  o n  t h e  l e f t  t o  a t t e m p t  t o  n e g o t i a t e  b o t h  
u n i c a s t  a n d  m u l t i c a s t  N L R I  e x c h a n g e .
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AS 321
AS 123

Sender

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R ec ei v er

router bgp 321
neighbor 192.168.100.1 remote-as 123 nlrinlri unicast multicastunicast multicast

. . . 

MBGP — C a p a b i l i t y  N e g o t i a t i o n

. 1 . 2

•M B G P  C a p a b i l i t y  N e g o t i a t i o n
•I n  t h i s  e x a m p l e ,  t h e  r o u t e r  o n  t h e  r i g h t  i s  c o n f i g u r e d  t o  p e e r  w i t h  
t h e  r o u t e r  o n  t h e  l e f t .   T h e  c o m m a n d :

nei ghbor  192. 168. 100. 1 r emot e- as 123 nl r i  uni cast  
mul t i cast

i n s t r u c t s  t h e  r o u t e r  o n  t h e  r i g h t  t o  a t t e m p t  t o  n e g o t i a t e  
both u n i c a s t  a n d  m u l t i c a s t  N L R I  e x c h a n g e .
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AS 321
AS 123

M B G P  Se s s i o n  f o r  U n i c a s t  a n d  
M u l t i c a s t  N L R I

Sender

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

1 9 2 . 1 9 2 . 2 5 . 0 / 2 4

R ec ei v er

BGP: 192.168.100.2 open active, local address 192.168.100.1
BGP: 192.168.100.2 went from Active to OpenSent
BGP: 192.168.100.2 sending OPEN, version 4
BGP: 192.168.100.2 OPEN rcvd, version 4
BGP: 192.168.100.2 rcv OPEN w/option parameter type: 2, len: 6
BGP: 192.168.100.2 OPEN has CAPABILITY code: 1, length 4
BGP: 192.168.100.2 OPEN has MP_EXT CAP for afi/safi: 1/1
BGP: 192.168.100.2 rcv OPEN w/option parameter type: 2, len: 6
BGP: 192.168.100.2 OPEN has CAPABILITY code: 1, length 4
BGP: 192.168.100.2 OPEN has MP_EXT CAP for afi/safi: 1/2
BGP: 192.168.100.2 went from OpenSent to OpenConfirm
BGP: 192.168.100.2 went from OpenConfirm to Established

MBGP — C a p a b i l i t y  N e g o t i a t i o n

. 1 . 2

•M B G P  C a p a b i l i t y  N e g o t i a t i o n
•I n  t h i s  e x a m p l e ,  t h e  t w o  r o u t e r s  c a n  b e  s e e n  e x c h a n g i n g  
C a p a b i l i t i e s  i n  t h e  r o u t e r  d e b u g  m e s s a g e  o u t p u t .   I n  t h i s  c a s e ,  
b o t h  u n i c a s t  a n d  m u l t i c a s t  N L R I  h a s  b e e n  s u c c e s s f u l l y  
n e g o t i a t e d .   T h e r e f o r e ,  b o t h  u n i c a s t  a n d  m u l t i c a s t  N L R I  w i l l  b e  
e x c h a n g e d  i n  t h i s  s i n g l e  M B G P  p e e r  s e s s i o n



12© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

121212© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -17 0 1
9 8 17 _ 0 5 _ 20 0 4 _ X

MBGP—N L R I  I n f o r m a t i o n
Unicast BGP Table

M u lticast BGP Table
MP_REACH_NLRI: 192.192.2/24
AF I: 1,  S u b -AF I: 1 ( u n i c a s t )
AS _PAT H: 3 0 0  20 0
MED :
Ne x t -Ho p : 192.16 8 .20 0 .2

MP_REACH_NLRI: 192.192.2/24
AF I: 1,  S u b -AF I: 1 ( u n i c a s t )
AS _PAT H: 3 0 0  20 0
MED :
Ne x t -Ho p : 192.16 8 .20 0 .2

B G P U p d a t e  f r o m  Pe e r
*>i192.192.2.0/24  192.168.200.2 300 200 i 

Network            Next-Hop      Path
*>i160.10.1.0/24   192.20.2.2    i
*>i160.10.3.0/24   192.20.2.2    i

Network            Next-Hop      Path
*>i160.10.1.0/24   192.20.2.2    i
*>i160.10.3.0/24   192.20.2.2    i

• Storage of arriving NLRI information depends on 
A F I/ SA F I fiel ds in th e U pdate message

•• U nic ast B G P  T ab l e onl y   ( A F I= 1 / SA F I= 1  or ol d sty l e NLRI)U nic ast B G P  T ab l e onl y   ( A F I= 1 / SA F I= 1  or ol d sty l e NLRI)

•R e c e i v i n g  U p d a t e  M e s s a g e s
•S t o r a g e  o f  a r r i v i n g  N L R I  i n f o r m a t i o n  d e p e n d s  o n  t h e  A F I / S u b -A F I  f i e l d s  i n  t h e  
M P _ R E A C H _ N L R I  a t t r i b u t e .
•I n  t h e  a b o v e  e x a m p l e ,  a n  U p d a t e  m e s s a g e  i s  r e c e i v e d  t h a t  c o n t a i n s  a n  
M P _ R E A C H _ N L R I  w i t h  a n  A F I / S u b -A F I  =  1 / 1  w h i c h  i n d i c a t e s  t h a t  t h e  
i n f o r m a t i o n  i s  f o r  t h e  U n i c a s t  R I B .   A s  a  r e s u l t ,  t h e  i n f o r m a t i o n  i s  p r o c e s s e d  b y  
t h e  M B G P  i n p u t  p r o c e s s  a n d  w r i t t e n  i n t o  t h e  U -R I B  a s  s h o w n .
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MBGP—N L R I  I n f o r m a t i o n

MP_REACH_NLRI: 192.192.2/24
AF I: 1,  S u b -AF I: 2 ( m u l t i c a s t )
AS _PAT H: 3 0 0  20 0
MED :
Ne x t -Ho p : 192.16 8 .20 0 .2

MP_REACH_NLRI: 192.192.2/24
AF I: 1,  S u b -AF I: 2 ( m u l t i c a s t )
AS _PAT H: 3 0 0  20 0
MED :
Ne x t -Ho p : 192.16 8 .20 0 .2

B G P U p d a t e  f r o m  Pe e r

*>i192.192.2.0/24  192.168.200.2 300 200 i 

Network            Next-Hop      Path
*>i160.10.1.0/24   192.20.2.2    i
*>i160.10.3.0/24   192.20.2.2    i

Network            Next-Hop      Path
*>i160.10.1.0/24   192.20.2.2    i
*>i160.10.3.0/24   192.20.2.2    i

• Storage of arriving NLRI information depends on 
A F I/ SA F I fiel ds in th e U pdate message

• U nic ast B G P  T ab l e onl y   ( A F I= 1 / SA F I= 1  or ol d sty l e NLRI)
•• M u l tic ast B G P  T ab l e onl y   ( A F I= 1 / SA F I= 2 )M u l tic ast B G P  T ab l e onl y   ( A F I= 1 / SA F I= 2 )

Unicast BGP Table

M u lticast BGP Table

•R e c e i v i n g  U p d a t e  M e s s a g e s
•I n  t h e  a b o v e  e x a m p l e ,  a n  U p d a t e  m e s s a g e  i s  r e c e i v e d  t h a t  c o n t a i n s  a n  
M P _ R E A C H _ N L R I  w i t h  a n  A F I / S u b -A F I  =  1 / 2 w h i c h  i n d i c a t e s  t h a t  t h e  
i n f o r m a t i o n  i s  f o r  t h e  M u l t i c a s t  R I B .   A s  a  r e s u l t ,  t h e  i n f o r m a t i o n  i s  p r o c e s s e d  b y  
t h e  M B G P  i n p u t  p r o c e s s  a n d  w r i t t e n  i n t o  t h e  M -R I B  a s  s h o w n .
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A S  3 2 1
A S  1 2 3

BGP S essio n f o r  Unicast and  
M u lticast N L R I

Sender

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

1 9 2 . 1 9 2 . 2 5 . 0 / 2 4

R ec ei v er

MBGP—N L R I  I n f o r m a t i o n

. 1 . 2

1 9 2 . 1 6 8 . 1 0 . 0 / 2 4 router bgp 321
neighbor 192.168.100.1 remote-as 123 nlrinlri unicast multicastunicast multicast
network 192.192.25.0 255.255.255.0 nlrinlri unicast multicastunicast multicast
no auto-summary

Congruent Topologies
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AS  3 21AS  123

192.192.25 .0 /24

S e n d e r

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

1 9 2 . 1 6 8 . 2 0 0 . 0 / 2 4

U ni c a s t  T ra f f i c. 1

. 1

. 2

. 2

router bgp 321
. . .
network 192.192.25.0 nlri unicast multicast
neighbor 192.168.100.1 remote-as 123 nlri unicast
neighbor 192.168.200.1 remote-as 123 nlri multicast

M u l t i c a s t  T ra f f i c

MBGP—N L R I  I n f o r m a t i o n
I nc ongruent Topologies
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MBGP S y n t a x  C h a n g e
router bgp 5
network 171.69.214.0 mask 255.255.255.0 nlri unicast multicast
neighbor 171.69.214.38 remote-as 2 nlri unicast
neighbor 171.69.214.50 remote-as 2 nlri multicast

router bgp 5
no bgp default ipv4-unicast
neighbor 171.69.214.38 remote-as 2
neighbor 171.69.214.50 remote-as 2

!
address-family ipv4 unicast
neighbor 171.69.214.38 activate
network 171.69.214.0 mask 255.255.255.0
exit-address-family

!
address-family ipv4 multicast
neighbor 171.69.214.50 activate
network 171.69.214.0 mask 255.255.255.0
exit-address-family

Address-F a m i l y  S y n t a x

N L R I  S y n t a x
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MBGP—S u m m a r y
• Solves part of inter-d om ain prob lem

–Can exchange multicast routing information
– U ses stand ard  B G P  configuration k nob s
– P ermits sep arate unicast and  multicast 

top ologies if d esired
• Still m u st u se P I M  to:

– B uild  d istrib ution trees
– A ctually  forw ard  multicast traffic
– P I M -S M  recommend ed
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MULTICAST SOURCE 
D ISCOV ERY  P ROTOCOL ( MSD P )
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Domain C

Domain B

Domain D

Domain E

SA

SA

SA SA

SA

SA

So u r c e  Ac t i v e
M e s s a g e s

SA

Domain A

SA M e s s a g e
1 9 2 . 1 . 1 . 1 ,  2 2 4 . 2 . 2 . 2

SA M e s s a g e
1 9 2 . 1 . 1 . 1 ,  2 2 4 . 2 . 2 . 2

r

M SD P  P e e r s
R P

R P

R P

R P

MS D P O v e r v i e w

J o i n  ( * ,  2 2 4 . 2 . 2 . 2 )

s
R P

R e g i s t e r
1 9 2 . 1 . 1 . 1 ,  2 2 4 . 2 . 2 . 2

MSDP Example
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Domain C

Domain B

Domain D

Domain E

Domain A

R P

R P

R P

R P

r

M SD P  P e e r s

���
� �

� �
�
� � 	�

� 

� 

��

R P

MS D P O v e r v i e w

s

MSDP Example
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Domain C

Domain B

Domain D

Domain E

Domain A

R P

R P

R P

R P

r

M SD P  P e e r s
M u l t i c a s t  T r a f f i c R P

MS D P O v e r v i e w

s

MSDP Example
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Domain C

Domain B

Domain D

Domain E

Domain A

R P

R P

R P

R P

r

M SD P  P e e r s
M u l t i c a s t  T r a f f i c R P

MS D P O v e r v i e w

s

����� �
� �	��
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 � 
 � 
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MSDP Example
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Domain C

Domain B

Domain D

Domain E

Domain A

R P

R P

R P

R P

r

M SD P  P e e r s
M u l t i c a s t  T r a f f i c R P

MS D P O v e r v i e w

s

MSDP Example
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MS D P S A  Me s s a g e s

•MSDP Source Active (SA) Messages
•Used to advertise active Sources in a domain
• C arry  1 st mul ticast p ack et f rom source
– H a c k  f o r B u rst y  S o u rc e s ( a l a  S D R )

•SA  M essag e C ontents:
– I P  A d d re ss o f  O ri g i n a t o r ( R P  a d d re ss)
– N u m b e r o f  ( S ,  G ) ’s p a i rs b e i n g  a d v e rt i se d
– L i st  o f  a c t i v e  ( S ,  G ) ’s i n  t h e  d o m a i n
– E n c a p su l a t e d  M u l t i c a st  p a c k e t
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Receiving SA Messages
F o r w ar d ing o f  SA m essages � “RP F -ch eck ”

•RPF Check Rules depend on peering
–Rule 1: Sending MSDP peer = i(m)BGP peer
–Rule 2 : Sending MSDP peer = e(m)BGP peer
–Rule 3 : Sending MSDP peer ! = (m)BGP peer

• E x cept ions:  
–RPF  c h ec k  is  s k ipped w h en:

•Sending MSDP peer = Originating RP
•Sending MSDP peer = Mes h -G ro u p peer
•Sending MSDP peer = o nl y  MSDP peer

– ( i . e .  t h e  ‘d e f a u l t -p e e r ’ o r  t h e  o n l y  ‘m s d p -p e e r ’ c o n f i g u r e d . )

•R e c e i v i n g  S A  M e s s a g e s
•R P F  C h e c k  r u l e s  d e p e n d  o n  t h e  B G P  p e e r i n g  b e t w e e n  t h e  
M S D P  p e e r s .

•R u l e  1 :  A p p l i e d  w h e n  t h e  s e n d i n g  M S D P  p e e r  i s  a l s o  a n  
i ( m ) B G P  p e e r .
•R u l e  2 :  A p p l i e d  w h e n  t h e  s e n d i n g  M S D P  p e e r  i s  a l s o  a n  
e ( m ) B G P  p e e r .
•R u l e  3 :  A p p l i e d  w h e n  t h e  s e n d i n g  M S D P  p e e r  i s  n o t  a n  
( m ) B G P  p e e r .

•R P F  C h e c k s  a r e  n o t  d o n e  i n  t h e  f o l l o w i n g  c a s e s :
•I f  t h e  s e n d i n g  M S D P  p e e r  i s  t h e  o n l y  M S D P  P e e r .   T h i s  
w o u l d  b e  t h e  c a s e  i f  a  s i n g l e  ‘m d s p -p e e r ’ c o m m a n d  i s  
c o n f i g u r e d  o r  i f  o n l y  t h e  ‘d e f a u l t -p e e r ’ c o m m a n d  i s  u s e d .
•I f  t h e  s e n d i n g  M S D P  p e e r  i s  a  M e s h -G r o u p  p e e r .
•I f  t h e  s e n d i n g  M S D P  p e e r  a d d r e s s  i s  t h e  R P  a d d r e s s  
c o n t a i n e d  i n  t h e  S A  m e s s a g e .



26© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

262626© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
9 8 1 7 _ 0 5 _ 20 0 4 _ X

RPF Check Rule 1

• When MSDP peer = i(m)BGP peer
– Find “B e s t  P a t h ” t o  R P  in B G P  T a b l e s

• Search MRIB first then URIB
• If no  p ath to  O rig inating  RP  fo u nd ,  RP F  F ail s

– N o t e  “B G P  p e e r ” t h a t  a dv e r t is e d p a t h
• ( i. e.  IP  A d d ress o f BG P  p eer that sent u s this p ath)
• W arning :

– This is not the same as the Next-hop  of  the p ath! ! !
– i( m) B G P  p eer s nor mal l y  d o not set Next-hop  =  S el f .
– This is al so not nec essar il y  the same as the R ou ter -I D !

– R u l e  1  T e s t  C o ndit io n:
• MSD P  P eer ad d ress =  BG P  p eer ad d ress?

– I f  Y es,  R P F  S u c c eed s

•R P F  C h e c k  R u l e  1
• A p p l i e d  w h e n  t h e  s e n d i n g  M S D P  p e e r  i s  a l s o  a n  i ( m ) B G P  p e e r .
•S e a r c h  t h e  B G P  M R I B  f o r  t h e  “b e s t -p a t h ” t o  t h e  R P  t h a t  o r i g i n a t e d  t h e  S A  
m e s s a g e .   I f  a  p a t h  i s  n o t  f o u n d  i n  t h e  M R I B ,  s e a r c h  t h e  U R I B .   I f  a  p a t h  i s  s t i l l  
n o t  f o u n d ,  t h e  R P F  c h e c k  f a i l s .
•D e t e r m i n e  t h e  a d d r e s s   o f  t h e  “B G P  N e i g h b o r ” f o r  t h i s  p a t h .  ( T h i s  i s  t h e  
a d d r e s s  o f  t h e  B G P  n e i g h b o r  t h e  s e n t  u s  t h i s  p a t h  i n  a  B G P  U p d a t e  m e s s a g e . )

•B e  c a r e f u l  n o t  t o  a s s u m e  t h e  “B G P  N e i g h b o r ” a d d r e s s  i s  t h e  s a m e  a s  
t h e  N e x t -H o p  a d d r e s s  i n  t h e  p a t h .  S i n c e  i ( m ) B G P  p e e r s  d o  n o t  u p d a t e  
t h e  N e x t -H o p  a t t r i b u t e  o f  a  p a t h ,  i t  i s  u s u a l l y  t h e  c a s e  t h a t  t h e  N e x t -H o p  
a d d r e s s  i s  n o t  t h e  s a m e  a s  t h e  a d d r e s s  o f  t h e  B G P  p e e r  t h a t  s e n t u s  t h e  
p a t h .
•T h e  “B G P  N e i g h b o r ” a d d r e s s  i s  a l s o  n o t  n e c e s s a r i l y  t h e  s a m e  a s  t h e  
B G P  “R o u t e r -I d ” o f  t h e  p e e r  t h a t  s e n t  u s  t h e  p a t h .

•R u l e  1  T e s t :
•I f  t h e  I P  a d d r e s s  o f  t h e  s e n d i n g  M S D P  p e e r  i s  t h e  s a m e  a s  t h e  B G P  
N e i g h b o r  a d d r e s s  ( i . e .  t h e  a d d r e s s  o f  t h e  B G P  p e e r  t h a t  s e n t  u s  t h e  
p a t h ) ,  t h e n  t h e  R P F  c h e c k  s u c c e e d s ;  o t h e r w i s e  i t  f a i l s .
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AS100

AS5 AS7

AA

1 7 2 . 1 6 . 5 . 11 7 2 . 1 6 . 6 . 1

show i p mbgp 172. 16. 6. 1
BGP r out i ng t abl e ent r y f or  172. 16. 6. 0/ 24,  ver si on 8745118
Pat hs :  ( 1 avai l abl e,  best  #1)
7 5,  ( r ecei ved & used)

172. 16. 5. 1 ( met r i c 68096)  f r om 172.16.3.1 ( 172. 16. 3. 1)

BGP  P e e r
M S DP  P e e r
S A M e s s a g e

SA R P F  C h e c k  Su c c e e d s

FF

i ( m ) BGP  p e e r  a d d r e s s  =  1 7 2 . 1 6 . 3 . 1
( a d v e r t i s i n g  b e s t -p a t h  t o  R P )

M S DP  P e e r  a d d r e s s  =  1 7 2 . 1 6 . 3 . 1

Rule1: MSDP peer = i(m)BGP peer

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 4 . 1
EE

R P

S o u r c e

R P

R P MSDP Peer address = i(m)BGP Peer address

DD

GG

•R u l e  1  E x a m p l e  1
•I n  t h i s  e x a m p l e ,  r o u t e r  A  r e c e i v e s  a n  S A  m e s s a g e  o r i g i n a t e d  b y  r o u t e r  G  f r o m  
r o u t e r  E  w h i c h  i s  a n  i ( m ) B G P  p e e r .
•A p p l y i n g  R u l e  1 ,  t h e  f o l l o w i n g  o c c u r s :

•T h e  b e s t  p a t h  i n  t h e  B G P  M -R I B  f o r  1 7 2 . 1 6 . 6 . 1  ( t h e  o r i g i n a t i n g  R P )  i s  
l o c a t e d .
•T h i s  b e s t  p a t h  w a s  r e c e i v e d  f r o m  i ( m ) B G P  p e e r ,  1 7 2 . 1 6 . 3 . 1
•T h e  s e n d i n g  M S D P  p e e r  a d d r e s s  i s  a l s o  1 7 2 . 1 6 . 3 . 1
•T h e r e f o r e  t h e  R P F  c h e c k  R u l e  1  s u c c e e d s .
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AS100

AS5 AS7

AA

1 7 2 . 1 6 . 5 . 11 7 2 . 1 6 . 6 . 1 FF

Rule1: MSDP peer = i(m)BGP peer

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 4 . 1
EE

XX

R P

show i p mbgp 172. 16. 6. 1
BGP r out i ng t abl e ent r y f or  172. 16. 6. 0/ 24,  ver si on 8745118
Pat hs :  ( 1 avai l abl e,  best  #1)
7 5,  ( r ecei ved & used)

172. 16. 5. 1 ( met r i c 68096)  f r om 172.16.3.1 ( 172. 16. 3. 1)

SA RPF Check Fails

i ( m ) BGP  P e e r  a d d r e s s  =  1 7 2 . 1 6 . 3 . 1
( a d v e r t i s i n g  b e s t -p a t h  t o  R P )
M S DP  P e e r  a d d r e s s  =  1 7 2 . 1 6 . 4 . 1

MSDP Peer address ! = i(m)BGP Peer addressR P

S o u r c e

R P

DD

GG

BGP  P e e r
M S DP  P e e r
S A M e s s a g e

•R u l e  1  E x a m p l e  2
•I n  t h i s  e x a m p l e ,  r o u t e r  A  r e c e i v e s  t h e  s a m e  S A  m e s s a g e  ( o r i g i n a t e d  b y  r o u t e r  
G )  f r o m  r o u t e r  D  w h i c h  i s  a n  i ( m ) B G P  p e e r .
•A p p l y i n g  R u l e  1 ,  t h e  f o l l o w i n g  o c c u r s :

•T h e  b e s t  p a t h  i n  t h e  B G P  M -R I B  f o r  1 7 2 . 1 6 . 6 . 1  ( t h e  o r i g i n a t i n g  R P )  i s  
l o c a t e d .
•T h i s  b e s t  p a t h  w a s  r e c e i v e d  f r o m  i ( m ) B G P  p e e r ,  1 7 2 . 1 6 . 3 . 1
•T h e  s e n d i n g  M S D P  p e e r  a d d r e s s  i s  1 7 2 . 1 6 . 4 . 1
•T h e r e f o r e  R P F  c h e c k  R u l e  1  f a i l s .



29© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

292929© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
9 8 1 7 _ 0 5 _ 20 0 4 _ X

AS100

AS5 AS7

AA

1 7 2 . 1 6 . 5 . 11 7 2 . 1 6 . 6 . 1 FF

Rule1: MSDP peer = i(m)BGP peer

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 4 . 1
EE

R P

DD

S o u r c e

GG

R P

Common Mistake #1:Common Mistake #1:
Failu r e t o  u se sam e ad d r esses f o r  Failu r e t o  u se sam e ad d r esses f o r  
M SD P p eer s as i( m ) B G P p eer s!M SD P p eer s as i( m ) B G P p eer s!

show i p mbgp 172. 16. 6. 1
BGP r out i ng t abl e ent r y f or  172. 16. 6. 0/ 24,  ver si on 8745118
Pat hs :  ( 1 avai l abl e,  best  #1)
7 5,  ( r ecei ved & used)

172. 16. 5. 1 ( met r i c 68096)  f r om 172.16.3.1 ( 172. 16. 3. 1)

SA RPF Check Fails

i ( m ) BGP  P e e r  a d d r e s s  =  1 7 2 . 1 6 . 3 . 1
( a d v e r t i s i n g  b e s t -p a t h  t o  R P )
M S DP  P e e r  a d d r e s s  =  1 7 2 . 1 6 . 2 0 . 1

MSDP Peer address ! = i(m)BGP Peer address

1 7 2 . 1 6 . 2 0 . 1

R P

BGP  P e e r
M S DP  P e e r
S A M e s s a g e

•R u l e  1  C o m m o n  M i s t a k e  1
•T h e  m o s t  c o m m o n  m i s t a k e  i s  f o r  t h e  M S D P  a n d  ( m ) B G P  p e e r i n g  s e s s i o n s  t o  
t h e  s a m e  r o u t e r  t o  u s e  d i f f e r e n t  I P  a d d r e s s e s .   I n  t h i s  e x a m p l e ,

•T h e  M S D P  p e e r  a d d r e s s  t o  r o u t e r  C  i s  1 7 2 . 1 6 . 2 0 . 1
•T h e  ( m ) B G P  p e e r  a d d r e s s  t o  r o u t e r  C  i s  1 7 2 . 1 6 . 3 . 1

•R o u t e r  A  r e c e i v e s  t h e  S A  m e s s a g e  ( o r i g i n a t e d  b y  r o u t e r  G )  f r o m  r o u t e r  E  
w h i c h  i s  a n  i ( m ) B G P  p e e r .
•A p p l y i n g  R u l e  1 ,  t h e  f o l l o w i n g  o c c u r s :

•T h e  b e s t  p a t h  i n  t h e  B G P  M -R I B  f o r  1 7 2 . 1 6 . 6 . 1  ( t h e  o r i g i n a t i n g  R P )  i s  
l o c a t e d .
•T h i s  b e s t  p a t h  w a s  r e c e i v e d  f r o m  r o u t e r  C  w h i c h  i s  t h e  i ( m ) B G P  p e e r  
w i t h  a n  I P  a d d r e s s  o f   1 7 2 . 1 6 . 3 . 1
•H o w e v e r ,  t h e  s e n d i n g  M S D P  p e e r  ( a l s o  r o u t e r  C )  a d d r e s s  i s  
1 7 2 . 1 6 . 2 0 . 1
•T h e r e f o r e  R P F  c h e c k  R u l e  1  f a i l s .  ( E v e n  t h o u g h  t h e  S A  m e s s a g e  
a r r i v e d  v i a  t h e  c o r r e c t  p a t h . )
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3 03 03 0© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
9 8 1 7 _ 0 5 _ 20 0 4 _ X

AS100

AS5 AS7

1 7 2 . 1 6 . 5 . 11 7 2 . 1 6 . 6 . 1

Rule1: MSDP peer = i(m)BGP peer

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 4 . 1

R P

S o u r c e

GG

Common Mistake #2 :Common Mistake #2 :
Failu r e t o  f o llo w  i( m ) B G P t o p o lo g y !Failu r e t o  f o llo w  i( m ) B G P t o p o lo g y !
Can  hap p en  w hen  RRCan  hap p en  w hen  RR’’s ar e u sed .s ar e u sed .

1 7 2 . 1 6 . 1 . 1R RR R

R P

FF

DD

AA

EE

show i p mbgp 172. 16. 6. 1
BGP r out i ng t abl e ent r y f or  172. 16. 6. 0/ 24,  ver si on 8745118
Pat hs :  ( 1 avai l abl e,  best  #1)
7 5,  ( r ecei ved & used)

172. 16. 5. 1 ( met r i c 68096)  f r om 172.16.1.1 ( 172. 16. 1. 1)

SA RPF Check Fails

i ( m ) BGP  P e e r  a d d r e s s  =  1 7 2 . 1 6 . 1 . 1
( a d v e r t i s i n g  b e s t -p a t h  t o  R P )
M S DP  P e e r  a d d r e s s  =  1 7 2 . 1 6 . 3 . 1

MSDP Peer address ! = i(m)BGP Peer address

R P

BGP  P e e r
M S DP  P e e r
S A M e s s a g e

•R u l e  1  C o m m o n  M i s t a k e  2
•T h e  o t h e r  c o m m o n  m i s t a k e  i s  t o  f a i l u r e  o f  t h e  M S D P  t o p o l o g y  t o  f o l l o w  t h e  
i ( m ) B G P  p e e r i n g  t o p o l o g y .  T h i s  c a n  h a p p e n  w h e n  R o u t e  R e f l e c t o r s  a r e  u s e d .  
I n  t h i s  e x a m p l e ,

•T h e  M S D P  p e e r  a d d r e s s  o f  r o u t e r  E  i s  1 7 2 . 1 6 . 3 . 1
•T h e  i ( m ) B G P  p e e r  r o u t e r  i s  t h e  R o u t e  R e f l e c t o r  “R R ” w h o s e  p e e r  
a d d r e s s  i s  1 7 2 . 1 6 . 1 . 1

•R o u t e r  A  r e c e i v e s  a n  S A  m e s s a g e  ( o r i g i n a t e d  b y  r o u t e r  G )  f r o m  r o u t e r  E  w h i c h  
i s  t h e  M S D P  p e e r .
•A p p l y i n g  R u l e  1 ,  t h e  f o l l o w i n g  o c c u r s :

•T h e  b e s t  p a t h  i n  t h e  B G P  M -R I B  f o r  1 7 2 . 1 6 . 6 . 1  ( t h e  o r i g i n a t i n g  R P )  i s  
l o c a t e d .
•T h i s  b e s t  p a t h  w a s  r e c e i v e d  f r o m  t h e  R o u t e  R e f l e c t o r  w h i c h  i s  t h e  
i ( m ) B G P  p e e r  w i t h  a n  I P  a d d r e s s  o f   1 7 2 . 1 6 . 1 . 1
•H o w e v e r ,  t h e  s e n d i n g  M S D P  p e e r  i s  r o u t e r  E  w h o s e  a d d r e s s  i s  
1 7 2 . 1 6 . 2 0 . 1
•T h e r e f o r e  R P F  c h e c k  R u l e  1  f a i l s .  
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3 13 13 1© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
9 8 1 7 _ 0 5 _ 20 0 4 _ X

RPF  C h ec k  Rule 2

•When MSDP peer = e(m)BGP peer
–Find (m)BGP “Be s t  Pa t h ” t o  R P

• S ear c h  MR I B  f ir st th en U R I B
– If no path to Originating RP found, 

RPF  F ail s
– R u l e  2  T e s t  C o ndit io n:

• F ir st A S  in p ath  to th e R P  =  MS D P  p eer ?
– If Y e s , RPF  S uc c e e ds

•R P F  C h e c k  R u l e  2
• A p p l i e d  w h e n  t h e  s e n d i n g  M S D P  p e e r  i s  a l s o  a n  e ( m ) B G P  p e e r .
•S e a r c h  t h e  B G P  M R I B  f o r  t h e  “b e s t -p a t h ” t o  t h e  R P  t h a t  o r i g i n a t e d  t h e  S A  
m e s s a g e .   I f  a  p a t h  i s  n o t  f o u n d  i n  t h e  M R I B ,  s e a r c h  t h e  U R I B .   I f  a  p a t h  i s  s t i l l  
n o t  f o u n d ,  t h e  R P F  c h e c k  f a i l s .
•R u l e  2  T e s t :

•I f  t h e  f i r s t  A S  i n  t h e  ‘b e s t -p a t h ’ t o  t h e  R P  i s  t h e  s a m e  a s  t h e  A S  o f  t h e  
e ( m ) B G P  p e e r  ( w h i c h  i s  a l s o  t h e  s e n d i n g  M S D P  p e e r ) ,  t h e n  t h e  R P F
c h e c k  s u c c e e d s ;  o t h e r w i s e  i t  f a i l s .



32© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

3 23 23 2© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
9 8 1 7 _ 0 5 _ 20 0 4 _ X

AS100

AS5 AS7

AA

R P

1 7 2 . 1 6 . 5 . 11 7 2 . 1 6 . 6 . 1

Rout er  A' s BGP Tabl e
Net wor k             Next  Hop      Pat h
* > 172. 16. 3. 0/ 24    172. 16. 3. 1    3 i

172. 16. 3. 0/ 24    172. 16. 4. 1   1 3 i
* > 172. 16. 4. 0/ 24    172. 16. 4. 1    1 i

172. 16. 4. 0/ 24    172. 16. 3. 1   3 1 i
* > 172. 16. 5. 0/ 24    172. 16. 4. 1    3 7 i

172. 16. 5. 0/ 24    172. 16. 3. 1   1 3 7 i
* > 172. 16. 6. 0/ 24    172. 16. 3. 1    3 7 5 i

172. 16. 6. 0/ 24    172. 16. 4. 1   1 3 7 5 i

SA R P F  C h e c k  Su c c e e d s

FF

Fi r s t -AS  i n  b e s t -p a t h  t o  R P  =  3
AS  o f  M S DP  P e e r  =  3

Rule2: MSDP peer = e(m)BGP peer

Fi r s t -AS  i n  b e s t -p a t h  t o  R P  =  AS  o f  e ( m ) BGP  P e e r

AS1 AS3

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 4 . 1
EEDD

S o u r c e

GG

R P

R P

R PR P

BGP  P e e r
M S DP  P e e r
S A M e s s a g e

•R u l e  2  E x a m p l e  1
•I n  t h i s  e x a m p l e ,  r o u t e r  A  r e c e i v e s  a n  S A  m e s s a g e  o r i g i n a t e d  b y  r o u t e r  G  v i a  
r o u t e r  E  w h i c h  i s  a n  e ( m ) B G P  p e e r .
•A p p l y i n g  R u l e  2 ,  t h e  f o l l o w i n g  o c c u r s :

•T h e  b e s t  p a t h  i n  t h e  B G P  M -R I B  f o r  1 7 2 . 1 6 . 6 . 1  ( t h e  o r i g i n a t i n g  R P )  i s  
l o c a t e d .
•T h e  f i r s t -h o p  A S  i n  t h e  b e s t  p a t h  t o  t h e  o r i g i n a t i n g  R P  i s  A S 3 .
•T h e  o r i g i n  A S  o f  t h e  s e n d i n g  M S D P  p e e r  ( 1 7 2 . 1 6 . 3 . 1 )  i s  a l s o  A S 3 . ( T h i s  
i s  d e t e r m i n e d  b y  l o c a t i n g  t h e  b e s t -p a t h  t o  t h e  M S D P  p e e r  a n d  t h e n  
f i n d i n g  t h e  l a s t  A S  i n  t h e  A S -P a t h  l i s t . )
•T h e r e f o r e  t h e  R P F  c h e c k  R u l e  2  s u c c e e d s .



33© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

3 33 33 3© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
9 8 1 7 _ 0 5 _ 20 0 4 _ X

AS100

AS5 AS7

AA

1 7 2 . 1 6 . 5 . 11 7 2 . 1 6 . 6 . 1

Rout er  A' s BGP Tabl e
Net wor k             Next  Hop      Pat h
* > 172. 16. 3. 0/ 24    172. 16. 3. 1    3 i

172. 16. 3. 0/ 24    172. 16. 4. 1   1 3 i
* > 172. 16. 4. 0/ 24    172. 16. 4. 1    1 i

172. 16. 4. 0/ 24    172. 16. 3. 1   3 1 i
* > 172. 16. 5. 0/ 24    172. 16. 3. 1    3 7 i

172. 16. 5. 0/ 24    172. 16. 4. 1   1 3 7 i
* > 172. 16. 6. 0/ 24    172. 16. 3. 1    3 7 5 i

172. 16. 6. 0/ 24    172. 16. 4. 1   1 3 7 5 i

SA R P F  C h e c k  F a i l s !SA R P F  C h e c k  F a i l s !

FF

Rule2: MSDP peer = e(m)BGP peer

XX

R P

AS1 AS3

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 4 . 1
EEDD

S o u r c e

GG

Fi r s t -AS  i n  b e s t -p a t h  t o  R P  =  3
AS  o f  M S DP  P e e r  =  1

R P

R P

R PR P Fi r s tFi r s t --AS  i n  b e s tAS  i n  b e s t --p a t h  t o  R P  ! =  AS  o f  e ( m ) BGP  P e e rp a t h  t o  R P  ! =  AS  o f  e ( m ) BGP  P e e r

BGP  P e e r
M S DP  P e e r
S A M e s s a g e

•R u l e  2  E x a m p l e  2
•I n  t h i s  e x a m p l e ,  r o u t e r  A  r e c e i v e s  t h e  s a m e  S A  m e s s a g e  ( o r i g i n a t e d  b y  r o u t e r  
G )  v i a  r o u t e r  D  w h i c h  i s  a l s o  a n  e ( m ) B G P  p e e r .
•A p p l y i n g  R u l e  2 ,  t h e  f o l l o w i n g  o c c u r s :

•T h e  b e s t  p a t h  i n  t h e  B G P  M -R I B  f o r  1 7 2 . 1 6 . 6 . 1  ( t h e  o r i g i n a t i n g  R P )  i s  
l o c a t e d .
•T h e  f i r s t -h o p  A S  i n  t h e  b e s t  p a t h  t o  t h e  o r i g i n a t i n g  R P  i s  A S 3 .
•T h e  o r i g i n  A S  o f  t h e  s e n d i n g  M S D P  p e e r  ( 1 7 2 . 1 6 . 4 . 1 )  i s  n o t  A S 3 ,  i t  i s  
A S 1 .  ( T h i s  i s  d e t e r m i n e d  b y  l o c a t i n g  t h e  b e s t -p a t h  t o  t h e  M S D P  p e e r  
a n d  t h e n  f i n d i n g  t h e  l a s t  A S  i n  t h e  A S -P a t h  l i s t . )
•T h e r e f o r e  t h e  R P F  c h e c k  R u l e  2  f a i l s .



34© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

3 43 43 4© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
9 8 1 7 _ 0 5 _ 20 0 4 _ X

RPF  C h ec k  Rule 3
• W h e n M S D P p e e r  ! =  (m)BGP p e e r

– Find (m)BGP “Be s t  Pa t h ” t o  R P
• S e arc h M RIB  firs t the n U RIB

– If no path to Originating RP found, RPF Fails
– Find (m)BGP “Be s t  Pa t h ” t o  M S D P p e e r
• S e arc h M RIB  firs t the n U RIB

– If no path to se nding M S D P Pe e r found, RPF Fails
– N o t e  A S  o f  s e nding  M S D P Pe e r
• Origin A S  ( l as t A S )  in A S -PA T H  to M S D P Pe e r

– R u l e  3  T e s t  C o ndit io n:
• F irs t A S  in path to RP =  S e nding M S D P Pe e r A S  ?

– If Y e s, RPF S uc c e e ds

•R P F  C h e c k  R u l e  3
• A p p l i e d  w h e n  t h e  s e n d i n g  M S D P  p e e r  i s  n o t  a n  ( m ) B G P  p e e r  a t  a l l .
•S e a r c h  t h e  B G P  M R I B  f o r  t h e  “b e s t -p a t h ” t o  t h e  R P  t h a t  o r i g i n a t e d  t h e  S A  
m e s s a g e .   I f  a  p a t h  i s  n o t  f o u n d  i n  t h e  M R I B ,  s e a r c h  t h e  U R I B .   I f  a  p a t h  i s  s t i l l  
n o t  f o u n d ,  t h e  R P F  c h e c k  f a i l s .
•S e a r c h  t h e  B G P  M R I B  f o r  t h e  “b e s t -p a t h ” t o  t h e  M S D P  p e e r  t h a t  s e n t  u s  t h e  
S A  m e s s a g e .   I f  a  p a t h  i s  n o t  f o u n d  i n  t h e  M R I B ,  s e a r c h  t h e  U R I B .   I f  a  p a t h  i s  
s t i l l  n o t  f o u n d ,  t h e  R P F  c h e c k  f a i l s .
•N o t e  t h e  A S  o f  M S D P  p e e r  t h a t  s e n t  u s  t h e  S A .   ( T h i s  i s  t h e  “o r i g i n  A S ” w h i c h  
i s  t h e  l a s t  A S  i n  t h e  A S -P A T H  t o  t h e  M S D P  p e e r . )
•R u l e  3  T e s t :

•I f  t h e  f i r s t  A S  i n  t h e  ‘b e s t -p a t h ’ t o  t h e  R P  i s  t h e  s a m e  a s  t h e  A S  o f  t h e  
s e n d i n g  M S D P  p e e r ,  t h e n  t h e  R P F  c h e c k  s u c c e e d s ;  o t h e r w i s e  i t  f a i l s .



35© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

3 53 53 5© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
9 8 1 7 _ 0 5 _ 20 0 4 _ X

AS100

AS5 AS7R P

1 7 2 . 1 6 . 5 . 11 7 2 . 1 6 . 6 . 1

Rout er  A' s BGP Tabl e
Net wor k             Next  Hop      Pat h
* > 172. 16. 3. 0/ 24    172. 16. 3. 1    3 i

172. 16. 3. 0/ 24    172. 16. 4. 1   1 3 i
* > 172. 16. 4. 0/ 24    172. 16. 4. 1    1 i

172. 16. 4. 0/ 24    172. 16. 3. 1   3 1 i
* > 172. 16. 5. 0/ 24    172. 16. 4. 1    3 7 i

172. 16. 5. 0/ 24    172. 16. 3. 1   1 3 7 i
* > 172. 16. 6. 0/ 24    172. 16. 3. 1    3 7 5 i

172. 16. 6. 0/ 24    172. 16. 4. 1   1 3 7 5 i

SA R P F  C h e c k  Su c c e e d s

FF

Fi r s t -AS  i n  b e s t -p a t h  t o  R P  =  3
AS  o f  M S DP  P e e r  =  3

Rule3: MSDP peer != BGP peer

Fi r s t -AS  i n  b e s t -p a t h  t o  R P  =  AS  o f  M S DP  P e e r

AS1 AS3

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 4 . 1

S o u r c e

GG

R P

R PR P

R P

BB

EEDD

AA
BGP  P e e r
M S DP  P e e r
S A M e s s a g e

•R u l e  3  E x a m p l e  1
•I n  t h i s  e x a m p l e ,  r o u t e r  A  r e c e i v e s  a n  S A  m e s s a g e  o r i g i n a t e d  b y  r o u t e r  G  v i a  
r o u t e r  E  w h i c h  i s  n e i t h e r  a n  i ( m ) B G P  p e e r  n o r  a n  e ( m ) B G P  p e e r .
•A p p l y i n g  R u l e  3 ,  t h e  f o l l o w i n g  o c c u r s :

•T h e  b e s t  p a t h  i n  t h e  B G P  M -R I B  f o r  1 7 2 . 1 6 . 6 . 1  ( t h e  o r i g i n a t i n g  R P )  i s  
l o c a t e d .
•T h e  f i r s t -h o p  A S  i n  t h e  b e s t  p a t h  t o  t h e  o r i g i n a t i n g  R P  i s  A S 3 .
•T h e  o r i g i n  A S  o f  t h e  s e n d i n g  M S D P  p e e r  ( 1 7 2 . 1 6 . 3 . 1 )  i s  a l s o  A S 3 . ( T h i s  
i s  d e t e r m i n e d  b y  l o c a t i n g  t h e  b e s t -p a t h  t o  t h e  M S D P  p e e r  a n d  t h e n  
f i n d i n g  t h e  l a s t  A S  i n  t h e  A S -P a t h  l i s t . )
•T h e r e f o r e  t h e  R P F  c h e c k  R u l e  3  s u c c e e d s .
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AS100

AS5 AS7R P

1 7 2 . 1 6 . 5 . 11 7 2 . 1 6 . 6 . 1

Rout er  A' s BGP Tabl e
Net wor k             Next  Hop      Pat h
* > 172. 16. 3. 0/ 24    172. 16. 3. 1    3 i

172. 16. 3. 0/ 24    172. 16. 4. 1   1 3 i
* > 172. 16. 4. 0/ 24    172. 16. 4. 1    1 i

172. 16. 4. 0/ 24    172. 16. 3. 1   3 1 i
* > 172. 16. 5. 0/ 24    172. 16. 4. 1    3 7 i

172. 16. 5. 0/ 24    172. 16. 3. 1   1 3 7 i
* > 172. 16. 6. 0/ 24    172. 16. 3. 1    3 7 5 i

172. 16. 6. 0/ 24    172. 16. 4. 1   1 3 7 5 i

FF

Fi r s t -AS  i n  b e s t -p a t h  t o  R P  =  3
AS  o f  M S DP  P e e r  =  1

Rule3: MSDP peer != BGP peer

Fi r s t -AS  i n  b e s t -p a t h  t o  R P  ! =  AS  o f  M S DP  P e e r

AS1 AS3

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 4 . 1

S o u r c e

GG

R P

R PR P

R P

BB

EEDD

AA

XX

SA R P F  C h e c k  F a i l sSA R P F  C h e c k  F a i l s

BGP  P e e r
M S DP  P e e r
S A M e s s a g e

•R u l e  3  E x a m p l e  2
•I n  t h i s  e x a m p l e ,  r o u t e r  A  r e c e i v e s  t h e  s a m e  S A  m e s s a g e  ( o r i g i n a t e d  b y  r o u t e r  
G )  v i a  r o u t e r  D  w h i c h  i s  n e i t h e r  a n  i ( m ) B G P  p e e r  n o r  a n  e ( m ) B G P  p e e r .
•A p p l y i n g  R u l e  3 ,  t h e  f o l l o w i n g  o c c u r s :

•T h e  b e s t  p a t h  i n  t h e  B G P  M -R I B  f o r  1 7 2 . 1 6 . 6 . 1  ( t h e  o r i g i n a t i n g  R P )  i s  
l o c a t e d .
•T h e  f i r s t -h o p  A S  i n  t h e  b e s t  p a t h  t o  t h e  o r i g i n a t i n g  R P  i s  A S 3 .
•T h e  o r i g i n  A S  o f  t h e  s e n d i n g  M S D P  p e e r  ( 1 7 2 . 1 6 . 4 . 1 )  i s  A S 1 .  ( T h i s  i s  
d e t e r m i n e d  b y  l o c a t i n g  t h e  b e s t -p a t h  t o  t h e  M S D P  p e e r  a n d  t h e n  f i n d i n g  
t h e  l a s t  A S  i n  t h e  A S -P a t h  l i s t . )
•T h e r e f o r e  t h e  R P F  c h e c k  R u l e  3  f a i l s .



37© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

3 73 73 7© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
9 8 1 7 _ 0 5 _ 20 0 4 _ X

Rule3: MSDP peer != BGP peer

AS100

AS1 AS3

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 4 . 1

R PR P

R P

BBAA

BGP  P e e r
M S DP  P e e r
S A M e s s a g e

CC

R P EE FF

Fi r s t -AS  i n  b e s t -p a t h  t o  R P  =  3
AS  o f  M S DP  P e e r  =  3

Fi r s t -AS  i n  b e s t -p a t h  t o  R P  =  AS  o f  M S DP  P e e r

M ore  fle x ib ility  w ith
M S D P pe e r plac e m e nt

DD

i B G P

SA R P F  C h e c k  Su c c e e d s
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MSDP C o n f i g ura t i o n

• Configure peers
ip msdp peer <ip-address> [connect-source <i/f>]

• Configure d efa ul t  peer
ip msdp default-peer <ip-address> [prefix-list acl]

• M esh  groups
ip msdp mesh-group <name> <ip-address>
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MSDP Mesh-G r o u p  E x a m p l e

R2

R1

R3

MSDP mesh-g r o u p  p eer i n g

RP

SA

���

��� ���

RP

R5R4

ip msdp peer R1
ip msdp peer R2
ip msdp peer R5
ip msdp mesh-group My-Group R1
ip msdp mesh-group My-Group R2

ip msdp peer R1
ip msdp peer R3
ip msdp peer R4
ip msdp mesh-group My-Group R1
ip msdp mesh-group My-Group R3

ip msdp peer R2
ip msdp peer R3
ip msdp mesh-group My-Group R2
ip msdp mesh-group My-Group R3

SA  n o t  f o r w a r d ed  t o  o t her
memb er s o f  t he mesh-g r o u p  

X

•M S D P  M e s h -G r o u p  E x a m p l e .
•I n  t h e  a b o v e  e x a m p l e ,  r o u t e r s  R 1 ,  R 2  a n d  R 3  a r e  a l l  c o n f i g u r e d  
a s  m e m b e r s  o f  t h e  s a m e  M S D P  m e s h -g r o u p .   I n  a d d i t i o n ,  r o u t e r  
R 1  i s  a l s o  M S D P  p e e r i n g  w i t h  r o u t e r  R 4  a n d  r o u t e r  R 3  i s  M S D P  
p e e r i n g  w i t h  r o u t e r  R 5 .   N e i t h e r  R 4  n o r  R 5  a r e  m e m b e r s  o f  t h e  
M S D P  m e s h -g r o u p .
•A s s u m e  r o u t e r  R 4  o r i g i n a t e s  a n  S A  m e s s a g e  f o r  a  s o u r c e  i n  i t s  
l o c a l  P I M -S M  d o m a i n .   T h i s  m e s s a g e  i s  s e n t  t o  r o u t e  R 2  a s  
s h o w n  i n  t h e  d r a w i n g  a b o v e .
•W h e n  r o u t e r  R 2  r e c e i v e s  t h i s  S A  m e s s a g e ,  i t  m u s t  p e r f o r m  a n  
R P F  c h e c k  o n  t h e  m e s s a g e  b e c a u s e  i t  w a s  r e c e i v e d  f r o m  a n  
M S D P  p e e r  t h a t  i s  n o t  a  m e m b e r  o f  t h e  m e s h -g r o u p .   
•I n  t h i s  c a s e  t h e  R P F  c h e c k  i s  s u c c e s s f u l  a n d  r o u t e r  R 2  f l o o d s  
t h e  S A  m e s s a g e  ( r e c e i v e d  f r o m  a  n o n -m e s h -g r o u p  m e m b e r )  t o  
a l l  o t h e r  m e m b e r s  o f  t h e  m e s h -g r o u p .   
•W h e n  r o u t e r s  R 1  a n d  R 3  r e c e i v e  t h e  S A  m e s s a g e  f r o m  m e s h -
g r o u p  m e m b e r  R 2 ,  t h e y  d o  n o t  h a v e  t o  p e r f o r m  a n  R P F  c h e c k  
o n  t h e  a r r i v i n g  m e s s a g e  n o r  d o  t h e y  f l o o d  t h e  S A  m e s s a g e  t o  
e a c h  o t h e r  s i n c e  t h e y  a r e  b o t h  m e m b e r s  o f  t h e  m e s h -g r o u p .   
( T h e y  k n o w  t h a t  t h e  o t h e r  m e m b e r s  o f  t h e  m e s h -g r o u p  w i l l  h a v e  
r e c e i v e d  a  c o p y  d i r e c t l y  f r o m  R 2  a n d  t h e r e f o r e  t h e y  d o  n o t  h a v e  
t o  f o r w a r d  t h e  S A  m e s s a g e  t o  e a c h  o t h e r .   T h i s  i s  w h y  a  f u l l  
m e s h  b e t w e e n  m e s h -g r o u p  m e m b e r s  i s  r e q u i r e d . )
•F i n a l l y ,  r o u t e r  R 3  f l o o d s  t h e  S A  m e s s a g e  t o  a l l  o f  i t s  M S D P  
p e e r s  t h a t  a r e  n o t  m e m b e r s  o f  t h e  m e s h -g r o u p .   I n  t h i s  c a s e ,  t h e  
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Intradomain M S D P  p e e ring  sc e narios

Mesh 1 Mesh 3

Mesh 2

C o r e Mesh A

To prevent loops, 2nd 
Ti er m esh  g rou ps m u st 
not peer di rec tly  w i th  
ea c h  oth er.H i er a r c hi c a l  m esh g r o u p s

c a n  hel p  r ed u c e MS D P  p eer i n g s

MSDP Peer

N O ! ! !
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M S D P  C onf ig u ration
• RFC 3618
• Fi l t e r i n g

–Can filter SA in/out, groups, with acls or route-
m aps

• Fo r  c o n f i g u r a t i o n  c o m m a n d s  s e e :
– ftp: //ftpeng. cisco. com /ipm ulticast/M ulticast-
Com m and s 

• Fo r  M S D P  B CP  ( B e s t  Cu r r e n t  P r a c t i c e )  D r a f t :
– d raft-ietf-m b oned -m sd p-d eploy -0 6 . tx t
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M S D P  E nh anc e me nts

• N e w  I O S  c o m m a n d
ip msdp rpf rfc3618

– M SD P  SA R P F  check  using I G P   
–Accept SA’s from  B G P  N E X T  H O P   
–Accept SA’s from  closest peer along the b est path 
to the originating R P  

– “show ip m sd p rpf”
– 1 2 . 0 ( 2 7 ) S
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M S D P  R P F  c h e c k  u sing  IG P

• W h e n  M S D P  p e e r  =  I G P  p e e r  ( N o  B G P )
F ind  b est I G P  route to R P

Search URIB
If  ro u t e t o  O ri g i n at i n g  RP  f o u n d  an d :
I f  I G P  nex t h op ( or a dverti ser)  a ddress f or R P  i s th e
M S D P  peer a nd i n U P  sta te, th en th a t i s th e R P F
peer.

I f  rou te not f ou nd:  F a ll th rou g h  to th e nex t ru le.
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AA

Rout er A#show i p r out e 2. 1. 1. 1
Rout i ng ent r y  f or  2. 1. 1. 0/ 24

Known v i a " ospf 1" ,  di s t ance 110,  met r i c 20,  t ype i nt r a ar ea
Last  updat e f r om 3. 1. 1. 1 on Et her net 2,  00: 35: 10 ago
Rout i ng Descr i pt or  Bl ocks:
*  3. 1. 1. 1,  f r om 4. 1. 1. 1,  00: 35: 10 ago,  v i a Et her net 2

Rout e met r i c i s  20,  t r af f i c  shar e count  i s 1

S A  R P F  C hec k  S u c c eed s

IGP next hop to originating RP = 3.1.1.1
M S D P Peer = 3.1.1.1

IG P  R u l e :  M S D P  p e e r =  IG P  p e e r ( N e x t h op )

IGP next hop to originating RP = M S D P peer

MSDP Peer
SA Mes s a g e

BB

CC

DD

O SPF n ei g h b o r

So u rc e
R P 2 . 1 . 1 . 1

3.1.1.1

3 . 1 . 1 . 2

Router ID 4.1.1.1

•R u l e  2  E x a m p l e  1
•I n  t h i s  e x a m p l e ,  r o u t e r  A  r e c e i v e s  a n  S A  m e s s a g e  o r i g i n a t e d  b y  r o u t e r  G  v i a  
r o u t e r  E  w h i c h  i s  a n  e ( m ) B G P  p e e r .
•A p p l y i n g  R u l e  2 ,  t h e  f o l l o w i n g  o c c u r s :

•T h e  b e s t  p a t h  i n  t h e  B G P  M -R I B  f o r  1 7 2 . 1 6 . 6 . 1  ( t h e  o r i g i n a t i n g  R P )  i s  
l o c a t e d .
•T h e  f i r s t -h o p  A S  i n  t h e  b e s t  p a t h  t o  t h e  o r i g i n a t i n g  R P  i s  A S 3 .
•T h e  o r i g i n  A S  o f  t h e  s e n d i n g  M S D P  p e e r  ( 1 7 2 . 1 6 . 3 . 1 )  i s  a l s o  A S 3 . ( T h i s  
i s  d e t e r m i n e d  b y  l o c a t i n g  t h e  b e s t -p a t h  t o  t h e  M S D P  p e e r  a n d  t h e n  
f i n d i n g  t h e  l a s t  A S  i n  t h e  A S -P a t h  l i s t . )
•T h e r e f o r e  t h e  R P F  c h e c k  R u l e  2  s u c c e e d s .
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AA

Rout er A#show i p r out e 2. 1. 1. 1
Rout i ng ent r y  f or  2. 1. 1. 0/ 24

Known v i a " ospf 1" ,  di s t ance 110,  met r i c 20,  t ype i nt r a ar ea
Last  updat e f r om 3. 1. 1. 1 on Et her net 2,  00: 35: 10 ago
Rout i ng Descr i pt or  Bl ocks:
*  3. 1. 1. 1,  f r om 4. 1. 1. 1,  00: 35: 10 ago,  v i a Et her net 2

Rout e met r i c i s  20,  t r af f i c  shar e count  i s 1

S A  R P F  C hec k  S u c c eed s

IGP ad v ertis er  to originating RP = 4 .1.1.1

M S D P Peer = 4 .1.1.1

IGP Rule: MSDP peer = IGP peer (Advertiser)

IGP ad v ertis er to originating RP = M S D P peer

MSDP Peer
SA Mes s a g e

BB

CC

DD

O SPF n ei g h b o r

So u rc e
R P 2 . 1 . 1 . 1

4 .1.1.1

3 . 1 . 1 . 2

3 . 1 . 1 . 1

IGP next hop to originating RP = 3.1.1.1

•R u l e  2  E x a m p l e  1
•I n  t h i s  e x a m p l e ,  r o u t e r  A  r e c e i v e s  a n  S A  m e s s a g e  o r i g i n a t e d  b y  r o u t e r  G  v i a  
r o u t e r  E  w h i c h  i s  a n  e ( m ) B G P  p e e r .
•A p p l y i n g  R u l e  2 ,  t h e  f o l l o w i n g  o c c u r s :

•T h e  b e s t  p a t h  i n  t h e  B G P  M -R I B  f o r  1 7 2 . 1 6 . 6 . 1  ( t h e  o r i g i n a t i n g  R P )  i s  
l o c a t e d .
•T h e  f i r s t -h o p  A S  i n  t h e  b e s t  p a t h  t o  t h e  o r i g i n a t i n g  R P  i s  A S 3 .
•T h e  o r i g i n  A S  o f  t h e  s e n d i n g  M S D P  p e e r  ( 1 7 2 . 1 6 . 3 . 1 )  i s  a l s o  A S 3 . ( T h i s  
i s  d e t e r m i n e d  b y  l o c a t i n g  t h e  b e s t -p a t h  t o  t h e  M S D P  p e e r  a n d  t h e n  
f i n d i n g  t h e  l a s t  A S  i n  t h e  A S -P a t h  l i s t . )
•T h e r e f o r e  t h e  R P F  c h e c k  R u l e  2  s u c c e e d s .
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A S 10 0

A S 5 A S 7

1 7 2 . 1 6 . 5 . 11 7 2 . 1 6 . 6 . 1

S A ’s ac c e p te d f rom N e x t H op

1 7 2 . 1 6 . 3 . 11 7 2 . 1 6 . 4 . 1

R P

So u rc e

GG

1 7 2 . 1 6 . 1 . 1R RR R

R P

FF

DD

AA

EE

show i p mbgp 172. 16. 6. 1
BGP r out i ng t abl e ent r y f or  172. 16. 6. 0/ 24,  ver si on 8745118
Pat hs :  ( 1 avai l abl e,  best  #1)
7 5,  ( r ecei ved & used)

172.16.3.1 ( met r i c 68096)  f r om 172. 16. 1. 1 ( 172. 16. 1. 1)

S A  R P F  C hec k  S u c c eed s

i ( m ) BGP Peer a d d res s  =  1 7 2 . 1 6 . 1 . 1
( Ad v ert i s er o f  n ex t  h o p )
MSDP Peer a d d res s  =  1 7 2 . 1 6 . 3 . 1

M S D P Peer ad d res s  = B GP next hop ad d res s

R P

BGP Peer
MSDP Peer
SA Mes s a g e

Bu t ,  BGP n ex t  h o p  =  1 7 2 . 1 6 . 3 . 1N ex t -h o p  s el f

•R u l e  1  C o m m o n  M i s t a k e  2
•T h e  o t h e r  c o m m o n  m i s t a k e  i s  t o  f a i l u r e  o f  t h e  M S D P  t o p o l o g y  t o  f o l l o w  t h e  
i ( m ) B G P  p e e r i n g  t o p o l o g y .  T h i s  c a n  h a p p e n  w h e n  R o u t e  R e f l e c t o r s  a r e  u s e d .  
I n  t h i s  e x a m p l e ,

•T h e  M S D P  p e e r  a d d r e s s  o f  r o u t e r  E  i s  1 7 2 . 1 6 . 3 . 1
•T h e  i ( m ) B G P  p e e r  r o u t e r  i s  t h e  R o u t e  R e f l e c t o r  “R R ” w h o s e  p e e r  
a d d r e s s  i s  1 7 2 . 1 6 . 1 . 1

•R o u t e r  A  r e c e i v e s  a n  S A  m e s s a g e  ( o r i g i n a t e d  b y  r o u t e r  G )  f r o m  r o u t e r  E  w h i c h  
i s  t h e  M S D P  p e e r .
•A p p l y i n g  R u l e  1 ,  t h e  f o l l o w i n g  o c c u r s :

•T h e  b e s t  p a t h  i n  t h e  B G P  M -R I B  f o r  1 7 2 . 1 6 . 6 . 1  ( t h e  o r i g i n a t i n g  R P )  i s  
l o c a t e d .
•T h i s  b e s t  p a t h  w a s  r e c e i v e d  f r o m  t h e  R o u t e  R e f l e c t o r  w h i c h  i s  t h e  
i ( m ) B G P  p e e r  w i t h  a n  I P  a d d r e s s  o f   1 7 2 . 1 6 . 1 . 1
•H o w e v e r ,  t h e  s e n d i n g  M S D P  p e e r  i s  r o u t e r  E  w h o s e  a d d r e s s  i s  
1 7 2 . 1 6 . 2 0 . 1
•T h e r e f o r e  R P F  c h e c k  R u l e  1  f a i l s .  
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R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

A c c e p t S A  al ong  R P F  p ath

BGP Peer
MSDP Peer
SA Mes s a g e

RP

E x i s t i n g  Ru l e :  I f  f i r s t  A S  i n  b e s t  p a t h  t o  t h e  RP ! =  M S D P p e e r
RPF  F a i l s

N e w  c o d e :  C h o o s e  p e e r  i n  C L O S E S T  A S  a l o n g  b e s t  A S  p a t h  t o  t h e  RP.  
L o o s e n s  r u l e  a  b i t .  

RPF  S u c c e e d s .

A S 1 A S 2 A S 3 A S 4
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N e w  M S D P  R P F  c ommand

Router-A# show show ipip msdpmsdp rpfrpf 2.1.1.1
RPF peer information for Router-B (2.1.1.1)

RPF peer: Router-C (3.1.1.1)
RPF route/mask: 2.1.1.0/24
RPF rule: Peer is IGP next hop of best route
RPF type: unicast (ospf 1)
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494949© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 0 1
98 1 7 _ 0 5 _ 2 0 0 4_ X

MBGP/MSDP EXAMPLES

494949© 2 0 0 3 ,  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .98 1 7 _ 0 5 _ 2 0 0 4_ X
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5 05 05 0© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

M S D P  A p p l ic ation—A ny c ast R P
• RFC 3446 Anycast RP mechanism using PIM 
and  MS D P

• W ithin a d o main,  d ep l o y mo r e than o ne 
RP f o r  the same gr o up  r ange

• G iv e each RP the same IP ad d r ess 
assignment

• S o ur ces and  r eceiv er s use cl o sest RP
• U sed  intr a-d o main to  p r o v id e r ed und ancy and  
RP l o ad  shar ing
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5 15 15 1© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

M S D P  A p p l ic ation—A ny c ast R P

• S o ur ces f r o m o ne RP ar e mad e k no w n to  
o ther  RPs using MS D P

• W hen an RP go es d o w n,  so ur ces and  
r eceiv er s ar e tak en to  new  RP v ia unicast 
r o uting
–Fast convergence
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R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

A ny c ast R P —O v e rv ie w

MSDPMSDP

R e cR e cR e cR e c R e cR e cR e cR e c

Sr cSr c Sr cSr c

SA SAAA
R P 1

1 0 . 1 . 1 . 1
BB

R P 2

1 0 . 1 . 1 . 1

XX
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5 35 35 3© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

A ny c ast R P —O v e rv ie w

R e cR e cR e cR e c R e cR e cR e cR e c

Sr cSr cSr cSr c

AA
R P 1

1 0 . 1 . 1 . 1
BB

R P 2

1 0 . 1 . 1 . 1

XX
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R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

Anycast RP Configuration

ip pim rp-address 10.0.0.1 ip pim rp-address 10.0.0.1

Interface loopback 0
ip address 10.0.0.2 255.255.255.255

Interface loopback 1
ip address 10.0.0.1 255.255.255.255
!
ip msdp peer 10.0.0.3 connect-source loopback 0
ip msdp originator-id loopback 0 

Interface loopback 0
ip address 10.0.0.3 255.255.255.255

Interface loopback 1
ip address 10.0.0.1 255.255.255.255
!
ip msdp peer 10.0.0.2 connect-source loopback 0
ip msdp originator-id loopback 0

MSDPMSDP
BB

R P 2
AA

R P 1

XX YY

•A n y c a s t R P  E x a m p l e
•I n  t h i s  e x a m p l e ,  t w o  A n y c a s t R P ’s  a r e  c o n f i g u r e d  w i t h  t h e  s a m e  I P  a d d r e s s ,  
1 0 . 1 . 1 . 1 ,  u s i n g  L o o p b a c k 0 .  
•E a c h  a r e  c o n n e c t e d  v i a  M S D P  u s i n g  t h e i r  L o o p b a c k 1  a d d r e s s e s ,  1 0 . 0 . 0 . 1  a n d  
1 0 . 0 . 0 . 2 .   

•( Y e s ,  y o u  m u s t  u s e  s o m e  o t h e r  a d d r e s s  i n  t h e  ‘i p m s d p p e e r ’ c o m m a n d s  
t h a n  1 0 . 0 . 0 . 1 . )
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MBGP/MSDP 
Si n g l e  H o m e d  C u s t o m e r
Ba c k U p - Sl i d e s

555555© 2 0 0 3 ,  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .9 8 1 7 _ 0 5_ 2 0 0 4 _ X
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5 65 65 6© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

T a i l -s i t e  C u s t o m e r T r a n s i t  A S1 0 9

p o s 0 / 0  1 . 1 . 1 . 1 p o s 0 / 0  1 . 1 . 1 . 2

int pos0/0
ip pim sparse-mode
ip pim bsr-border
ip multicast boundary 1

ip msdp sa-filter out 1.1.1.2 111
ip msdp sa-filter in 1.1.1.2 111

S ing l e -H ome d,  C u stome r R P ,  N on-M B G P

Note: Access-l i st 1 1 1  =  R ecom m en d ed  S A F i l ter

RP
RP
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5 75 75 7© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

T a i l -s i t e  C u s t o m e r T r a n s i t  A S1 0 9

p o s 0 / 0  1 . 1 . 1 . 1 p o s 0 / 0  1 . 1 . 1 . 2

S ing l e -H ome d,  C u stome r R P ,  N on-M B G P

Note: Access-l i st 1 1 1  =  R ecom m en d ed  S A F i l ter

RP
RP

int pos0/0
ip pim sparse-mode
ip pim bsr-border
ip multicast boundary 1

ip msdp sa-filter out 1.1.1.1 111
ip msdp sa-filter in 1.1.1.1 111
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5 85 85 8© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

T a i l -s i t e  C u s t o m e r T r a n s i t  A S1 0 9

MSDP RPF Check

p o s 0 / 0  1 . 1 . 1 . 1 p o s 0 / 0  1 . 1 . 1 . 2

ip msdp peer 1.1.1.2 connect-source pos0/0

S ing l e -H ome d,  C u stome r R P ,  N on-M B G P

RP RP

ip msdp peer 1.1.1.1 connect-source pos0/0
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5 95 95 9© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

T a i l -s i t e  C u s t o m e r T r a n s i t  A S1 0 9

Mu l t i ca s t  RPF Check

p o s 0 / 0  1 . 1 . 1 . 1 p o s 0 / 0  1 . 1 . 1 . 2

ip route 192.168.100.0 255.255.255.0 1.1.1.1

router bgp 109
... 
network 192.168.100.0 nlri unicast multicast

ip route 0.0.0.0 0.0.0.0 1.1.1.2

S ing l e -H ome d,  C u stome r R P ,  N on-M B G P

RP RP
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R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

R e c e i v e r

N A N O G  S L C T r a n s i t  A S

p o s 0 / 0  1 . 1 . 1 . 1 p o s 0 / 0  1 . 1 . 1 . 2

int pos0/0
ip pim sparse-mode
ip pim bsr-border
ip multicast boundary 1

ip msdp sa-filter out 3.3.3.3 111
ip msdp sa-filter in 3.3.3.3 111

S ing l e -H ome d,  C u stome r R P ,  M B G P

Note: Access-l i st 1 1 1  =  R ecom m en d ed  S A F i l ter

RP

RP

M B G P

M S D P
RP

RP

2.2.2.2

2.2.2.2 2.2.2.2

mesh
3 . 3 . 3 . 3

4 . 4 . 4 . 4
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R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

R e c e i v e r

N A N O G  S L C T r a n s i t  A S

p o s 0 / 0  1 . 1 . 1 . 1 p o s 0 / 0  1 . 1 . 1 . 2

S ing l e -H ome d,  C u stome r R P ,  M B G P

RP

RP

M S D P
RP

RP

2.2.2.2

2.2.2.2 2.2.2.2

mesh

4 . 4 . 4 . 4

int pos0/0
ip pim sparse-mode
ip pim bsr-border
ip multicast boundary 1

ip msdp sa-filter out 4.4.4.4 111
ip msdp sa-filter in 4.4.4.4 111

3 . 3 . 3 . 3

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

M B G P
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6 26 26 2© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

R e c e i v e r

N A N O G  S L C T r a n s i t  A S

MSDP RPF Check

p o s 0 / 0  1 . 1 . 1 . 1 p o s 0 / 0  1 . 1 . 1 . 2

ip msdp peer 3.3.3.3 connect-source pos0/0

S ing l e -H ome d,  C u stome r R P ,  M B G P

RP

RP

M S D P
RP

RP

2.2.2.2

2.2.2.2 2.2.2.2

mesh
3 . 3 . 3 . 3

ip msdp peer 4.4.4.4 connect-source pos0/0

4 . 4 . 4 . 4

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

M B G P
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6 36 36 3© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

R e c e i v e r

N A N O G  S L C T r a n s i t  A S

Mu l t i ca s t  RPF Check

p o s 0 / 0  1 . 1 . 1 . 1 p o s 0 / 0  1 . 1 . 1 . 2

S ing l e -H ome d,  C u stome r R P ,  M B G P

router bgp 109
neighbor 1.1.1.1 remote-as 100 nlri unicast multicast
neighbor 1.1.1.1 update-source pos 0/0

RP

RP

M S D P
RP

RP

2.2.2.2

2.2.2.2 2.2.2.2

mesh
3 . 3 . 3 . 3

router bgp 100
network 192.168.100.0 nlri unicast multicast
neighbor 1.1.1.2 remote-as 109 nlri unicast multicast
neighbor 1.1.1.2 update-source pos0/0

M B G P

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4
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R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9

RP
p o s 0 / 0  1 . 1 . 1 . 1

p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2int pos0/0
ip pim sparse-mode
ip pim bsr-border
ip multicast boundary 1

int pos1/0

ip msdp sa-filter out 1.1.1.2 111
ip msdp sa-filter in 1.1.1.2 111 

D u al -H ome d,  C u stome r R P ,  M B G P
Inc ong ru e nt M u l tic ast—U nic ast

M u l ti ca st
T r a n si t

U n i ca st
T r a n si t
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6 56 56 5© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

D u al -H ome d,  C u stome r R P ,  M B G P
Inc ong ru e nt M u l tic ast—U nic ast

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2
int pos0/0
ip pim sparse-mode
ip pim bsr-border
ip multicast boundary 1

ip msdp sa-filter out 1.1.1.1 111
ip msdp sa-filter in 1.1.1.1 111

RP
M u l ti ca st
T r a n si t

U n i ca st
T r a n si t
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R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

D u al -H ome d,  C u stome r R P ,  M B G P
Inc ong ru e nt M u l tic ast—U nic ast

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

Hey, this site knows no multicast
so there is no PIM to constrain

RP
M u l ti ca st
T r a n si t

U n i ca st
T r a n si t
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R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9MSDP RPF Check

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

D u al -H ome d,  C u stome r R P ,  M B G P
Inc ong ru e nt M u l tic ast—U nic ast

M u l ti ca st
T r a n si t

U n i ca st
T r a n si t

ip msdp peer 1.1.1.1 connect-source pos0/0

RP

ip msdp peer 1.1.1.2 connect-source pos0/0

Again, no multicast clue.. 
Then no MSDP peering.
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R S T -1 7 01
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1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9

RP

Mu l t i ca s t  RPF Check

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

D u al -H ome d,  C u stome r R P ,  M B G P
Inc ong ru e nt M u l tic ast—U nic ast

router bgp 100
network 192.168.100.0 nlri unicast multicast
neighbor 1.1.1.2 remote-as 109 nlri multicast
neighbor 1.1.1.2 update-source pos 0/0
neighbor 1.1.2.2 remote-as 110 nrli unicast
neighbor 1.1.2.2 update-source pos 1/0

M u l ti ca st
T r a n si t

U n i ca st
T r a n si t
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3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

6 96 96 9© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

D u al -H ome d,  C u stome r R P ,  M B G P
Inc ong ru e nt M u l tic ast—U nic ast

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

router bgp 109
neighbor 1.1.1.1 remote-as 100 nlri multicast
neighbor 1.1.1.1 update-source pos 0/0

RP
M u l ti ca st
T r a n si t

U n i ca st
T r a n si t

Mu l t i ca s t  RPF Check
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3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

7 07 07 0© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

D u al -H ome d,  C u stome r R P ,  M B G P
Inc ong ru e nt M u l tic ast—U nic ast

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9Mu l t i ca s t  RPF Check

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

router bgp 110
neighbor 1.1.1.1 remote-as 100
neighbor 1.1.1.1 update-source pos0/0

RP
M u l ti ca st
T r a n si t

U n i ca st
T r a n si t



71© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

7 17 17 1© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

D u al -H ome d,  C u stome r R P ,  M B G P
C ong ru e nt M u l tic ast—U nic ast

U n i ca st &  M u l ti ca st
T r a n si t

U n i ca st &  M u l ti ca st
T r a n si t

RP

int pos0/0
ip pim sparse-mode
ip pim bsr-border
ip multicast boundary 1

int pos1/0
ip pim sparse-mode
ip pim bsr-border
ip multicast boundary 1

ip msdp sa-filter out 1.1.1.2 111
ip msdp sa-filter in 1.1.1.2 111 
ip msdp sa-filter out 1.1.2.2 111
ip msdp sa-filter in 1.1.2.2 111

RP
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3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

7 27 27 2© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

D u al -H ome d,  C u stome r R P ,  M B G P
C ong ru e nt M u l tic ast—U nic ast

U n i ca st &  M u l ti ca st
T r a n si t

U n i ca st &  M u l ti ca st
T r a n si t

int pos0/0
ip pim sparse-mode
ip pim bsr-border
ip multicast boundary 1

ip msdp sa-filter out 1.1.1.1 111
ip msdp sa-filter in 1.1.1.1 111

RP

RP
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3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

7 37 37 3© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

D u al -H ome d,  C u stome r R P ,  M B G P
C ong ru e nt M u l tic ast—U nic ast

U n i ca st &  M u l ti ca st
T r a n si t

U n i ca st &  M u l ti ca st
T r a n si t

RP

int pos0/0
ip pim sparse-mode
ip pim bsr-border
ip multicast boundary 1

ip msdp sa-filter out 1.1.2.1 111
ip msdp sa-filter in 1.1.2.1 111

RP
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7 47 47 4© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

ip msdp peer 1.1.2.1 connect-source pos0/0

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9MSDP RPF Check

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

D u al -H ome d,  C u stome r R P ,  M B G P
C ong ru e nt M u l tic ast—U nic ast

U n i ca st &  M u l ti ca st
T r a n si t

U n i ca st &  M u l ti ca st
T r a n si t

ip msdp peer 1.1.1.1 connect-source pos0/0

ip msdp peer 1.1.1.2 connect-source pos0/0
ip msdp peer 1.1.2.2 connect-source pos1/0

RP

RP
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7 57 57 5© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9Mu l t i ca s t  RPF Check

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

D u al -H ome d,  C u stome r R P ,  M B G P
C ong ru e nt M u l tic ast—U nic ast

U n i ca st &  M u l ti ca st
T r a n si t

U n i ca st &  M u l ti ca st
T r a n si t

RP

RProuter bgp 100
network 192.168.100.0 nlri unicast multicast
neighbor 1.1.1.2 remote-as 109 nlri unicast multicast
neighbor 1.1.1.2 update-source pos0/0
neighbor 1.1.2.2 remote-as 110 nlri unicast multicast
neighbor 1.1.2.2 update-source pos1/0
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3 2 7 0 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

7 67 67 6© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

D u al -H ome d,  C u stome r R P ,  M B G P
C ong ru e nt M u l tic ast—U nic ast

U n i ca st &  M u l ti ca st
T r a n si t

U n i ca st &  M u l ti ca st
T r a n si t

RP
router bgp 109
neighbor 1.1.1.1 remote-as 100 nlri unicast multicast
neighbor 1.1.1.1 update-source pos 0/0

RP

Mu l t i ca s t  RPF Check
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7 77 77 7© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

1 9 2 . 1 6 8 . 1 0 0 . 0 / 2 4

R e c e i v e r

RP
C u s t o m e r  A S1 0 0

T r a n s i t  A S1 0 9

p o s 0 / 0  1 . 1 . 1 . 1
p o s 0 / 0  1 . 1 . 1 . 2

T r a n s i t  A S1 1 0

p o s 1 / 0  1 . 1 . 2 . 1

p o s 0 / 0  1 . 1 . 2 . 2

D u al -H ome d,  C u stome r R P ,  M B G P
C ong ru e nt M u l tic ast—U nic ast

U n i ca st &  M u l ti ca st
T r a n si t

U n i ca st &  M u l ti ca st
T r a n si t

RP

router bgp 110
neighbor 1.1.2.1 remote-as 100 nlri unicast multicast
neighbor 1.1.2.1 update-source pos0/0

RP

Mu l t i ca s t  RPF Check
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7 87 87 8© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

G L O P —S tatic  A l l oc ation of  2 3 3 / 8

• Temporary allocation of 233/8
–RFC 2770

• S tatically as s ig ned  b y mapping  A S  nu mb er 
into mid d le octets

• http://gigapop.uoregon.edu/glop/index.html
• P rov id es  each  A S  w ith  /24  ad d res s es  to u s e 
w h ile w aiting  anoth er s olu tion
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7 97 97 9© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -1 7 01
9 8 1 7 _ 05 _ 2 004_ X

G L O P —S tatic  A l l oc ation of  2 3 3 / 8

• T h e  h e x a d e c i m a l  v a l u e  o f  5 6 6 2 i s  1 6 1 E .  1 6  h e x  
e q u a l s  22 d e c i m a l  a n d  1 E  h e x  e q u a l s  3 0 d e c i m a l .  W e  
g e t  23 3 . 22. 3 0. 0/ 24 .  

• T h e  l a z y  ( s m a r t ? )  w a y  t o  c a l c u l a t e  y o u r  G L O P  
a d d r e s s  s p a c e  i s  b y  e n t e r i n g  i t  h e r e  a n d  i t  w i l l  
c a l c u l a t e  i f  f o r  y o u :  
h t t p : / / w w w . o g i g . n e t / g l o p /  
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R S T -1 7 01
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W onde rf u l  B e dtime  S torie s
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