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P I M  C o nf i gu r at i o n S t ep s

• Enab le Multicast R o uting o n everyevery ro uter
• C o nf igure everyevery interf ace f o r P I M
• C o nf igure th e R P

– U sing A uto-R P or B SR
•Configure certain routers as Candidate RP(s)
• A l l  oth er routers autom atical l y  l earn el ected RP

– A ny c ast/ Static  R P ad d ressing
•RP address m ust b e configured on ev ery  router
• N ote:  A ny cast RP req uires M S D P

• Enable Multicast on every router
– T h i s  i s  n e c e s s a r y  b e c a u s e  t h e  P I M  R P F  ( R e v e r s e -P a t h  F o r w a r d i n g )  c h e c k  d e p e n d s  o n  t h e  
u n i c a s t  r o u t e  t a b l e  t o  c a l c u l a t e  t h e  p r o p e r  i n c o m i n g  i n t e r f a c e  f o r  e a c h  m u l t i c a s t  f o r w a r d i n g  
e n t r y . U n l e s s  e x t r a o r d i n a r y  m e a s u r e s  h a v e  b e e n  t a k e n  i n  t h e  n e t w o r k  d e s i g n  ( u s i n g  s t a t i c  
m r o u t e s ,  D V M R P  r o u t e s ,  M B G P  o r  o t h e r  m e a n s )  t o  i n s u r e  t h a t  t h e  R P F  c a l c u l a t i o n  a l w a y s  
r e s o l v e s  t o  a n  u p s t r e a m  r o u t e r  t h a t  i s  m u l t i c a s t  e n a b l e d ,  i t  i s  b e s t  t o  e n a b l e  m u l t i c a s t  r o u t i n g  
o n  e v e r y  r o u t e r  i n  t h e  n e t w o r k .  T h i s  a v o i d s  t h e  p r o b l e m  o f  R P F i n g t o  a n  u p s t r e a m  r o u t e r  
t h a t  i s  n o t  m u l t i c a s t  e n a b l e d  w h i c h  w i l l  r e s u l t  i n  m u l t i c a s t  t r a f f i c  b e i n g  “b l a c k -h o l e d ”.
Note: T h e  R P F  c h e c k  i s  u s e d  i n  I P  M u l t i c a s t  t o  p r e v e n t  m u l t i c a s t  r o u t e l o o p s  f r o m  f o r m i n g . I t  
d o e s  t h i s  b y  a c c e p t i n g  m u l t i c a s t  t r a f f i c  only o n  t h e  i n t e r f a c e  t h a t  i s  o n  t h e  b e s t  p a t h  b a c k  t o  
t h e  s o u r c e . I n  o t h e r  w o r d s ,  t h e  R P F  c h e c k  i n s u r e s  t h a t  m u l t i c a s t t r a f f i c  f l o w s  d o w n  t h e  
d i s t r i b u t i o n  t r e e  a n d  n e v e r  l o o p s  a r o u n d  a n d  g o e s  b a c k  u p  t h e  t r e e  a t  a n y  p o i n t . T h i s  i s  
s i m i l a r  t o  t h e  S p a n n i n g  T r e e  m e c h a n i s m  w h i c h  p r e v e n t s  “b r i d g e -l o o p s ” f r o m  f o r m i n g  i n  
b r i d g e d n e t w o r k s .

• Enable P I M on every interf ace on each  router
– T h i s  i s  n e c e s s a r y  f o r  t h e  s a m e  r e a s o n  a b o v e .  I f  t h e  R P F  c a l c u l a t i o n  r e s o l v e s  t o  a n  i n t e r f a c e  
( u s i n g  t h e  u n i c a s t  r o u t i n g  t a b l e )  t h a t  i s  N O T  P I M  e n a b l e d ,  m u l t i c a s t  t r a f f i c  w i l l  n o t  f l o w .

• C onf ig ure an R P .
– A s s u m i n g  t h a t  t h e  n e t w o r k  i s  t o  r u n  i n  S p a r s e  m o d e  ( a n d  v i r t u a l l y  a l l  p r o d u c t i o n  n e t w o r k s  
s h o u l d  r u n  i n  S p a r s e  m o d e ) ,  i t  w i l l  b e  n e c e s s a r y  t o  c o n f i g u r e  o n e  o r  m o r e  R P ’s .

– R P ’s  m a y  b e  c o n f i g u r e d  u s i n g  s e v e r a l  d i f f e r e n t  t e c h n i q u e s  s u c h  a s  A u t o -R P ,  B S R ,  S t a t i c  
c o n f i g u r a t i o n  a n d  A n y c a s t  R P s . T h e s e  t e c h n i q u e s  a r e  e x p l o r e d  i n  l a t e r  s e c t i o n s .



© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 6 9 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

5

555© 1 9 9 9  - 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -27 0 1
9 7 9 9 _ 0 5_ 20 0 4_ X

We’l l  j u s t  u s e 
t h e s p a r e 5 6 K  l i n e
f o r  t h e I P  M u l t i c a s t
t r a f f i c  a n d  n o t  

t h e T 1 .

no ip pim dense-mode ip pim dense-mode

Configure PIM on Every Interface

T 1 / E 1 5 6 K / 6 4 K

src

rcvrN et w or k
E ng ineer

XX

R P F  F ailure! ! ! ! !R P F  F ailure! ! ! ! !

Classic Partial Multicast Cloud Mistake #1Classic Partial Multicast Cloud Mistake #1

T 1 / E 1  l i n e h a s  b es t  m et r i c  t o  s o u r c e

• C lassic Mistak e # 1
– I n  t h i s  e x a m p l e ,  o u r  n e t w o r k  e n g i n e e r  h a s  e i t h e r  d e c i d e d  t o  “t r y  b e f o r e  h e  b u y s ” ( i .e . h e  h a s  
d e c i d e d  t o  p e r f o r m  a  l i m i t e d  t e s t  o f  m u l t i c a s t )  o r  h e  h a s  c h o s e n t o  t r y  t o  t r a f f i c  e n g i n e e r  t h e  
f l o w  o f  m u l t i c a s t  t r a f f i c  o n  t h e  i n i t i a l  d e p l o y m e n t  o f  m u l t i c a s t .  

– N o t e  t h a t  t h e r e  a r e  t w o  l i n k s  b e t w e e n  t h e  t w o  r o u t e r s ,  o n e  b e i n g t h e  p r i m a r y  l i n k  a n d  t h e  
o t h e r  a  s l o w e r  b a c k u p  l i n k .  I n  a n  a t t e m p t  t o  a v o i d  p o s s i b l e  i m p a c t  t o  u n i c a s t  t r a f f i c  f l o w i n g  
o v e r  t h e  p r i m a r y  l i n k ,  t h e  n e t w o r k  e n g i n e e r  h a s  o n l y  e n a b l e d  P I M  o n  t h e  l o w -s p e e d ,  b a c k u p  
l i n k .  

– T h e  p r o b l e m  i s  t h a t  t h e  n o r m a l  R P F  c a l c u l a t i o n  w i l l  ( u n l e s s  e x t r a o r d i n a r y  s t e p s  a r e  t a k e n )  
u s e  t h e  u n i c a s t  r o u t i n g  t a b l e  t o  c a l c u l a t e  t h e  b e s t  p a t h  b a c k  t o t h e  s o u r c e  a n d  u s e  t h a t  a s  
t h e  R P F  o r  “I n c o m i n g  I n t e r f a c e ” f o r  t h e  t r a f f i c .  B e c a u s e  t h e  p r i m a r y  l i n k  i s  t h e  h i g h e r  s p e e d  
l i n k ,  i t  w i l l  h a v e  a  b e t t e r  m e t r i c  t h a n  t h e  l o w -s p e e d  l i n k . T h e r e f o r e  t h e  h i g h -s p e e d  l i n k  w i l l  b e  
t h e  c o m p u t e d  R P F  i n t e r f a c e  a n d  n o t  t h e  l o w -s p e e d  l i n k  t h e r e b y  c a u s i n g  t h e  m u l t i c a s t  t r a f f i c  
a r r i v i n g  v i a  t h e  l o w -s p e e d  l i n k  t o  b e  d i s c a r d e d  d u e  t o  a  f a i l u r e  o f  t h e  R P F  c h e c k .  ( I .e  T h e  
t r a f f i c  i s  a r r i v i n g  o n  t h e  w r o n g  i n t e r f a c e .
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We’l l  j u s t  k eep
m u l t i c a s t  t r a f f i c  o f f
o f  c er t a i n  r o u t er s  i n
t h e n et w o r k .

Configure PIM on Every R outer
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Classic Partial Multicast Cloud Mistake #2Classic Partial Multicast Cloud Mistake #2

Multicast DisabledMulticast E n abled

.2.1 1 9 2.1 6 8 .1 .0 / 24

AA BB

CC

E 0

E 1

H i g h es t  n ex t -h o p  I P  a d d r es s  u s ed  f o r  
R P F  w h en  eq u a l  c o s t  p a t h s  ex i s t .

• C lassic Mistak e # 2
– O n c e  a g a i n  o u r  n e t w o r k  e n g i n e e r  i s  a t t e m p t i n g  t o  “t r a f f i c  e n g i n e e r ” t h e  f l o w  o f  m u l t i c a s t  
t r a f f i c  t h r o u g h  t h e  n e t w o r k  b y  o n l y  e n a b l i n g  m u l t i c a s t  o n  a  s u b s e t  o f  t h e  r o u t e r s  i n  t h e  
n e t w o r k . N o t e  t h a t  i n  t h i s  e x a m p l e  r o u t e r  A  i s  m u l t i c a s t  e n a b l e d b u t  n o t  r o u t e r  B .

– I n  t h i s  c a s e ,  w e  h a v e  e q u a l  c o s t  m e t r i c s  b a c k  t o  t h e  s o u r c e  v i a  r o u t e r s  A  a n d  B . T h u s  t h e  
R P F  c a l c u l a t i o n  o n  r o u t e r  C  w i l l  c e r t a i n l y  c a l c u l a t e  i n t e r f a c e  E0 a s  t h e  R P F  i n t e r f a c e  a n d  
w o u l d  a c c e p t  m u l t i c a s t  t r a f f i c  f r o m  e i t h e r  r o u t e r  A  o r  r o u t e r  B . H o w e v e r ,  t h e  R P F  n e i g h b o r  i s  
a l s o  p a r t  o f  t h e  R P F  c a l c u l a t i o n  a n d  f o r  t h i s  f l o w  o f  m u l t i c a s t  t r a f f i c  i t  w o u l d  r e s o l v e  t o  r o u t e r  
B . T h i s  i s  b e c a u s e  m u l t i c a s t  c a n n o t  h a v e  m u l t i p l e  “b e s t  p a t h s ” b a c k  t o  a  s o u r c e  l i k e  u n i c a s t  
c a n .  I n s t e a d ,  a  s i n g l e  p a t h  m u s t  b e  c h o s e n  a s  t h e  R P F  p a t h  b a c k t o  t h e  s o u r c e . H o w e v e r ,  
s i n c e  t h e  m e t r i c s  t h r o u g h  r o u t e r s  A  a n d  B  a r e  e q u a l ,  w e  c a n n o t  u s e  r o u t i n g  m e t r i c s  t o  
r e s o l v e  t h i s  t i e .  T h e r e f o r e ,  t h e  R P F  c a l c u l a t i o n  w i l l  u s e  t h e  h i g h e s t  o f  t h e  I P  a d d r e s s e s  o f  
t h e  n e x t  h o p  n e i g h b o r s  t o  b r e a k  t h e  t i e . I n  t h i s  c a s e ,  t h a t  i s  r o u t e r  B .

– T h e  r e a s o n  t h a t  t h i s  s c e n a r i o  c a u s e s  p r o b l e m s  i s  t h a t  a n y  P I M  c o n t r o l  t r a f f i c  t h a t  r o u t e r  C  
n e e d s  t o  s e n d  u p  t h e  s o u r c e  t r e e  w i l l  b e  s e n t  t o  r o u t e r  B  a n d  n o t  r o u t e r  A .  S i n c e  r o u t e r  B  i s  
n o t  m u l t i c a s t  e n a b l e d ,  t h i s  c a n  c a u s e  p r o b l e m s  i n  b u i l d i n g  o r  m a i n t a i n i n g  t h e  d i s t r i b u t i o n  
t r e e .
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Which Mode—S p a r s e or  D en s e

• Dense mode
– Flood and Prune behavior very inefficient

• C an cause p roblem s in certain netw ork  top olog ies
– C reates  ( S ,  G )  s tate in E V E R Y  router

• Even w h en th ere are no receivers f or th e traf f ic
– C om p lex  A s s ert m echanis m
– M ix ed control and data p lanes

• R esults in ( S ,  G )  state in every router in th e netw ork
• C an result in non-d eterm inistic top olog ical beh avior

Read: It can blackRead: It can black--h o le tr af f i c and/ o r  m elt do w n y o u r  netw o r k!h o le tr af f i c and/ o r  m elt do w n y o u r  netw o r k!
– Prim arily us ag e:

• T esting  a router’s p erf orm ance in th e lab

• D ense Mod e
– D e n s e  m o d e  u s e s  a  “F l o o d  a n d  P r u n e ” b e h a v i o r  t o  b u i l d  t h e  m u l t i c a s t  d i s t r i b u t i o n  t r e e s . 
B a s i c a l l y ,  m u l t i c a s t  t r a f f i c  i s  f l o o d e d  a w a y  f r o m  t h e  s o u r c e  a n d ( a t  l e a s t  i n i t i a l l y )  f l o w s  d o w n  
e v e r y  l i n k  a n d  r e a c h e s  e v e r y  p o i n t  i n  t h e  n e t w o r k . R o u t e r s  w i t h  n o  d o w n s t r e a m  r e c e i v e r s  
w i l l  s e n d  b a c k  P r u n e  m e s s a g e s  t o  c u t  o f f  t h e  f l o w  o f  u n w a n t e d  t r a f f i c .  T h e s e  “p r u n e s ”
s h u t o f f  t h e  f l o w  f o r  r o u g h l y  3  m i n u t e s  a t  w h i c h  t i m e  t h e y  e x p i r e a n d  t h e  t r a f f i c  i s  r e f l o o d e d . 
T h e r e f o r e ,  t r a f f i c  i s  f l o o d e d  t h r o u g h o u t  t h e  n e t w o r k  e v e r y  3  m i n u t e s  r e s u l t i n g  a  p e r i o d i c  
“F l o o d  a n d  P r u n e ” c y c l e  w h i c h  i s  v e r y  i n e f f i c i e n t .

– B e c a u s e  t h e  m u l t i c a s t  t r a f f i c  r e a c h e s  e v e r y  r o u t e r  i n  t h e  n e t w o r k ,  i t  c a u s e s  e v e r y  r o u t e r  t o  
c r e a t e  a n d  m a i n t a i n  ( S ,  G )  m u l t i c a s t  f o r w a r d i n g  s t a t e  r e g a r d l e s s o f  w h e t h e r  t h e r e  a r e  a n y  
r e c e i v e r s  i n  t h e  n e t w o r k .

– I n  o r d e r  t o  p r u n e  o f f  r e d u n d a n t  l i n k s ,  t h e  P I M  A s s e r t  m e c h a n i s m  i s  u s e d  e x t e n s i v e l y  b y  P I M  
D e n s e  m o d e . T h e  c o m p l e x i t i e s  o f  t h i s  m e c h a n i s m  a n d  D e n s e  m o d e ’s  d e p e n d e n c e  o n  i t  c a n  
s o m e t i m e s  r e s u l t  i n  t r a f f i c  b e i n g  “b l a c k -h o l e d ”.

– S i n c e  t h e  D e n s e  m o d e  d i s t r i b u t i o n  t r e e s  a r e  b u i l t  a s  a  r e s u l t  o f d a t a  a r r i v a l ,  t h e r e  i s  n o  t r u e  
C o n t r o l  P l a n e  t o  t h e  p r o t o c o l .  T h i s  r e s u l t s  i n  n o n -d e t e r m i n i s t i c  n e t w o r k  b e h a v i o r  w h i c h  h a s  
b e e n  k n o w n  t o  r e s u l t  i n  “b l a c k -h o l e s ” a n d  m u l t i c a s t  r o u t e -l o o p s  t h a t  h a v e  a c t u a l l y  m e l t e d  
d o w n  a  f e w  n e t w o r k s .

– A s  a  r e s u l t  o f  t h e  a b o v e ,  D e n s e  m o d e  t y p i c a l l y  o n l y  s u i t e d  f o r  t e s t i n g  t h e  m u l t i c a s t  
f o r w a r d i n g  p e r f o r m a n c e  o f  a  s i n g l e  r o u t e r  i n  a  t e s t  e n v i r o n m e n t .
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Which Mode—S p a r s e or  D en s e
• Sparse mode

– M u st  c onf i g u r e a  R endez v ou s P oi nt  ( R P )
– V er y  ef f i c i ent

•Uses Explicit Join model
• T r a f f ic only  f low s to w h er e it’s needed

– S ep a r a t ed c ont r ol  a nd da t a  p l a nes
• R ou ter  sta te only  cr ea ted a long  f low  pa th s
• D eter ministic topolog ica l b eh a v ior

– S c a l es w el l
• W or k s f or  b oth  spa r sely  or  densely  popu la ted 
netw or k s

• S p arse Mod e
– O n l y  r e q u i r e s  o n e  e x t r a  s i m p l e  c o n f i g u r a t i o n  s t e p  a n d  t h a t  i s  t o c o n f i g u r e  a  R e n d e z v o u s  
P o i n t  ( R P ) . T h i s  c a n  b e  a c c o m p l i s h  v i a  a  v a r i e t y  o f  m e a n s ,  a l l  o f  w h i c h  w i l l  b e  d i s c u s s e d  i n  a  
l a t e r  s e c t i o n .  T h e r e f o r e ,  i t  i s  b a s i c a l l y  a s  e a s y  t o  d e p l o y  S p a r s e  m o d e  a s  i t  i s  t o  d e p l o y  
D e n s e  m o d e .

– S p a r s e  m o d e  i s  m u c h  m o r e  e f f i c i e n t  t h a n  D e n s e  m o d e  a s  i t  u s e s  a n e x p l i c i t  j o i n  m o d e l  t o  
r e q u e s t  t h e  f l o w  o f  m u l t i c a s t  t r a f f i c  t o  t h e  r e c e i v e r s . U s i n g  t h i s  m o d e l ,  P I M  J o i n s  a r e  s e n t  t o  
b u i l d  t h e  b r a n c h e s  o f  t h e  d i s t r i b u t i o n  t r e e  t h u s  t r a f f i c  i s  o n l y f o r w a r d e d  a l o n g  t h e  p a t h s  
n e c e s s a r y  t o  r e a c h  t h e  r e c e i v e r s .  T h i s  a l s o  m e a n s  t h a t  f o r w a r d i n g  s t a t e  ( i .e . ( * , G )  a n d  ( S , G )  
m r o u t e e n t r i e s )  a r e  g e n e r a l l y  o n l y  c r e a t e d  w h e r e  m u l t i c a s t  i s  a c t u a l l y f l o w i n g  t o  a  r e c e i v e r  
a n d  a l s o  n e a r l y  e l i m i n a t e s  t h e  u s e  o f  t h e  P I M  A s s e r t  m e c h a n i s m  w h i c h  c a n  s o m e t i m e s  
c a u s e  p r o b l e m s .

– B e c a u s e  S p a r e s  m o d e  u s e s  e x p l i c i t  J o i n  a n d  P r u n e  m e s s a g e s  t o  b u i l d ,  m a i n t a i n  a n d  t e a r -
d o w n  t h e  d i s t r i b u t i o n  t r e e s ,  t h e  t r e e  m a i n t e n a n c e  i s  m u c h  m o r e  d e t e r m i n i s t i c  t h a n  D e n s e  
m o d e . T h i s  m e a n s  t h a t  S p a r s e  m o d e  i s  m u c h ,  m u c h  b e t t e r  a t  d e t e c t i n g  n e t w o r k  t o p o l o g y  
f a i l u r e s  a n d  i m m e d i a t e l y  r e r o u t i n g  t h e  b r a n c h e s  o f  t h e  d i s t r i b u t i o n  t r e e  a r o u n d  f a i l u r e s .

– F i n a l l y ,  b e c a u s e  o f  i t s  m o r e  d e t e r m i n i s t i c  b e h a v i o r ,  l a c k  o f  A s s e r t s  a n d  m u l t i c a s t  f o r w a r d i n g  
s t a t e  r e d u c t i o n  p r o p e r t i e s ,  S p a r s e  m o d e  s c a l e s  m u c h  b e t t e r  t h a n  D e n s e  m o d e .
Note: D o n ’t  g e t  c a u g h t  b y  t h e  c l a s s i c  m y t h  t h a t  s t a t e s ,  “I f  y o u  h a v e  a  d e n s e  p o p u l a t i o n  o f  
r e c e i v e r s  [ i .e . a  r e c e i v e r  o n  m o s t  s u b n e t s  i n  t h e  n e t w o r k ]  t h e n  y o u  s h o u l d  u s e  a  D e n s e  
m o d e  p r o t o c o l .” T h i s  i s  j u s t  n o t  t r u e .  S p a r s e  m o d e  w o r k s  w e l l  f o r  b o t h  d e n s e l y a n d  s p a r s e l y  
p o p u l a t e d  n e t w o r k s .
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“S p a r s e  m o d e  G o o d !  D e n s e  m o d e  B a d ! ”

101010

Source: “T h e C a v em a n ’s  G ui d e t o I P  M ul t i ca s t ”,  ©2 0 0 0 ,  R .  D a v i s
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Group Mode vs. Interface Mode

•Group & Interface mode are independent.
– Interface Mode

•Determines how the interface operates when 
send ing / receiv ing  mu l ticast traffic.

– G rou p  Mode
•Determines whether the g rou p is S parse or Dense.

• Group mode vs. Interface mode.
– T h e s e  a r e  t o t a l l y  i n d e p e n d e n t  c o n c e p t s  a n d  o f t e n  a  s o u r c e  o f  c o n f u s i o n  f o r  n e w c o m e r s  t o  I P  

M u l t i c a s t .
– Interface mode

A s  p r e v i o u s l y  d i s c u s s e d ,  I n t e r f a c e  m o d e  c o n t r o l s  t h e  b e h a v i o r  o f t h e  i n t e r f a c e  i t s e l f  a n d  
d e t e r m i n e s  h o w  t h e  i n t e r f a c e  s e n d s  a n d  r e c e i v e s  m u l t i c a s t  c o n t r o l  a n d  d a t a  p a c k e t s .  I t  i s  
c o m p l e t e l y  i n d e p e n d e n t  f r o m  a  m u l t i c a s t  g r o u p ’s  o p e r a t i n g  m o d e .

– G rou p  mode
T h i s  i s  t h e  a c t u a l  m o d e  i n  w h i c h  a  p a r t i c u l a r  m u l t i c a s t  g r o u p  i s o p e r a t i n g  ( S p a r s e  o r  
D e n s e )  a n d  i s  i n d e p e n d e n t  o f  h o w  a n y  i n t e r f a c e  i s  c o n f i g u r e d  o n  t h e  r o u t e r .
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Group Mode

•Group mode is  control l ed b y  l ocal  R P  info
– L ocal  R P  Inform ati on

• S tored  in the G rou p-to-R P  M apping  C ache
• M ay  b e statical l y  config u red  or l earned  v ia
A u to-R P  or B S R

– If R P  i nfo ex i s ts ,  G rou p  =  S p ars e
– If R P  i nfo does  not ex i s t,  G rou p  =  D ens e
–Mode C h ang es  are au tom ati c.

• i. e.  if R P  info is l ost,  G rou p fal l s b ack  to Dense.

• Group M ode
– G r o u p  m o d e  i n  a  r o u t e r  i s  s t r i c t l y  c o n t r o l l e d  b y  i t s  k n o w l e d g e  o f  a  R P  f o r  a  p a r t i c u l a r  g r o u p .  

T h i s  k n o w l e d g e  i s  s t o r e d  i n  t h e  “G r o u p -t o -R P ” M a p p i n g  C a c h e  w h i c h  c a n  b e  d i s p l a y e d  v i a  
t h e  s h ow  i p  p i m rp -map p i ng  I O S  c o m m a n d .  R P  i n f o r m a t i o n  i n  t h i s  c a c h e  c a n  b e  s t a t i c  
c o n f i g u r e d  o r  l e a r n e d  f r o m  t h e  n e t w o r k  v i a  t h e  A u t o -R P  o r  B S R  m e c h a n i s m s .

– T h e  r u l e  i s  s i m p l e ,  i f  t h e r e  i s  a n  R P  i n  t h e  G r o u p -t o -R P  m a p p i n g  c a c h e  t h a t  c o v e r s  t h e  g r o u p  
i n  q u e s t i o n ,  t h e n  t h e  r o u t e r  w i l l  c r e a t e  a  S p a r s e  m o d e  f o r w a r d i n g  e n t r y  f o r  t h i s  g r o u p  a n d  t h e  
g r o u p  m o d e  w i l l  b e  S p a r s e .  I f  t h e r e  i s  n o  m a t c h i n g  e n t r y  i n  t h e  G r o u p -t o -R P  m a p p i n g  c a c h e  
f o r  a  p a r t i c u l a r  g r o u p ,  t h e  r o u t e r  w i l l  c r e a t e  a  D e n s e  m o d e  f o r w a r d i n g  e n t r y  f o r  t h i s  g r o u p  
a n d  t h e  g r o u p  w i l l  b e  a  D e n s e  m o d e  g r o u p .

– T h i s  a s s i g n m e n t  o f  m o d e  t o  a  g r o u p  i s  d y n a m i c .  I f  R P  i n f o r m a t i o n i s  c o n f i g u r e d  o r  l e a r n e d  
o n  a  r o u t e r  w h e r e  p r e v i o u s l y  t h e r e  w a s  n o n e ,  a n y  e x i s t i n g  m u l t i c a s t  f o r w a r d i n g  s t a t e  f o r  t h a t  
g r o u p  w i l l  b e  c o n v e r t e d  f r o m  D e n s e  t o  S p a r s e  m o d e .  I f  f o r  s o m e  r e a s o n  t h e  r o u t e r  l o o s e s  a l l  
R P  i n f o r m a t i o n  a b o u t  a  g r o u p ,  t h e n  t h a t  g r o u p  w i l l  c h a n g e  f r o m  S p a r s e  t o  D e n s e  
a u t o m a t i c a l l y  a n d  t h e  m u l t i c a s t  f o r w a r d i n g  e n t r y  w i l l  b e  m a r k e d  a p p r o p r i a t e l y  i n  t h e  m u l t i c a s t  
f o r w a r d i n g  t a b l e .  O n  t h e  o t h e r  h a n d ,  T h i s  b e h a v i o r  
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C onfi g uri ng  Interface

• Interface M ode C onfig uration C ommands
– E nab l es  m u l ti cas t forw ardi ng  on th e i nterface.
– C ontrol s  th e interfaceinterface’’s  s  m ode of op erati on.
ip pim dense-mode

• I nterface mod e is set to Dense mod e operation.
ip pim sparse-mode

• I nterface mod e is set to S parse mod e operation.
ip pim sparse-dense-mode

• I nterface mod e is d etermined  b y  the G rou p mod e.
– If Group is Dense, interface operates in Dense mode.
– If Group is S parse, interface operates in S parse mode.

• Interface C onfig uration C ommands
– T h e r e  a r e  t h r e e  d i f f e r e n t  c o m m a n d s  t h a t  c a n  b e  u s e d  t o  e n a b l e  a n i n t e r f a c e  f o r  P I M .  E a c h  o f  

t h e s e  t h r e e  c o m m a n d s  c o n t r o l s  t h e  i n t e r f a c e ’s  m u l t i c a s t  b e h a v i o r .
ip pim dense-mode

T h i s  c o m m a n d  h a r d w i r e s  t h e  i n t e r f a c e  t o  b e h a v e  a s  a  D e n s e  m o d e  i n t e r f a c e .  
T h i s  m e a n s  t h a t  i t  w i l l  a p p l y  D e n s e  m o d e  r u l e s  t o  t h e  s e n d i n g  a n d  r e c e i v i n g  o f  m u l t i c a s t  
d a t a  a n d  c o n t r o l  t r a f f i c .

ip pim sparse-mode

T h i s  c o m m a n d  h a r d w i r e s  t h e  i n t e r f a c e  t o  b e h a v e  a s  a  S p a r s e  m o d e  i n t e r f a c e .  
T h i s  m e a n s  t h a t  i t  w i l l  a p p l y  S p a r s e  m o d e  r u l e s  t o  t h e  s e n d i n g  a n d  r e c e i v i n g  o f  m u l t i c a s t  
d a t a  a n d  c o n t r o l  t r a f f i c .

ip pim sparse-dense-mode

I n s t e a d  o f  h a r d w i r i n g  t h i s  i n t e r f a c e  t o  b e h a v e  i n  o n e  m o d e  o r  t h e  o t h e r ,  t h i s  
c o m m a n d  c a u s e s  t h e  i n t e r f a c e  t o  b e h a v e  a s  a  S p a r s e  m o d e  i n t e r f a c e  w h e n  f o r w a r d i n g  
t r a f f i c  f o r  S p a r s e  m o d e  g r o u p s  a n d  t o  b e h a v e  a s  a  D e n s e  m o d e  i n t e r f a c e  w h e n  f o r w a r d i n g  
t r a f f i c  f o r  D e n s e  m o d e  g r o u p s .  T h i s  a l l o w s  t h e  i n t e r f a c e  t o  s w i t c h  m o d e s  “d y n a m i c a l l y ”
b e t w e e n  S p a r s e  a n d  D e n s e  o n  a  p a c k e t  b y  p a c k e t  b a s i s  t h e r e b y  p r o v i d i n g  s u p p o r t  f o r  
b o t h  S p a r s e  a n d  D e n s e  m o d e  f o r w a r d i n g  m o d e l s  i n  t h e  n e t w o r k .  T h i s  m o d e  c a n  b e  
t h o u g h t  o f  a s  ‘i p  p i m  d y n a m i c -m o d e ’ s i n c e  i t  s w i t c h e s  b e t w e e n  S p a r s e  a n d  D e n s e  m o d e s  
d y n a m i c a l l y .

Note: S u p p o r t  f o r  b o t h  D e n s e  m o d e  a n d  S p a r s e  m o d e  g r o u p s  i s  i m p o r t a n t  i n  
n e t w o r k s  t h a t  c o n f i g u r e  R P ’s  u s i n g  t h e  A u t o -R P  m e c h a n i s m .  T h i s  i s  b e c a u s e  A u t o -R P  
u s e s  t w o  m u l t i c a s t  g r o u p s  w h i c h  a r e  n o r m a l l y  o p e r a t e d  i n  D e n s e  m o d e .   ( W e  w i l l  d i s c u s s  
A u t o -R P  i n  m o r e  d e t a i l  i n  a  l a t e r  s e c t i o n . )
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Basic RP Engineering –
RP C o nf igu rat io n M et h o d s
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RP Configuration Methods

• Static
• A u to -R P
• B SR
• A n y cast-R P ’s
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S tatic  RP’s

• H ar d -co d e d  R P  ad d r e ss
–When used, must be configured on every router
– A l l  routers must ha ve the sa me R P  a ddress
– R P  fa il -over not p ossibl e

• Exception: If Anycast RPs are used. (More on that 
l ater.)

– G roup  ca n never fa l l  ba ck  into D ense mode.   

• Hard-c o de  R P  A ddre s s e s
– R e q u i r e s e v e r y  r o u t e r  i n  t h e  n e t w o r k  t o  b e  m a n u a l l y  c o n f i g u r e d  w i t h  t h e  I P  a d d r e ss o f  a  
single R P .

– I f  t h i s R P  f a i l s,  t h e r e  i s n o  w a y  f o r  r o u t e r s t o  f a i l -o v e r  t o  a  st a n d b y  R P .
T h e  e x c e p t i o n  t o  t h i s r u l e  i s i f  “A n y c a st -R P ’s” a r e  i n  u se .   T h i s r e q u i r e s M S D P  t o  b e  
r u n n i n g  b e t w e e n  e a c h  R P  i n  t h e  n e t w o r k .

• C o m m an d
ip pim rp-address <address> [group-list <acl>] [override]

– T h e  ‘g r o u p -l i st ’ a l l o w s a  g r o u p  r a n g e  t o  b e  sp e c i f i e d .   
T h e  d e f a u l t  i s A L L  m u l t i c a st  g r o u p s o r  2 2 4 . 0 . 0 . 0 / 4
D A N G E R ,  W I L L  R O B I N S O N ! ! !  

T h e  d e f a u l t  r a n g e  i n c l u d e s t h e  A u t o -R P  g r o u p s ( 2 2 4 . 0 . 1 . 3 9  a n d  2 2 4 . 0 . 1 . 4 0 )  
w h i c h  w i l l  c a u se  t h i s r o u t e r  t o  a t t e m p t  t o  o p e r a t e  t h e se  g r o u p s i n  S p a r se  m o d e .   T h i s i s 
n o r m a l l y  n o t  d e si r a b l e  a n d  c a n  o f t e n  l e a d  t o  p r o b l e m s w h e r e  so m e r o u t e r s i n  t h e  n e t w o r k  
a r e  t r y i n g  t o  r u n  t h e se  g r o u p s i n  D e n se  m o d e  ( w h i c h  i s t h e  n o r m a l  m e t h o d )  w h i l e  o t h e r s 
a r e  t r y i n g  t o  u se  S p a r se  m o d e .   T h i s w i l l  r e su l t  i n  so m e  r o u t e r s i n  t h e  n e t w o r k  b e i n g  
st a r v e d  o f  A u t o -R P  i n f o r m a t i o n .  T h i s i n  t u r n ,  c a n  r e su l t  i n  m e m b e r s o f  so m e  g r o u p s t o  n o t  
r e c e i v e  m u l t i c a st  t r a f f i c .

– T h e  ‘o v e r r i d e ’ k e y w o r d  p e r m i t s t h e  st a t i c a l l y  d e f i n e d  R P  a d d r e ss t o  t a k e  p r e c e d e n c e  o v e r  
A u t o -R P  l e a r n e d  G r o u p -t o -R P  m a p p i n g  i n f o r m a t i o n .   
T h e  d e f a u l t  i s t h a t  A u t o -R P  l e a r n e d  i n f o r m a t i o n  h a s p r e c e d e n c e .
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Announce Announce
An
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un
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no
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Announce Announce
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no

un
ce
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no

un
ce

Announce

RP-An n o u n c e m e n t s  m u l t i c a s t  t o  t h e
Ci s c o  An n o u n c e  ( 2 2 4 . 0 . 1 . 3 9 )  g r o u p

AA

CC DDC-RP
1 . 1 . 1 . 1

C-RP
2 . 2 . 2 . 2

BB
M A M A

• A u t o -R P  O v e rv i e w
– T h e  n e t w o r k  a d m i n i st r a t o r  c o n f i g u r e s o n e  o r  m o r e  r o u t e r s i n  t h e  n e t w o r k  t o  se r v e  a s 
Ca n d i d a t e  R P ’s ( C-R P s) .  
Ca n d i d a t e  R P s “a n n o u n c e ” t h e i r  w i l l i n g n e ss t o  se r v e  a s R P  f o r  a  p a r t i c u l a r  g r o u p  r a n g e  b y  
m u l t i c a st i n g  “A u t o -R P  A n n o u n c e ” m e ssa g e s t o  t h e  Ci sc o  A n n o u n c e  m u l t i c a st  g r o u p ,  
2 2 4 . 0 . 1 . 3 9 .   T h e se  m e ssa g e s a r e  n o r m a l l y  f l o o d e d  t h r o u g h o u t  t h e  n e t w o r k  u si n g  D e n se  
m o d e  so  t h a t  t h e y  r e a c h  e v e r y  r o u t e r  i n  t h e  n e t w o r k .
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CC DDC-RP
1 . 1 . 1 . 1

C-RP
2 . 2 . 2 . 2

A uto-RP O v erv iew

D i s cov er y

RP-Di s c o v e r i e s  m u l t i c a s t  t o  t h e
Ci s c o  Di s c o v e r y  ( 2 2 4 . 0 . 1 . 4 0 )  g r o u p

M A M A
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$ % &
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) * +
,

BB

• A u t o -R P  O v e rv i e w
– T h e  n e t w o r k  a d m i n i st r a t o r  a l so  c o n f i g u r e s o n e  o r  m o r e  r o u t e r s i n t h e  n e t w o r k  t o  se r v e  a s 
M a p p i n g  A g e n t s.  
M a p p i n g  A g e n t s j o i n  t h e  Ci sc o  A n n o u n c e  m u l t i c a st  g r o u p  so  t h a t  t h e y  c a n  r e c e i v e  t h e  
“A u t o -R P  A n n o u n c e ” m e ssa g e s f r o m  t h e  Ca n d i d a t e  R P s.  M a p p i n g  A g e n t s st o r e  t h e  
r e c e i v e d  a n n o u n c e m e n t s i n  t h e i r  G r o u p -t o -R P  m a p p i n g  c a c h e s a n d  e l e c t  t h e  C-R P  w i t h  
t h e  h i g h e st  I P  a d d r e ss a s t h e  c u r r e n t l y  a c t i v e  R P  f o r  e a c h  g r o u p r a n g e .  
M a p p i n g  A g e n t s t h e n  a n n o u n c e  t h e  e l e c t e d  R P  f o r  e a c h  g r o u p  r a n g e b y  m u l t i c a st i n g  
“A u t o -R P  D i sc o v e r y ” m e ssa g e s t o  t h e  Ci sc o  D i sc o v e r y  m u l t i c a st  g r o u p ,  2 2 4 . 0 . 1 . 4 0 .   
T h e se  m e ssa g e s a r e  n o r m a l l y  f l o o d e d  t h r o u g h o u t  t h e  n e t w o r k  u si n g D e n se  m o d e  so  t h a t  
t h e y  r e a c h  e v e r y  r o u t e r  i n  t h e  n e t w o r k .

– A l l  r o u t e r s i n  t h e  n e t w o r k  a u t o m a t i c a l l y  j o i n  t h e  A u t o -R P  D i sc o v e r y  g r o u p  so  t h a t  t h e y  c a n  
r e c e i v e  t h e  “A u t o -R P  D i sc o v e r y ” m e ssa g e s f r o m  t h e  M a p p i n g  A g e n t s.  W h e n  t h e y  r e c e i v e  
o n e  o f  t h e se  m e ssa g e s,  t h e y  st o r e  t h e  e l e c t e d  R P  i n f o r m a t i o n  i n  t h e i r  G r o u p -t o -R P  m a p p i n g  
c a c h e  so  t h a t  t h e y  k n o w  w h a t  R P  i s a c t i v e  f o r  w h a t  g r o u p  r a n g e .
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B S R O v erv iew

B C

C-BS R

F
C-BS R
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D

C-BS R

BSR Election Process

B S R  M s g s
BS R M s g s  Fl o o d e d  H o p -b y -H o p

• B S R  O v e rv i e w
– T h e  n e t w o r k  a d m i n i st r a t o r  c o n f i g u r e s o n e  o r  m o r e  r o u t e r s i n  t h e  n e t w o r k  t o  se r v e  a s 
Ca n d i d a t e  B S R ’s ( C-B S R ) .  
A t  n e t w o r k  st a r t u p ,  a l l  Ca n d i d a t e  B S R ’s p a r t i c i p a t e  i n  t h e  B S R  e l e c t i o n  p r o c e ss b y  se n d i n g  
a  P I M  B S R  m e ssa g e  c o n t a i n i n g  i t s B S R  p r i o r i t y  o u t  a l l  i n t e r f a c e s.  T h e se  B S R  m e ssa g e s 
a r e  f l o o d e d  h o p -b y -h o p  t h r o u g h o u t  t h e  e n t i r e  n e t w o r k .  
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B C

BSRBSR
FD

H ig h est Priority  C -BSR
is elected  a s BSR

• B S R  O v e rv i e w
– A t  t h e  e n d  o f  t h e  “B S R -E l e c t i o n -I n t e r v a l ”,  t h e  B S R  w i t h  t h e  h i g h e st  B S R  p r i o r i t y  i s e l e c t e d  a s 
t h e  a c t i v e  B S R  ( B o o t st r a p  R o u t e r ) .
( N o t e :  T h e  B S R  e l e c t i o n  p r o c e ss i s si m i l a r  i n  n a t u r e  t o  t h e  R o o t -B r i d g e  e l e c t i o n  
m e c h a n i sm  i n  t h e  S p a n n i n g -T r e e  p r o t o c o l . )
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C-R P  A d v e r t i s e m e n t

( u n i c a s t )

B C

BSRBSR

• B S R  O v e rv i e w
– A l l  r o u t e r s i n  t h e  n e t w o r k  p a r t i c i p a t e  i n  t h e  B S R  E l e c t i o n  p r o c e ss b y  f o r w a r d i n g  B S R  
m e ssa g e s t o  t h e i r  d o w n st r e a m  n e i g h b o r s.  A s a  r e su l t ,  a t  t h e  e n d  o f  t h e  B S R  E l e c t i o n  
I n t e r v a l ,  a l l  r o u t e r s i n  t h e  n e t w o r k  ( i n c l u d i n g  t h e  r o u t e r s t h a t h a v e  b e e n  c o n f i g u r e d  a s 
Ca n d i d a t e  R P s)  k n o w  w h i c h  C-B S R  h a s b e e n  e l e c t e d  a s t h e  c u r r e n t l y  a c t i v e  B S R .

– S i n c e  t h e  Ca n d i d a t e  R P ’s k n o w  t h e  I P  a d d r e ss o f  t h e  c u r r e n t l y  a c t i v e  B S R ,  t h e y  c a n  u n i c a st  
t h e i r  C-R P  A n n o u n c e m e n t  m e ssa g e s d i r e c t l y  t o  t h e  a c t i v e  B S R .
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B S R  M s g s
BS R M s g s  c o n t a i n i n g  RP-s e t
Fl o o d e d  H o p -b y -H o p

B C

BSRBSR

• B S R  O v e rv i e w
– T h e  a c t i v e  B S R  st o r e s a l l  i n c o m i n g  C-R P  A n n o u n c e m e n t s i n  i t s G r o u p -t o -R P  m a p p i n g  
c a c h e .  T h e  B S R  t h e n  se n d s t h e  e n t i r e  l i st  o f  C-R P ’s f r o m  i t s G r o u p -t o -R P  m a p p i n g  c a c h e  i n  
p e r i o d i c  B S R  m e ssa g e s w h i c h  a r e  f l o o d e d  h o p -b y -h o p  t h r o u g h o u t  t h e  e n t i r e  n e t w o r k .  A s 
e a c h  r o u t e r  r e c e i v e s a  c o p y  o f  t h e se  B S R  m e ssa g e s,  i t  u p d a t e s t h e  i n f o r m a t i o n  i n  i t ’s l o c a l  
G r o u p -t o -R P  m a p p i n g  c a c h e  so  i t  k n o w s t h e  I P  a d d r e ss o f  all C-R P ’s i n  t h e  n e t w o r k .

– H o w e v e r ,  u n l i k e  A u t o -R P  w h e r e  t h e  M a p p i n g  A g e n t  “e l e c t s” t h e  a c t i v e  R P  f o r  a  g r o u p  r a n g e  
a n d  a n n o u n c e s t h e  e l e c t i o n  r e su l t s t o  t h e  n e t w o r k ,  t h e  B S R  d o e s n o t  “e l e c t ” t h e  a c t i v e  R P  
f o r  a  g r o u p .   I n st e a d ,  i t  l e a v e s t h i s t a sk  t o  e a c h  i n d i v i d u a l  r o u t e r  i n  t h e  n e t w o r k .   

– E a c h  r o u t e r  i n  t h e  n e t w o r k  w i l l  u si n g  a  w e l l -k n o w n  h a sh i n g  a l g o r i t h m  t o  e l e c t  t h e  c u r r e n t l y  
a c t i v e  R P  f o r  a  p a r t i c u l a r  g r o u p  r a n g e .   S i n c e  e a c h  r o u t e r  i s r u n n i n g  t h e  sa m e  a l g o r i t h m  
a g a i n st  t h e  sa m e  l i st  o f  C-R P ’s,  t h e n  t h e y  w i l l  a l l  e l e c t  t h e  sa m e  R P  f o r  a  p a r t i c u l a r  g r o u p  
r a n g e .
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G eneral  RP Rec om m endations

• Use Anycast RP’s:
–When network must connect to Internet or
–When ra p i d  R P  f a i l ov er i s cri ti ca l

• Pr o s
– F a stest R P  C onv erg ence method
– R eq ui red  when connecti ng  to Internet

• C o ns
– R eq ui res more conf i g ura ti on
– R eq ui res use of  M S D P  b etween R P ’s
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G eneral  RP Rec om m endations
• Use Au to -RP

–When mi ni mum conf i g ura ti on i s d esi red  a nd / or
–When ma x i mum f l ex i b i l i ty  i s d esi red

• Pr o s
– M ost f l ex i b l e method
– E a si est to ma i nta i n

• C o ns
– Increa sed  R P  F a i l ov er ti mes v s A ny ca st
– S p eci a l  ca re need ed  to a v oi d  D M  F a l l b a ck

• Some methods greatly increase configuration 
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G eneral  RP Rec om m endations
• Use B S R:

–When S ta ti c/ A ny ca st R P ’s ca nnot b e used  a nd
–When ma x i mum i nterop era b i l i ty  i s need ed

• Pr o s
– Interop era tes wi th a l l  V end ors

• C o ns
– Increa sed  R P  F a i l ov er ti mes v s A ny ca st
– S p eci a l  ca re need ed  to a v oi d  D M  F a l l b a ck

• Some methods greatly increase configuration
– D oes not sup p ort A d mi n.  S cop i ng
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D ense Mode F al l b ac k

• C a used  b y  l oss of  l oca l  R P  i nf orma ti on i n ol d er 
IO S  rel ea ses.
– Entry in Group-to-R P  m a pping  c a c h e  tim e s  out.

• C a n ha p p en when:
– A l l  C -R P ’s  f a il .
– A uto-R P / B S R  m e c h a nis m  f a il s .

• Generally a result of network congestion.
• G roup  i s swi tched  ov er to D ense mod e.

– D e ns e  m od e  s ta te  is  c re a te d  in th e  ne tw ork .
– D e ns e  m od e  f l ood ing  b e g ins  if  inte rf a c e s  c onf ig ure d  a s  
ip pim  s pa rs e -d e ns e -m od e .

• D ense M od e F allb ack
– T h e  s w i t c h  f r o m  S p a r s e  m o d e  t o  D e n s e  m o d e  o c c u r s  a u t o m a t i c a l l y  w h e n e v e r  a  r o u t e r  

l o o s e s  R P  i n f o r m a t i o n  f o r  a  g r o u p .  I n  o t h e r  w o r d s ,  i f  f o r  s o m e  r e a s o n  t h e  o n l y  e n t r y  i n  t h e  
G r o u p -t o -R P  m a p p i n g  c a c h e  f o r  a  g r o u p -r a n g e  t i m e s  o u t ,  t h e  r o u t e r  w i l l  a u t o m a t i c a l l y  
c h a n g e  t h e  s t a t e  o f  a n y  a c t i v e  e n t r i e s  i n  t h e  m r o u t e t a b l e  f r o m  S p a r s e  t o  D e n s e .  T h i s  
a u t o m a t i c  s w i t c h o v e r  w a s  p a r t  o f  t h e  o r i g i n a l  d e s i g n  o f  I O S  m u l t i c a s t .   T h e  t h i n k i n g  a t  t h a t  
t i m e  w a s  t h a t  i f  t h e  R P ’s  f a i l e d ,  t h e  n e t w o r k  w o u l d  r e v e r t  t o  D e n s e  m o d e  a n d  t r a f f i c  w o u l d  
c o n t i n u e  t o  f l o w .

– L o s s  o f  R P  i n f o r m a t i o n  c a n  o c c u r  u n d e r  a  v a r i e t y  o f  s i t u a t i o n s  i n c l u d i n g :
1 . I f  a l l  C a n d i d a t e  R P ’s  f a i l
2 . I f  t h e  A u t o -R P  o r  B S R  m e c h a n i s m s  f a i l  d u e  t o  n e t w o r k  c o n g e s t i o n  o r  s o m e  o t h e r  

o u t a g e .
– S i n c e  i n  m o s t  A u t o -R P  b a s e d  n e t w o r k  d e s i g n s ,  t h e  i n t e r f a c e s  h a v e  b e e n  c o n f i g u r e d  t o

o p e r a t e  i n  ip pim  s pa r s e -d e n s e -m o d e  s o  t h a t  t h e  t w o  A u t o -R P  g r o u p s  w i l l  b e  f l o o d e d  
t h r o u g h o u t  t h e  n e t w o r k  i n  D e n s e  m o d e ,  a  s w i t c h  t o  D e n s e  m o d e  w i l l  b e  f o l l o w e d  b y  D e n s e  
m o d e  f l o o d i n g  o f  a l l  m u l t i c a s t  t r a f f i c  i n  t h i s  g r o u p  r a n g e .  T h i s i n  t u r n  w i l l  c a u s e  ( S , G )  s t a t e  
t o  b e  c r e a t e d  i n  e v e r y  r o u t e r  i n  t h e  n e t w o r k  f o r  a n y  a c t i v e  s o u r c e s  i n  t h e  g r o u p  r a n g e .

– W e  n o w  k n o w  t h a t  t h e  n o n -d e t e r m i n i s t i c  b e h a v i o r  o f  P I M  D e n s e  m o d e  i s  h i g h l y  u n d e s i r a b l e  
a n d  h a s  b e e n  k n o w  t o  a c t u a l l y  c a u s e  n e t w o r k  m e l t d o w n s  u n d e r  c e r t a i n  c o n d i t i o n s .  
T h e r e f o r e ,  s t e p s  s h o u l d  b e  t a k e n  t o  p r e v e n t  t h e  n e t w o r k  f r o m  f a l l i n g  b a c k  i n t o  D e n s e  
m o d e .
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D ense Mode F al l b ac k

To always guarantee Sparse mode 
operati on ( and av oi d f alli ng b ac k  to 
D ense mode) ,  mak e sure th at ev ery 
router alwaysalways k nows of  an R P  f or 
ev ery group.

A v oiding D ense Mode F al l b ac kA v oiding D ense Mode F al l b ac k

• A v oid ing D ense M od e F allb ack
– C u r r e n t l y ,  t h e r e  i s  o n l y  o n e  m e t h o d  t h a t  w i l l  a b s o l u t e l y  i n s u r e  t h a t  D e n s e  m o d e  F a l l b a c k  

d o e s n ’t  o c c u r  a n d  t h a t  i s  t o  c o n f i g u r e  t h e  r o u t e r s  i n  t h e  n e t w o r k  s o  t h a t  t h e r e  i s  always a n  
R P  d e f i n e d  f o r  e v e r y g r o u p  e x c e p t  t h e  t w o  A u t o -R P  g r o u p s ,  2 2 4 . 0 . 1 . 3 9  a n d  2 2 4 . 0 . 1 . 4 0 .
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A v oiding D M F al l b ac k

• D ef i ne an “R P -of -last-resort”
– C onf i g ure a s a  S ta ti c R P  on ev ery  router

•Will only be used if all Candidate-R P ’s fail
•Can be a dum m y addr ess or  loc al L oop bac k

– R ecom m end ation:  U se local L oop b ack on each  router
––MUST use ACL to avoid breaking AutoMUST use ACL to avoid breaking Auto--R P !R P !

ip pim rp-address <RP-of-last-resort> 10

access-list 10 deny 224.0.1.39
access-list 10 deny 224.0.1.40
access-list 10 permit any

– O l d W ork around

• R P -of-last-resort
– A n  “R P -o f -l a s t -r e s o r t ” i s  a  s t a t i c a l l y  d e f i n e d  R P  t h a t  i s  j u s t  w h a t  t h e  n a m e  i m p l i e s ;  i t  i s  a  l a s t  

r e s o r t  R P  i f  a l l  e l s e  f a i l s .   
– A u t o -R P  a n d  B S R  l e a r n e d  R P ’s  t a k e  p r e c e d e n c e  o v e r  s t a t i c a l l y  d e f i n e d  R P ’s  ( u n l e s s  t h e  
override q u a l i f i e r  i s  u s e d ) .  T h i s  m e a n s  t h a t  a n y  R P ’s  t h a t  a r e  s t a t i c a l l y  d e f i n e d  i n  t h e  r o u t e r  
c o n f i g u r a t i o n  w i l l  o n l y  b e  u s e d  i f  t h e r e  i s  n o  A u t o -R P  o r  B S R  l e a r n e d  R P ’s  f o r  a  g r o u p .   T h i s  
w o u l d  b e  t h e  c a s e  s h o u l d  a l l  C a n d i d a t e  R P ’s  w e r e  t o  f a i l  o r  i f  a  n e t w o r k  o u t a g e  s t a r v e d  t h e  
r o u t e r s  i n  t h e  n e t w o r k  f r o m  i m p o r t a n t  A u t o -R P  o r  B S R  i n f o r m a t i o n .  I n  t h a t  c a s e ,  t h e  r o u t e r  
w o u l d  “r e s o r t ” t o  t h e  s t a t i c a l l y  d e f i n e d  R P  f o r  t h e  g r o u p .  F u r t h e r m o r e ,  b e c a u s e  o f  t h i s  R P  i s  
s t a t i c a l l y  d e f i n e d ,  i t  w i l l  a l w a y s  e x i s t  i n  t h e  G r o u p -t o -R P  m a p p i n g  c a c h e  a n d  t h e r e f o r e  t h e  
r o u t e r  w i l l  n e v e r  e n t i r e l y  l o s e  a l l  R P  i n f o r m a t i o n  a n d  r e v e r t  t o D e n s e  m o d e .

– T h e  a c t u a l  a d d r e s s  s p e c i f i e d  a s  t h e  “R P -o f -l a s t -r e s o r t ” c a n  b e  j u s t  a b o u t  a n y  a d d r e s s  t h e  
n e t w o r k  a d m i n i s t r a t o r  w i s h e s .   O n e  r e c o m m e n d a t i o n  i s  t o  u s e  t h e  l o w e s t  p r i o r i t y  C a n d i d a t e  
R P  a d d r e s s  a s  t h e  “R P -o f -l a s t -r e s o r t ”.  T h i s  m e a n s  t h a t  s h o u l d  t h e  A u t o -R P  o r  B S R  
m e c h a n i s m  f a i l  ( o r  a l l  C -R P ’s  f a i l ) ,  t h e  r o u t e r  w i l l  u s e  t h e  l o w e s t  p r i o r i t y  C a n d i d a t e  R P  a s t h e  
a c t i v e  R P  u n t i l  t h e  e r r o r  c o n d i t i o n  h a s  b e e n  r e s o l v e d .  T h i s  m e a n s  t h a t  t h e  m u l t i c a s t  g r o u p s  
w i l l  r e m a i n  i n  S p a r s e  m o d e  a n d  a n y  e x i s t i n g  ( S , G )  s t a t e  i n  t h e  n e t w o r k  w i l l  c o n t i n u e  t o  
r e m a i n  a c t i v e  w h i c h  i n  t u r n ,  w i l l  a l l o w  m u l t i c a s t  t r a f f i c  t o  f l o w  o v e r  e x i s t i n g  S h o r t e s t -P a t h  
t r e e s .   T h e  o n l y  i m p a c t  t o  t h e  m u l t i c a s t  n e t w o r k  i s  t h a t  n e w  r e c e i v e r s  a n d  s o u r c e s  w i l l  b e  
u n a b l e  t o  J o i n  t h e  S h a r e d  T r e e  o r  R e g i s t e r  t o  t h e  R P ,  r e s p e c t i v e l y .

– C a r e  m u s t  b e  t a k e n  w h e n  d e f i n i n g  t h e  “R P -o f -l a s t -r e s o r t ” s i n c e  i t  c a n  c a u s e  t h e  t w o  A u t o -R P  
g r o u p s  t o  s w i t c h  t o  S p a r s e  m o d e .  T h i s  i s  b e c a u s e  u n l i k e  A u t o -R P  l e a r n e d  R P ’s  w h i c h  n e v e r  
a p p l y  t o  t h e  t w o  A u t o -R P  g r o u p s ,  a n y  s t a t i c a l l y  d e f i n e  R P ’s  t h a t  c o v e r  t h e  A u t o -R P  g r o u p s  
will b e  u s e d  b y  t h e  r o u t e r .   T h i s  w o u l d  c a u s e  t h e  t w o  A u t o -R P  g r o u p s  t o  t r y  t o  r u n  i n  S p a r s e  
m o d e  w h i c h  i s  n o r m a l l y  n o t  d e s i r e d .  I n  o r d e r  t o  a v o i d  t h i s  p r o b l e m ,  i t  i s  n e c e s s a r y  t o  s p e c i f y  
a n  R P  g r o u p  r a n g e  A C L  t h a t  s p e c i f i e s  t h e  t w o  A u t o -R P  g r o u p s  w i t h  a  den y  c l a u s e  t o  
p r e v e n t  t h e s e  g r o u p s  f r o m  s w i t c h i n g  t o  S p a r s e  m o d e .  ( S e e  e x a m p l e i n  t h e  d r a w i n g  a b o v e . )  
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A v oiding D M F l ooding 

• New IOS global command
ip pim autorp-listener

• A dded s u p p or t  f or  A u t o-R P  E nv i r onment s
–Modifies interface behavior

• Interface always uses DM for Auto-R P  g roup s
• P erm i ts use of i p  p i m  sp arse-m od e i nterfaces and  
Auto-R P .

– P revents D M F l ooding
• W h en i p  p i m  sp arse-m od e used  on i nterfaces.  

– D oes not p revent D M F al l back !
• A v ai lable 1 2 . 3 ( 4 ) T ,  1 2 . 2 ( 2 8 ) S
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A v oiding D M F l ooding 

• D ep loy i ng i p  p i m au t or p -li s t ener
–Mu st be config u red on every  rou ter.
– U se R P -of-l ast-resort on ol der I O S  versions u ntil  
u p g raded
•Assi g n local L oop b ack  as R P -of-last-resort on 
each  router.

• E x am p le
ip pim rp-address <local_loopback> 10
access-list 10 deny 224.0.1.39
access-list 10 deny 224.0.1.40
access-list 10 permit any
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A v oiding D M Fallback

• New IOS global command
no ip pim dm-fallback

• T ot ally  p r ev ent s  D M  F allback ! !
– N o D M F l ooding  since al l  state rem ains in S M

• D ef au lt  R P  A ddr es s  =  0 . 0 . 0 . 0  [ nonex i s t ent ]
– U sed if al l  R P ’s fail .

• R esults i n loss of S h ared  T ree.
•All S P T ’s rem ai n acti v e.

• A v ai lable 1 2 . 3 ( 4 ) T ,  1 2 . 2 ( 2 8 ) S
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Advanced
M u l t i cas t  E ng i neer i ng

363636
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Source Specific Multicast
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Barriers to Multicast Deployment
• G l obal  Mu l ticast A ddress A l l ocation

– Dynamic Address Allocation
• No adequate dynamic address allocation methods exist
• S D R  – D oesn’t scale
• M A S C  – L ong  w ays of f !

– S tatic Address Allocation ( G L O P )
• B ased on A S  numb er.
• I nsuf f icient address sp ace f or larg e C ontent P rov iders.

• Mu l ticast C ontent “J am m ers”
– U ndesirab le sou rces on a mu lticast g rou p .

• “C ap t.  M idnig ht” sources b og us data/ noise to g roup .
• C an cause D oS  attack  b y cong esting  low  sp eed link s.
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S ource S pecif ic Multicast ( S S M)

• Uses Source Trees only.
• A ssum es O ne-t o-M a ny m od el.

–Most I nternet m u l ticast fits this m odel .
– I P / T V  al so fits this m odel .

• H ost s resp onsi b le f or source d i scov ery.
– T y p ical l y  via som e ou t-of-band m echanism .

•Web page, Content Server, etc.
– E l im inates need for R P  and S hared T rees.
– E l im inates need for MS D P .

• S ource S p ecif ic M ulticast
– A n o t h e r  v a r i a n t  o f  a  P I M  S p a r s e  m o d e  s u p p o r t s  S o u r c e  S p e c i f i c  M u l t i c a s t  ( S S M )  
a p p l i c a t i o n s .  T h e  P I M  S S  ( S o u r c e  S p e c i f i c )  u t i l i z e s  a l l  t h e  b e n e f i t s  o f  s p a r s e  m o d e  p r o t o c o l s  
b u t  e l i m i n a t e s  s h a r e d  t r e e s  a t  a l l  a n d  o n l y  b u i l d s  s o u r c e  s p e c i f i c  s h o r t e s t  p a t h  t r e e s .  T h e s e  
t r e e s  a r e  b u i l t  d i r e c t l y  o n  r e c e i v i n g  g r o u p  m e m b e r s h i p  r e p o r t s  t h a t  r e q u e s t  a  g i v e n  s o u r c e .  
T h e  P I M  S S  i s  a  d r a f t  p r o p o s a l  ( d r a f t -b h a s k a r -p i m -s s -0 0 . t x t ) .

– T h e  S S M  i s  s u i t a b l e  f o r  w e l l  k n o w n  s o u r c e s  w i t h i n  a  d o m a i n  o r  i n a n o t h e r  d o m a i n .  T h e  
M u l t i c a s t  S o u r c e  D i s c o v e r y  P r o t o c o l  ( M S D P )  w h i c h  i s  n e e d e d  f o r  i n t e r d o m a i n  m u l t i c a s t  
r o u t i n g  w h e n  r e g u l a r  P I M  S p a r s e  M o d e  i s  u s e d  w i t h i n  a  d o m a i n  i s  n o  l o n g e r  n e e d e d  f o r  
S S M .  

– A  d e d i c a t e d  m u l t i c a s t  g r o u p  a d d r e s s  r a n g e  2 3 2 / 8  i s  u s e d  e x c l u s i v e l y  f o r  s h o r t e s t -p a t h  t r e e s  
f o r  S S M .  R o u t e r s  a r e  p r e v e n t e d  t o  b u i l d  a  s h a r e d  t r e e  f o r  a n y  o f t h e  g r o u p s  f r o m  t h i s  
a d d r e s s  r a n g e .  T h e  a d d r e s s  r a n g e  2 3 2 / 8  i s  a s s i g n e d  f o r  g l o b a l  w e l l -k n o w n  s o u r c e s .

– S o u r c e  s p e c i f i c  m u l t i c a s t  ( S S M )  i s  a  d a t a g r a m  d e l i v e r y  m o d e l  t h a t  b e s t  s u p p o r t s  o n e -t o -
m a n y  a p p l i c a t i o n s ,  a l s o  k n o w n  a s  b r o a d c a s t  a p p l i c a t i o n s .
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S S M O v erv iew

• H osts j oin a sp ecific sou rce w ithin a g rou p .
– C ontent identif ied b y sp ecif ic ( S , G )  instead of  ( * , G ) .
– H osts resp onsib le f or learning  ( S , G )  inf ormation.

• Last-hop  rou ter sends ( S , G ) j oin tow ard sou rce
– S h ared T ree is nev er J oined or u sed.
– E liminates p ossib ility of  content J ammers.
– O nly sp ecif ied ( S , G )  f low  is deliv ered to h ost.

• S im p l ifies address al l ocation.
– Dissimilar content sou rces can u se same g rou p  w ith ou t 

f ear of  interf ering  w ith  each  oth er.

• S S M :  F or W ell-k now  S ources
– T h e  S o u r c e  S p e c i f i c  M u l t i c a s t  a l l o w s  l a s t -h o p  r o u t e r  t o  i m m e d i a t e l y  s e n d  ( S , G )  J o i n  t o w a r d s  
t h e  s o u r c e .  T h u s  t h e  P I M  S p a r s e  M o d e  ( * , G )  J o i n  t o w a r d s  t h e  R P  i s  e l i m i n a t e d  a t  a l l  a n d  
f i r s t -h o p  r o u t e r s  s t a r t  f o r w a r d i n g  t h e  m u l t i c a s t  t r a f f i c  d o n w t h e  s h o r t e s t -p a t h  t r e e  ( S P T )  f r o m  
t h e  v e r y  b e g i n n i n g   - a s  s o o n  a s  t h e  S P T  i s  b u i l t  b y  r e c e i v i n g  f i r s t  ( S , G )  J o i n .  

– T h e  a s s i g n e d  a d d r e s s  r a n g e  2 3 2 / 8  a l s o  s i m p l i f i e s  t h e  a d d r e s s  a l l o c a t i o n  p r o b l e m s  s i n c e  t h e  
r a n g e  i s  a  g l o b a l  r a n g e  f o r  s o r c e s t h a t  h a v e  t o  b e  w e l l -k n o w n .  I m p l e m e n t a t i o n s  i n  r o u t e r s  
m u s t  n o t  b u i l d  a n y  s h a r e d  t r e e  f o r  t h o s e  g r o u p s .

– S o u r c e  s p e c i f i c  g r o u p s  c a n  c o e x i s t  w i t h  o t h e r  g r o u p s  i n  P I M  S p a r s e  m o d e  d o m a i n s .
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S S M E x ample

Receiver 1

S o u rce

O u t -o f -b a n d
s o u rce d irect o ry ,

ex a m p l e:  w eb  s erver

BA C D

FEI G M P v3  ( S ,  G )  J o in

P I M  ( S ,  G )  J o in

Host learns of source, group/port
F i rst-h op learns of source, group/port
F i rst-h op send  P I M  ( S ,G ) Joi n

• S S M  – E xamp le
– T h e  p r e r e q u i s i t e  f o r  S S M  d e p l o y m e n t  i s  a  m e c h a n i s m  t h a t  a l l o w s  h o s t s  n o t  o n l y  t o  r e p o r t  t h e  
g r o u p   t h e y  w a n t  t o  j o i n  b u t  a l s o  t h e  s o u r c e  f o r  t h e  g r o u p .  T h i s m e c h a n i s m  i s  b u i l t  i n t o  
e m e r g i n g  I G M P  v e r s i o n 3  s t a n d a r d .  W i t h  I G M P  v 3  l a s t -h o p  r o u t e r s  l e a r n  f r o m  t h e  r e p o r t  f o r  
t h e  m u l t i c a s t  s o u r c e  a n d  t h e  g r o u p .  I t  t h e n  s i m p l y  c r e a t e s  ( S , G ) J o i n  a n d  f o r w a r d s  i t  d i r e c t y l
t o  t h e  s o u r c e .

– T h e  w a y s  h o w  h o s t s  l e a r n  a b o u t  e x i s t e n c e  o f  s o u r c e s  c a n  b e  d i f f e r e n t  – n o r m a l l y  v i a  s o m e  
d i r e c t o r y  s e r v i c e s  ( s e s s i o n  a n n o u n c e m e n t s  d i r e c t l y  f r o m  s o u r c e s  o r  s o m e  o u t -o f -b a n d  
m e c h a n i s m s ,  e . g .  w e b  p a g e s ) .  M o s t  o f  t h o s e  m e c h a n i s m s  d i s t r i b u t e t h e  i n f o r m a t i o n  v i a  
m u l t i c a s t .
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S S M E x ample

R esult:  S h ortest path  tree rooted
at th e source, w i th  no sh ared  tree.

BA D

S o u rce

O u t -o f -b a n d
s o u rce d irect o ry ,

ex a m p l e:  w eb  s erver

Receiver 1

C

FE

• S S M  – E xamp le
– T h e  r e s u l t  o f  b u i l d i n g  s o u r c e -r o o t e d  t r e e  ( s h o r t e s t -p a t h  t r e e )  r i g h t  f r o m  b e g i n n i n g  i s  t h a t  R P  
m e c h a n i s m s  f o r  s o u r c e -s p e c i f i c  g r o u p s  a r e  c o m p l e t e l y  e l i m i n a t e d .  T h e  R P s  f o r  t h o s e  
g r o u p s  a r e  n o t  n e e d e d  a n y  m o r e  a n d  r o u t e r s  m u s t  n o t  b u i l d  s h a r e d t r e e s  f o r  g r o u p s  i n  t h e  
r a n g e  2 3 2 / 8 .

– T h e  b e n e f i t s  o f  b u i l d i n g  s h o r t e s t -p a t h  t r e e s  d i r e c t l y  ( a n d  n o t  v i a  P I M  S p a r s e  m o d e  
s w i t c h o v e r  m e c h a n i s m )  a r e  e v i d e n t  – t h e  l a t e n c y  o f  m u l t i c a s t  t r a f f i c  i s  d e c r e a s e d  a n d  l e s s  
m u l t i c a s t  s t a t e  i s  k e p t  i n  m u l t i c a s t  f o r w a r d i n g  t a b l e s .

– A n o t h e r  m a j o r  b e n e f i t  o f  S S M  i n  i n  a d d r e s s  m a n a g e m e n t .  T r a d i t i o n a l l y  m u l t i c a s t  a p p l i c a t i o n s  
h a d  t o  a c q u i r e  a  u n i q u e  I P  m u l t i c a s t  g r o u p  a d d r e s s  b e c a u s e  t r a f f i c  d i s t r i b u t i o n  w a s  b a s e d  
o n l y  o n  t h e  g r o u p  a d d r e s s  u s e d .  W h e n  t w o  a p p l i c a t i o n s  w i t h  d i f f e r e n t  s o u r c e s  a n d  r e c e i v e r s  
u s e d  t h e  s a m e  I P  m u l t i c a s t  g r o u p  a d d r e s s ,  t h e  r e c e i v e r s  r e c e i v e d t h e  t r a f f i c  f r o m  b o t h  
s o u r c e s .  

– I n  S S M ,  t r a f f i c  f r o m  e a c h  s o u r c e  i s  f o r w a r d e d  b e t w e e n  r o u t e r s  i n t h e  n e t w o r k  i n d e p e n d e n t  o f  
t r a f f i c  f r o m  o t h e r  s o u r c e s .  T h u s  d i f f e r e n t  s o u r c e s  c a n  r e u s e  m u l t i c a s t  g r o u p  a d d r e s s e s  i n  t h e  
S S M  r a n g e
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S S M C onf ig uration

•Global command
ip pim ssm {default | <acl>}

–Defines SSM address range
• Default range = 232.0.0.0/8
• U s e A C L  fo r o th er ranges

– P rev ent s Sh ared T ree C reat io n
• ( * ,  G )  J o i ns  nev er s ent o r p ro c es s ed
• P I M  R egi s ters  nev er s ent o r p ro c es s ed

– A v ail ab l e in I O S v ersio ns
• 1 2.1 ( 5 ) T ,  1 2.2,  1 2.0( 1 5 ) S ,  1 2.1 ( 8) E  
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S S M – S ummary

• U ses So u rc e T rees o nl y .
– Hosts are responsible for source & group discovery.
– Hosts m ust signal router w h ich  ( S , G )  to j oin.

• So l v es m u l t ic ast  address al l o c at io n p ro b l em s.
– F low s differentiated by bothboth source and group.
– C ontent providers can use sam e group ranges.

• Since each (S,G) flow is unique.
• H el p s p rev ent  c ert ain Do S at t ac k s

– “B ogus” source traffic:
• C an’t  consum e net wor k  b and wid t h.
• N ot  r eceiv ed  b y  host  ap p licat ion.
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S o w h ere is S S M?

• Dep endant  o n I G MP v 3
– M icrosoft supports I G M P v3  in W indow s X P

• W o rk aro u nds
– I G M P v3  lite

• A P I / L ib r ar y / D L L  
• U sed  b y  C isco I P / T V  3 .2  and  lat er .

– U R L  R enD ez vous ( U R D )
• R ed ir ect  fr om  W eb  p ag e wit h sp ecific infor m at ion 
int er cep t ed  b y  R out er

– S tatic S ource M apping
• R out er  m ap s I GM P v 2  J oins in SSM  r ang e t o well-k nown 
sour ces v ia D N S or  st at ic config ur at ion
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IGMP v3lite

• Source side:
––No application changes required!No application changes required!

• R eceiv er side:
– A pplication m ust use I G M P v 3  A P I :
– I G M P  v 3 lite L ib rary  C om ponent

• P rovides th e I P  S S M  subset of I G M P v3  A P I
– Applications must still filter out unwanted traffic.

– I G M P  v 3 lite D aem on C om ponent
• S ends special ( S , G )  J oin to local router via U D P  
port 4 6 5
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U R D

• A  content prov ider b uilds a w eb  page that contains 
U R D  link s.
– List of sources willing to provide multicast content

• T he user ( receiv er)  click s on one of  the link s
• W eb  S erv er sends b ack  an H T T P  redirect 
containing source and group inf o to T C P  port 4 6 5  

• H ost sends the redirect v ia T C P  port 4 6 5  
• L ocal router intercepts T C P  port 4 6 5  traf f ic 

– U ses source/ group information in th e redirect to identify  
th e req uested S S M  flow.

• URD Overview
– T h e  i d e a  o f  U R D  a s  a n  i n t e r i m  s o l u t i o n  f o r  t r a n s i t i o n  t o  I G M P  v 3 i s  t h a t  t h e  
c o n t e n t  p r o v i d e r  b u i l d s  a  w e b  p a g e  t h a t  c o n t a i n s  U R D  l i n k s .  T h o s e  l i n k s  c o n t a i n  
i n f o r m a t i o n  o n  s o u r c e s  t h a t  a r e  w i l l i n g  t o  p r o v i d e  t h e  m u l t i c a s t c o n t e n t  f o r  
c e r t a i n  g r o u p s .

– W h e n  a  u s e r  c l i c k s  o n  s u c h  a  l i n k  t h e  b r o w s e r  o f  a  h o s t  w i l l  t r y t o  o p e n  a  T C P  
c o n n e c t i o n  t o  t h e  w e b  s e r v e r  o n  p o r t  6 5 9 .  I f  t h e  l a s t  h o p  r o u t e r i s  e n a b l e d  f o r  
U R D  o n  t h e  i n t e r f a c e  w h e r e  t h e  r o u t e r  r e c e i v e s  t h e  T C P  p a c k e t s  f r o m  t h e  h o s t ,  
i t  w i l l  i n t e r c e p t  a l l  p a c k e t s  f o r  T C P  c o n n e c t i o n s  d e s t i n e d  t o  p o r t 6 5 9  i n d e p e n d e n t  
o f  t h e  a c t u a l  d e s t i n a t i o n  a d d r e s s  o f  t h e  T C P  c o n n e c t i o n .  F r o m  t h e  i n f o r m a t i o n  i n  
U R D  t h e  r o u t e r  l e a r n s  a b o u t  s o u r c e s  a n d  g r o u p s .   

– B e c a u s e  n o r m a l  I G M P v 1 / v 2  g r o u p  m e m b e r s h i p  r e p o r t s  a r e  s t i l l  s e n t b y  t h e  
a p p l i c a t i o n ,  U R D  i s  c o m p a t i b l e  w i t h  I G M P v 1 / v 2  s n o o p i n g  a n d  C G M P  i n  
s w i t c h e s .
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SSM Mapping

• Allows only for one source per Group
• R out er m a ps g roup t o a  si ng le source

–Uses either DNS or static internal database
•DNS method allows content providers to provide 
the mapping

•DNS M ethod independent f rom network  operators
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SSM Mapping – D N S E x am pl e

IGMPv2 join

Set Top 
B ox  ( STB )

R e ve r s e  D N S  
l ook u p  f or  
g r ou p  G

D N S  r e s p ons e :
Gr ou p  G ->  S ou r c e  S

PIM ( S , G)  join

PIM ( S , G)  join

DNS Record Format:

3.2.1.232       IN A   172.23.20.70
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Enabling SSM mapping on the router
ip igmp ssm-map enable

F or s tatic  mapping:
ip igmp ssm-map static <acl-1> <source-1 IP address>

ip igmp ssm-map static <acl-2> <source-2 IP address>

F or D N S mapping ( ex is ting c ommand s ) :
ip domain-server <ip address>

ip domain-name <domain.com>

T o d is able D N S mapping
no ip igmp ssm-map query dns

SSM Mapping C o nf igu r at io n

DNS Record Format: 3.2.1.232       IN A   172.23.20.70
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Where Is SSM? 

• Framework
– draft-h o l b ro o k -i dm r-i g m p v 3 -s s m -0 6 . tx t
– draft-i e tf-s s m -arc h -0 4 . tx t

• B C P  p rop os al
– draft-i e tf-m b o n e d-s s m 2 3 2 -0 8 . tx t
– R F C  3 5 6 9  O v e rv i e w  o f S S M

• S u p p ort ed  i n :
I O S  1 2 . X
W i n do w s  X P ,  F re e B S D ,  L i n u x
ftp : / / ftp e n g . c i s c o . c o m / i p m u l ti c as t/ s s m / i n de x . h tm l # S tac k s
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SSM – Su m m a r y

• Uses Source Trees only.
– Hosts are responsible for source & group discovery.
– Hosts m ust signal router w h ich  ( S , G )  to j oin.

• Solv es m ult i ca st  a d d ress a lloca t i on p rob lem s.
– F low s differentiated by both  source and group.
– C ontent providers can use sam e group ranges.

• Since each (S,G) flow is unique.
• H elp s p rev ent  cert a i n D oS a t t a ck s

– “B ogus” source traffic:
• C an’t  consum e net wor k  b and wid t h.
• N ot  r eceiv ed  b y  host  ap p licat ion.
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Bidirectional (Bidir) PIM

535353
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Multicast Application Categories
•One-t o -M a ny  A p p l i c a t i o ns

–Video, TV, Radio, Concerts, Stock Ticker, etc.
• F ew -t o -F ew  A p p l i c a t i o ns

–Sm al l  ( < 1 0  m em b er)  Video/ A u dio Conf erences
• F ew -t o -M a ny  A p p l i c a t i o ns

–TI B CO  RV Serv ers ( P u b l ish ing )
• M a ny -t o -M a ny  A p p l i c a t i o ns

–Stock Trading  F l oors, G am ing
• M a ny -t o -F ew  A p p l i c a t i o ns

–TI B CO  RV Cl ients ( Su b scrip tions)
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Multicast  Application Categories
PIM-S M ( S ,  G )  S t a t e

•One-t o -M a ny  A p p l i c a t i o ns
–Sing l e ( S,G )  entry

• F ew -t o -F ew  A p p l i c a t i o ns
– F ew  ( < 1 0  ty p ical )  ( S,G )  entries

• F ew -t o -M a ny  A p p l i c a t i o ns
– F ew  ( < 1 0  ty p ical )  ( S,G )  entries

• M a ny -t o -M a ny  A p p l i c a t i o ns
– U nl im ited ( S,G )  entries

• M a ny -t o -F ew  A p p l i c a t i o ns
– U nl im ited ( S,G )  entries
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Multicast S tate Maintenance

• CP U  l oad f actors
– Must send/receive Registers
– Must send p erio dic J o ins/P runes
– Must p erf o rm  RP F  reca l cul a tio ns 

• Watch the total number of mroute table entries
• U nicast route table siz e imp acts R P F  recalculation

• M em ory  l oad f actors
– ( * ,  G )  entry  ~  3 8 0  b y tes +  O I L  siz e
– ( S ,  G )  entry  ~  2 2 0  b y tes +  O I L  siz e
– O utgo ing interf a ce l ist ( O I L )  siz e

• E ach oil entry  ~  1 5 0  by tes
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Many -to-Any  S tate P rob lem

• C r ea t es  h u g e a m o u nt s  o f  ( S , G )  s t a t e
–State m aintenance w orkl oads sky rocket

• H i g h  O IL  f a n o u t s m a k e  t h e  p r o b l e m  w o r s e
–Rou ter p erf orm ance b eg ins to su f f er

• U s i ng  S h a r ed -T r ees  o nl y
– P rov ides som e ( S,G )  state redu ction

• R e s u l t s  i n  ( S , G )  s t a t e  o n l y  a l o n g  S PT  t o  R P
• F r e q u e n t l y  s t i l l  t o o  m u c h  ( S , G )  s t a t e
• N e e d  a  s o l u t i o n  t h a t  o n l y  u s e s  ( * , G )  s t a t e
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B id irectional ( B id ir)  P I M

• I d ea :  
– U se th e sam e tree f or traf f ic f rom  sou rces 

tow ards RP  and f rom  RP  to receiv ers
• B enef i t s :

– L ess state in rou ters 
• O n l y  ( * ,  G )  s t a t e  i s  u s e d
• S o u r c e  t r a f f i c  f o l l o w s  t h e  S h a r e d  T r e e  

– F low s up  the S hared  T ree to reach the R P .
– F low s d ow n the S hared  T ree to reach all other receiv ers.

• B id ir P I M
– P I M  S p a r s e  M o d e  i n  i t s  n a t i v e  f o r m  i s  u n i d i r e c t i o n a l  – t h e  t r a f f i c  f r o m  s o u r c e s  t o  t h e  R P  

i n i t i a l l y  f l o w s  e n c a p s u l a t e d  i n  R e g i s t e r  m e s s a g e s  w i c h p r e s e n t s  a  s i g n i f i c a n t  b u r d e n  d u e  t o  
e n c a p s u l a t i o n  /  d e c a p s u l a t i o n m e c h a n i s m s .  A d d i t i o n a l l y ,  s h o r t e s t  p a t h  t r e e  i s  b u i l t  b e t w e e n  
t h e  R P  a n d  t h e  s o u r c e  ( i n i t i a t e d  b y  t h e  R P )  w h i c h  r e s u l t s  i n  ( * , G )  a n d  ( S , G )  e n t r i e s  a t  l e a s t  
o n  t h e  w a y  b e t w e e n  t h e  R P  a n d  t h e  s o u r c e .

– S e v e r a l  m u l t i c a s t  a p p l i c a t i o n s  u s e  m a n y -t o -m a n y  m o d e l  w h e r e  e a c h  p a r t i c i p a n t  i s  r e c e i v e r  
a n d  s e n d e r  a s  w e l l .  I n  s u c h  a n  e n v i r o n m e n t  ( * , G )  a n d  ( S , G )  e n t r i e s  a p p e a r  e v e r y w h e r e  
a l o n g  t h e  p a t h  f r o m  p a r t i c i p a n t s  a n d  t h e  a s s o c i a t e d  R P  i n  a  P I M  S p a r s e  M o d e  d o m a i n  
r e s u l t i n g  i n  i n c r e a s e d  m e m o r y  a n d  p r o t o c o l  o v e r h e a d .  I t  i s  a l s o  p o s s i b l e  t h a t  t h e  p a t h  f r o m  
t h e  s o u r c e  t o  t h e  R P  a n d  t h e  o p p o s i t e  p a t h  ( f r o m  t h e  R P  t o  t h e  s o u r c e  w h i c h  i s  a  r e c e i v e r  a s  
w e l l )  a r e  i n c o n g r u e n t .

– B i -d i r e c t i o n a l  P I M  d i s p e n s e s  w i t h  b o t h  e n c a p s u l a t i o n  a n d  s o u r c e  s t a t e  b y  a l l o w i n g  p a c k e t s  
t o  b e  n a t i v e l y  f o r w a r d e d  f r o m  a  s o u r c e  t o  t h e  R P  u s i n g  s h a r e d  t r e e  s t a t e  o n l y .  T h i s  e n s u r e s  
t h a t  o n l y  ( * , G )  e n t r i e s  w i l l  a p p e a r  i n  m u l t i c a s t  f o r w a r d i n g  t a b l e s  a n d  t h a t  t h e  p a t h  t a k e n  b y  
p a c k e t s  f l o w i n g  f r o m  t h e  p a r t i c i p a n t  ( s o u r c e  a n d / o r  r e c e i v e r )  t o t h e  R P  a n d  v i c e  v e r s a  w i l l  b e  
t h e  s a m e .
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B id irectional ( B id ir)  P I M

• B i d i r ec t i o na l  S h a r ed -T r ees
–Viol ates cu rrent ( * ,G )  RP F  ru l es

• T r a f f i c  o f t e n  a c c e p t e d  o n  outgoingoutgoing i n t e r f a c e s .
• C a r e  m u s t  b e  t a k e n  t o  a v o i d  m u l t i c a s t  l o o p s

–Req u ires a D esig nated F orw arder ( D F )
• R e s p o n s i b l e  f o r  f o r w a r d i n g  t r a f f i c  u p  S h a r e d  T r e e

– D F ’s w ill accep t d ata on the interfaces in their O I L .
– T hen send  it out all other interfaces.  (I nclud ing  the I I F . )
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B id irectional ( B id ir)  P I M

• D es i g na t ed  F o r w a r d er s  ( D F )
– O n each  l ink th e rou ter w ith  th e b est p ath  

to th e RP  is el ected to b e th e D F
• N o t e :  D e s i g n a t e d  R o u t e r s  ( D R )  a r e  n o t  
u s e d  f o r  b i d i r  g r o u p s

–Th e D F  is resp onsib l e f or f orw arding  traf f ic 
u p stream  tow ards th e RP

– N o sp ecial  treatm ent is req u ired f or l ocal  
sou rces

• P I M  M od ifications for B id ir O p eration
– T h e  m a j o r  m o d i f i c a t i o n  o f  P I M  S p a r s e  M o d e  t o  s u p p o r t  b i d i r e c t i o n a l  m o d e  i s  a n  a d d i t i o n  o f  a  

D e s i g n a t e d  F o r w a r d e r ,  w h i c h  t a k e s  o v e r  t h e  r o l e  o f  a  D e s i g n a t e d  R o u t e r  ( D R )  a n d  h a s  t h e  
f o l l o w i n g  r e s p o n s i b i l i t i e s :

I t  i s  t h e  o n l y  r o u t e r  t h a t  f o r w a r d s  p a c k e t s  t r a v e l l i n g  d o w n s t r e a m  ( t o w a r d s  r e c e i v e r  
s e g m e n t s )  o n t o  t h e  l i n k
I t  i s  t h e  o n l y  r o u t e r  t h a t  p i c k s -u p  u p s t r e a m  t r a v e l i n g  p a c k e t s  ( a w a y  f r o m  t h e  s o u r c e )  o f f  t h e  
l i n k  a n d  f o r w a r d s  t h e m  t o w a r d s  t h e  R P

– T h e r e  i s  o n e  D F  p e r  R P  f o r  b i d i r e c t i o n a l  g r o u p ( s )  o n  e a c h  l i n k .  O n e  a n d  o n l y  o n e  e l e c t i o n  i s  
p e r f o r m e d  a t  R P  d i s c o v e r y  t i m e .  T h e r e  i s  n o  c o n s t a n t  c o n t r o l  t r a f f i c  a n d  c o n t r o l  m e s s a g e s  
a p p e a r  o n l y  o n  c h a n g e s .  T h e  e l e c t i o n  i s  r o b u s t  a n d  e n f o r c e s  c o n s i s t e n t  v i e w  o n  a l l  r o u t e r s  
o n  l i n k .  T h e  r o u t e r  w i t h  t h e  b e s t  u n i c a s t  r o u t e  t o  t h e  R P  i s  e l e c t e d  a s  a  D F .   

– T h e r e  i s  n o  e f f e c t  o f  t h i s  e l e c t i o n  o n  l o c a l  s o u r c e s  – t h e i r  t r a f f i c  r e a c h e s  l o c a l l y  a t t a c h e d  
r e c e i v e r s  d i r e c t l y  a n d  s p e c i a l  t r e a t m e n t  i s  n o  l o n g e r  r e q u i r e d  w h e n  t h e  s o u r c e s  a r e  d i r e c t l y  
c o n n e c t e d  t o  a  r o u t e r .  D a t a  f r o m  t h o s e  s o u r c e s  w i l l  a u t o m a t i c a l l y  b e  p i c k e d  u p  b y  t h e  D F  
a n d  f o r w a r d e d  t o w a r d s  t h e  R P .
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B id irectional P I M — E x am ple

Receiver

RP

S h a red  T ree

S en d er/
ReceiverReceiver
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B id irectional P I M — E x am ple

Receiver

RP

S h a red  T ree
S o u rce T ra f f ic

S o u rce T ra f f ic f o rw a rd ed
b id irect io n a l l y  u s in g  ( * , G )  s t a t e.

S en d er/
ReceiverReceiver
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ip pim send-rp-announce Loopback0 scope 10 group-list 45 bidir
ip pim send-rp-announce Loopback1 scope 10 group-list 46
!  Two l oopbacks needed due t o a nat ur e of  ACLs ( per mi t ,  deny)
ip pim send-rp-discovery scope 10

access-list 45 permit 224.0.0.0 0.255.255.255
access-list 45 permit 227.0.0.0 0.255.255.255
!  224/ 8 and 227/ 8 wi l l  be PI M Bi di r  gr oups
access-list 45 deny 225.0.0.0 0.255.255.255
!  225/ 8 wi l l  be a PI M Dense Mode gr oup

access-list 46 permit 226.0.0.0 0.255.255.255
!  226/ 8 wi l l  be a PI M Spar se Mode gr oup

Conf iguring B id ir P I M
(A uto-R P E x amp le)

• D ef ine Candidate RP  and g rou p s /  m odes it is 
w il l ing  to serv e

• C onfig uring  B id ir P I M  (B S R  E x amp le)
– A  b i d i r e c t i o n a l  P I M  c a p a b l e  r o u t e r  c a n  r u n  i n  b i d i r e c t i o n a l  m o d e ,  s p a r s e  m o d e ,  d e n s e  m o d e  

o r  a n y  c o m b i n a t i o n  o f  t h e m .  I f  a  r o u t e r  i s  c o n f i g u r e d  f o r  b i d i r e c t i o n a l  m o d e  b u t  d o e s  n o t  l e a r n  
o f  a  b i d i r e c t i o n a l  c a p a b l e  R P  i t  w i l l  o p e r a t e  i n  s p a r s e  m o d e .  I f a  b i d i r e c t i o n a l  c a p a b l e  r o u t e r  
l e a r n s  o f  a  b i d i r e c t i o n a l  R P  t h e n  t h e  g r o u p  r a n g e  a d v e r t i s e d  b y  t h e  R P  w i l l  o p e r a t e  i n  
b i d i r e c t i o n a l  m o d e .  I f  t h e  R P  a d v e r t i s e s  a n y  g r o u p s  w i t h  a  n e g a t i v e  p r e f i x  t h e y  w i l l  o p e r a t e  i n  
d e n s e  m o d e .

– B y  d e f a u l t  a  b i d i r e c t i o n a l  R P  a d v e r t i s e s  a l l  g r o u p s  a s  b i d i r e c t i o n a l .  A n  a c c e s s  g r o u p  o n  t h e  
R P  c a n  b e  u s e d  t o  s p e c i f y  a  l i s t  o f  g r o u p s  t o  b e  a d v e r t i s e d  a s  b i d i r e c t i o n a l .  G r o u p s  w i t h  t h e  
" d e n y "  c l a u s e  w i l l  o p e r a t e  i n  d e n s e  m o d e .

– A  d i f f e r e n t  ( n o n  b i d i r e c t i o n a l )  R P  a d d r e s s  n e e d s  t o  b e  s p e c i f i e d f o r  g r o u p s  t h a t  n e e d  t o  
o p e r a t e  i n  s p a r s e  m o d e .  T h i s  i s  b e c a u s e  a  s i n g l e  a c c e s s -l i s t  a l l o w s  o n l y  " p e r m i t "  o r  a  " d e n y "  
c l a u s e .

– T h e  e x a m p l e  s h o w s  h o w  t o  c o n f i g u r e  a  b i d i r e c t i o n a l  R P  t o  r u n  a l l 3  m o d e s .  2 2 4 / 8  a n d  2 2 7 / 8  
a r e  b i d i r e c t i o n a l  g r o u p s ,  2 2 5 / 8  i s  d e n s e  m o d e  a n d  2 2 6 / 8  i s  s p a r s e  m o d e .  B o t h  t h e  
b i d i r e c t i o n a l  R P  a n d  t h e  s p a r s e  m o d e  R P  a r e  c o n f i g u r e d  o n  o n e  r o u t e r  u s i n g  t w o  d i f f e r e n t  
l o o p b a c k  i n t e r f a c e s .
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Receiver 2

E1 (DF) E1 (DF) E1 (DF) E1 (DF)

E1 (DF) E1 (DF)

E0  (DF)

Bidir PIM – Ph a n t o m  R P

RPRP

CC

E0 E0 E0 E0

E0 E0

S o u rce Receiver 1

Question: Does a Bidir RP even have to physically exist?
A nsw er: N o.  I t can j ust b e a phantom  address.

FF

DD

EE

AA BB



© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 6 9 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

6 5

656565© 1 9 9 9  - 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2 7 0 1
9 7 9 9 _ 0 5 _ 2 0 0 4_ X

Receiver 2

E1 (DF) E1 (DF) E1 (DF) E1 (DF)

E1 (DF) E1 (DF)

E0  (DF)

Bidir PIM – Ph a n t o m  R P

CC

E0 E0 E0 E0

E0 E0

S o u rce Receiver 1

Router “E” f orw a rd s  tra f f i c  on to c ore L A N  s eg m en t.

AA BB

( * ,  224. 1. 1. 1) ,  00: 32: 20/ 00: 02: 59,  RP 172. 16. 21. 1,  f l ags:  BP
Bi di r - Upst r eam:  Et her net 0,  RPF nbr 172. 16. 7. 1
Out goi ng i nt er f ace l i s t :

Et her net 0,  Bi di r - Upst r eam/ Spar se- Dense,  00: 32: 20/ 00: 00: 00
Et her net 1,  For war d/ Spar se- Dense,  00: 00: 49/ 00: 02: 41

EE FF

DD
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Receiver 2

E1 (DF) E1 (DF) E1 (DF) E1 (DF)

E1 (DF) E1 (DF)

E0  (DF)

Bidir PIM – Ph a n t o m  R P

CC

E0 E0 E0 E0

E0 E0

S o u rce Receiver 1

Router “F” f orw a rd s  tra f f i c  on  d ow n  th e S h a red  T ree a l a  n orm a l  P I M -S M .

EE

AA BB

( * ,  224. 1. 1. 1) ,  00: 00: 49/ 00: 02: 41,  RP 172. 16. 21. 1,  f l ags:  B
Bi di r - Upst r eam:  Et her net 0,  RPF nbr 172. 16. 1. 1
Out goi ng i nt er f ace l i s t :

Et her net 0,  Bi di r - Upst r eam/ Spar se- Dense,  00: 00: 49/ 00: 00: 00
Et her net 1,  For war d/ Spar se- Dense,  00: 00: 49/ 00: 02: 41

FF

RP  d oes n ’t ev en  h a v e to p h y s i c a l l y  ex i s t.

DD
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Phantom RP on Point-to-Point C or e

ip multicast-routing

interface Loopback0
ip address 11.0.0.2 255.255.255.255
ip pim sparse-mode

router ospf 11
redistribute static subnets

ip route 1.1.1.0 255.255.255.254 Loopback0ip route 1.1.1.0 255.255.255.254 Loopback0

ip pim bidir-enable
ip pim rp-address 1.1.1.1 bidir

ip multicast-routing

interface Loopback0
ip address 11.0.0.1 255.255.255.255
ip pim sparse-mode

router ospf 11
redistribute static subnets

ip route 1.1.1.1 255.255.255.255 Loopback0ip route 1.1.1.1 255.255.255.255 Loopback0

ip pim bidir-enable
ip pim rp-address 1.1.1.1 bidir

RP: 1.1.1.1
SSPP

Static Route Method
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Phantom RP on Point-to-Point C or e

RP: 1.1.1.2

i p  m u l t i c a s t -r o u t i n g
!
i n t e r f a c e  L o o p b a c k 0
i p  a d d r e s s  1 . 1 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8i p  a d d r e s s  1 . 1 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 2 4 8
i p  p i m  s p a r s e -m o d e
i p  i p  o s p fo s p f n e t w o r k  p o i n tn e t w o r k  p o i n t --t ot o --p o i n tp o i n t
!
r o u t e r  o s p f 1 1
n e t w o r k  1 . 1 . 1 . 0  0 . 0 . 0 . 7  a r e a  0n e t w o r k  1 . 1 . 1 . 0  0 . 0 . 0 . 7  a r e a  0
n e t w o r k  1 0 . 1 . 1 . 0  0 . 0 . 0 . 2 5 5  a r e a  0
n e t w o r k  1 0 . 1 . 2 . 0  0 . 0 . 0 . 2 5 5  a r e a  0
!
i p  p i m  b i d i r -e n a b l e
i p  p i m  r p -a d d r e s s  1 . 1 . 1 . 1
i p  p i m  r p -a d d r e s s  1 . 1 . 1 . 2  b i d i r

SS

i p  m u l t i c a s t -r o u t i n g
!
i n t e r f a c e  L o o p b a c k 0
i p  a d d r e s s  1 . 1 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 2 5 2i p  a d d r e s s  1 . 1 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
i p  p i m  s p a r s e -m o d e
i p  i p  o s p fo s p f n e t w o r k  p o i n tn e t w o r k  p o i n t --t ot o --p o i n tp o i n t
!
r o u t e r  o s p f 1 1
n e t w o r k  1 . 1 . 1 . 0  0 . 0 . 0 . 3  a r e a  0n e t w o r k  1 . 1 . 1 . 0  0 . 0 . 0 . 3  a r e a  0
n e t w o r k  1 0 . 1 . 1 . 0  0 . 0 . 0 . 2 5 5  a r e a  0
n e t w o r k  1 0 . 1 . 2 . 0  0 . 0 . 0 . 2 5 5  a r e a  0
!
i p  p i m  b i d i r -e n a b l e
i p  p i m  r p -a d d r e s s  1 . 1 . 1 . 1
i p  p i m  r p -a d d r e s s  1 . 1 . 1 . 2  b i d i r

PP

N etm as k Method
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B id ir  PI M —S u mmar y

• Drastically reduces network mroute state
–Eliminates ALLALL ( S , G )  state in th e netw o r k

• SPT’s b e t w e e n  so u r c e s t o  R P e l i m i n a t e d
• So u r c e  t r a f f i c  f l o w s b o t h  u p  a n d  d o w n  
Sh a r e d  Tr e e

– A llo w s M any -to -A ny  ap p lic atio ns to  sc ale
• Pe r m i t s v i r t u a l l y  a n  u n l i m i t e d  n u m b e r  o f  so u r c e s
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Multicast Group Control

707070
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interface VLAN100
ip igmp access-group IPMC-ACL

ip access-list standard IPMC-ACL
permit 239.192.244.1
deny any

C ontr ol l ing  Re c e iv e r s

This is micro-ma n a g e me n t  of  I P  M u l t ica st  t ra f f ic! ! !

IP/TV
Permit VT Stream
D en y  E x ec u tiv e M eetin g  Stream

No filter (default)

I G M P A c c e s s -G r ou p  A p p r oac h

����� ���	�
�


�����
��� �
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Controlling Source Registration

• Global command
ip pim accept-register [list <acl>] | [route-map <map>]

– Used on RP to filter incoming Register messages
– F ilter on S ou rce address alone ( S imp le A C L )
– F ilter on ( S ,  G )  p air ( E x tended A C L )
– M ay  u se rou te-map  to sp ecify  w h at to filter

• Filter by AS-P AT H  if  ( m ) B G P  is  in  u s e.
• H e lp s  p r e v e nt s  u nw ant e d s ou r ce s  f r om s e ndi ng

– F irst h op  rou ter b lock s traffic from reach ing net
– N ote:  T raffic can still flow  u nder certain situ ations

• Controlling Source Registration
In some cases, it may be desirable to control which hosts in the network  can 
actu ally sou rce traf f ic to a g rou p .   W hile there is cu rrently no way to p rev ent a 
bog u s sou rce f rom transmitting  traf f ic on its local seg ment, we can p rev ent it 
f rom being  reg istered to the R P .   T his will, in most cases, p rev ent this traf f ic 
f rom g oing  p ast the f irst-hop  rou ter and reaching  other hosts in the network .  
A  new IO S  command, ‘ip  p im accep t-reg ister’ was introdu ced which when 
conf ig u red on an R P , controls which ( S , G )  R eg ister messag es will be accep ted 
and which will be rej ected.

• G lob al Com m and  ( I O S 1 2 . 0 ( 6 )  or later)
ip  p im accep t-reg ister [ list < acl> ]  |  [ rou te-map  < map > ]
– If  the “list < acl> ” is sp ecif ied, the < acl>  can either be a simp le access list to 
control which hosts may send to any g rou p s or an ex tended access list that 
sp ecif ies both sou rce and g rou p  address combinations that are p ermitted or 
denied f rom sending .

– If  the “rou te-map  < map > ” is sp ecif ied, then only matching  ( S , G )  traf f ic will be 
accep ted.   ( N ote:  T his p ermits other matching  criteria to be considered su ch as 
A S -P A T H . )



© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  
3 2 6 9 _ 0 7 _ 2 0 0 1 _ c 1 _ X . s c r

7 3

737373© 1 9 9 9  - 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2 70 1
9 79 9 _ 0 5 _ 2 0 0 4 _ X

Controlling Source Registration

RP
• RP configured to only accept 

Regis ters  from  s pecific s ource.

ip pim accept-register list 10

access-list 10 permit 192.16.1.1 
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Controlling Source Registration

RP

• U nw anted s ource traffic h its  
firs t-h op router.

• F irs t-h op router creates  ( S , G )  
s tate and s ends  Regis ter.

Unwanted Sender

So u rc e T raf f i c

Re
gis

ter

Register-Stop
• RP rej ects  Regis ter,  s ends  

b ack  a Regis ter-S top.
F i rs t-h o p
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Controlling Source Registration

RP

Unwanted Sender

R ec ei v er

R ec ei v er R ec ei v er

Weaknesses in Weaknesses in ‘‘ac c ep tac c ep t --r eg ist err eg ist er ’’ u sag e.u sag e.

• T raffic w ill flow  on local 
s ub net w h ere s ource res ides .

• T raffic w ill flow  from  firs t-h op 
router dow n any b ranch es  of 
th e S h ared T ree.

Sh ared T ree

– Re s u l t s  w h e n  ( * , G )  O I L  i s  
c o p i e d  t o  ( S , G )  O I L  a t  f i r s t -h o p  
r o u t e r .

– C a u s e s  ( S , G )  t r a f f i c  t o  f l o w  
d o w n  a l l  i n t e r f a c e s  i n  ( * , G )  O I L  
o f  f i r s t -h o p  r o u t e r .

– F u n d a m e n t a l  l i m i t a t i o n  o f  PI M  
p r o t o c o l .

F i rs t-h o p
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D isab ling E ntire G roup  Ranges
• Accept-R eg i s ter  M eth o d

ip pim accept-register group-list 10

access-list 10 deny 224.2.0.0 0.0.255.255
access-list 10 permit any

• P r o s
–Only configured on RP(s)

• C o n s
– S h a red T rees a nd (* , G ) st a t e st ill crea t ed.

•Results in unwanted (*,G) PIM Control Traffic.
– S ource t ra ffic ca n st ill flow .

(See previous section on Accept-R eg ister)
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D isab ling E ntire G roup  Ranges
• G a r b a g e C a n  R P  M eth o d

– C oncep t :
• S ep arate RP for “disab led” g roup s

– C oul d  b e non-ex ista nt router
• B lack h oles all Reg isters and J oins

– I m p lem ent a t ion:
• D efine sep arate RP for disab led g roup s

– U se Auto-R P ,  B SR  or Sta tic R P  d ef inition
• D isab le RP functionality  on Garb ag e Can RP

– U se ‘a ccept-rp’ com m a nd  on G C  R P  to “d eny ” it f rom  
serving  a s R P  f or th e d isa b l ed  g roup ra ng e.
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D isab ling E ntire G roup  Ranges

• G a r b a g e C a n  R P  M eth o d
–Pros:

• F ew if any .
– C ons:

• Periodic Reg isters still sent to GC RP
• Periodic J oins still sent to GC RP
• H as sam e source issues as A ccep t-Reg ister

– Source tra f f ic ca n stil l  f l ow  und er certa in cond itions.
• A dds significantsignificant com p lex ity  to network
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D isab ling E ntire G roup  Ranges

• L o ca l  L o o pb a ck  R P  M eth o d
– C oncep t :

• O nly  A uto-RP-learned g roup s are auth oriz ed.
• A ll oth er g roup s are considered u nau th o r iz e d .

– I m p lem ent a t ion:
• D efine local L oop b ack  as RP for unauth oriz ed 
g roup s on each  router.
ip pim rp-address <local_loopback> 10
access-list 10 permit 224.2.0.0 0.0.255.255

N ote:  T h e perm it cl a use d ef ines th e una uth oriz ed  g roup.
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D isab ling E ntire G roup  Ranges

• L o ca l  L o o pb a ck  R P  M eth o d
–Op era t ion:

• E ach  router serv es as RP for unauth oriz ed g roup s.
– C ol l a pses P I M -SM  d om a in of  una uth oriz ed  g roups d ow n 

to th e l oca l  router.
• U nauth oriz ed g roup  traffic cannot flow b ey ond 
local router.
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D isab ling E ntire G roup  Ranges

• L o ca l  L o o pb a ck  R P  M eth o d
–Pros:

• N o PIM control traffic sent.
– L oca l  router is R P  so no R eg isters/ J oins a re sent.

• N o additional work load on local router.
– F irst-h op routers a l w a y s h a ve to crea te sta te a ny w a y .

•Can also serv e as RP-of-last-resort
– Sol ving  D M  F a l l b a ck  prob l em  a t th e sa m e tim e.

– C ons:
•Must b e config ured on ev ery  router.
• L ocal sources can still send to local receiv ers.
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Disabling Entire Group Ranges 

• New n o  i p  p i m  d m -f a l l b a c k c o m m a n d
–Groups with no known RP default to an RP 
address of 0 . 0 . 0 . 0 .
• Effectively disables multicast for these groups.
• N ew  sources are n ot R egistered.
• N ew  receivers are n ot J oin ed.

• A v a i l a b l e 1 2 . 3 ( 4 ) T ,  1 2 . 2 ( 2 8 ) S .

• D isa b l ing  E ntire G roup R a ng es – F uture 
While the previous solutions are sufficient to cover the requirem ents for m any  
netw ork s,  it is ob vious that it is not a perfect solution.  A  new I O S  com m and

no i p pi m dm- f al l back

( previously  d iscussed )  can b e used  to d isab le unw anted  g roups.
T his com m and  results in a d efault R P  ad d ress of 0 . 0 . 0 . 0  w hich is a non-ex istent 
R P .  I f no A uto-R P  or B S R  R P  inform ation is learned ,  the router w ill d efault to 
using  this R P  ad d ress.  A n R P  ad d ress of 0 . 0 . 0 . 0  [ non-ex istent]  prevents a 
S hared  T ree from  b eing  b uilt.  T his prevents m ulticast traffic from  flow ing  for 
g roups that have no A uto-R P  or B S R  R P  d efinition.
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Disabling Entire Group Ranges

• R ec o m m en d a t i o n s
– U se no ip pim  dm -fallb ac k c om m and

• A vailable 1 2 .3 ( 4 ) T ,  1 2 .2 ( 2 8 ) S
– U se L oc al L oopb ac k RP M ethod

• Effectively disables un authoriz ed group traffic.
• C an  also serve as R P -of-last-resort
ip pim rp-address <local_loopback> 10
access-list 10 deny 224.0.1.39
access-list 10 deny 224.0.1.40
access-list 10 permit any

• Disabling Entire Group Ranges – Rec om m end ation
T he “L ocal L oopb ack ” m ethod  is recom m end ed  w hen it is d esired  to d isab le a 
g roup rang e.  While not com pletely  fool-proof,  it is the b est m ethod  to d ate for 
effectively d isab ling  g roups.
When com b ined  w ith the R P -of-last-resort,  this m ethod  can also prevent D ense 
m od e F allb ack  via the config uration show n b elow .  

• i p pi m r p- addr ess <l ocal _l oopback> 10

• access- l i st  10 deny 224. 0. 1. 39

• access- l i st  10 deny 224. 0. 1. 40

• access- l i st  10 per mi t  any

F urtherm ore,  if the g roup-rang e of the R P -of-last-resort covers all g roups ex cept 
the A uto-R P  g roups,  it b ecom es easy  to ad m inister w hich g roups are 
authoriz ed .   A ll that is necessary  to authoriz e a new  g roup rang e is to ( re) d efine 
a C and id ate R P  to ad vertise the new  ( ex tend ed )  g roup-rang e.   T his w ill result in 
new  A uto-R P  learned  inform ation b eing  d istrib uted  to all routers that d efines an 
R P  for the new ly  authoriz ed  g roup.  T his in turn,  w ill overrid e the R P -of-last-
resort for the g roup rang e;  thereb y  enab ling  a S hared  T ree to b e b uilt for the 
g roup rang e.
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Combining Anycast RP & Auto-RP

848484
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Combining Auto-R P  a nd  Any c a s t-R P

• Anycast-R P  and  Au to -R P  m ay b e  co m b i ne d .
–Provides advantages of both methods

•Rapid RP failover of Anycast RP
• N o D M  F allb ack
• C onfig u ration flex ib ility of Au to-RP
•Ab ility to effectively disab le u ndesired g rou ps
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Combining Auto-R P  a nd  Any c a s t-R P
C onfigu ration S tep s
1. E n a b l e  A u t o -R P  

– Newer IOS images
– Use i p  p i m  a u t o r p  l i st en er  g l o b a l  c o m m a n d  a n d
c o n f i g u r e i p  p i m  sp a r se-m o d e o n  a l l  i n t er f a c es.

– Ol d er IOS images
– C o n f i g u r e i p  p i m  sp a r se-d en se-m o d e o n  a l l  i n t er f a c es.

2 . C o n f i g u r e  A u t o -R P  M a p p i n g  A g e n t s
ip pim send-rp-discovery interface Loopback0 scope 32
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Combining Auto-R P  a nd  Any c a s t-R P
C onfigu ration S tep s
3 . B l o c k  D M  F a l l b a c k

– Newer IOS images
– Use n o  i p  p i m  d m -f a l l b a c k

– Ol d er IOS images
– C o n f i g u r e R P -o f -l a st -R eso r t
ip pim rp-address <local_loopback> 10
access-list 10 deny 224.0.1.39
access-list 10 deny 224.0.1.40
access-list 10 permit any

4 . C o n f i g u r e  A n y c a st  R P ’s f o r  d e si r e d  g r o u p  r a n g e .
5 . C o n f i g u r e  A n y c a st  R P ’s a s A u t o -R P  C -R P ’s

ip pim send-rp-discovery Loopback0 scope 32 group-list 10

– L o o p b ac k 0  =  A n y c ast  R P  A d d ress
– A n y c a st -R P ’s w i l l  a n n o u n c e A n y c a st -R P  a d d r ess v i a  A u t o -R P
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E x a mp l e  Auto-R P  a nd  Any c a s t-R P

MSDPMSDP
BB

R P2

1 0 . 1 . 1 . 1

ip pim autorp-listener
no ip pim dm-fallback

interface Ethernet0/0
ip pim sparse-mode

AA

R P1

1 0 . 1 . 1 . 1

YY

Newer IOS

interface Loopback 0
ip address 10.2.1.1 255.255.255.255

interface Ethernet0/0
ip pim sparse-dense-mode

ip pim rp-address 10.2.1.1 10

access-list 10 deny 224.0.1.39
access-list 10 deny 224.0.1.40
access-list 10 permit any

Ol d er IOS

XX

C-R P / M AC-R P / M A
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E x a mp l e  Auto-R P  a nd  Any c a s t-R P

interface Loopback 0
ip address 10.1.1.1  ; Anycast RP Address

ip pim send-rp-announce loopback0 scope 32 group-list 20
ip pim send-rp-discovery loopback0 scope 32

access-list 20 permit 239.192.0.0 0.0.255.255

BB

R P2

1 0 . 1 . 1 . 1

interface Loopback 0
ip address 10.1.1.1  ;Anycast RP Address

ip pim send-rp-announce loopback0 scope 32 group-list 20
ip pim send-rp-discovery loopback0 scope 32

access-list 20 permit 239.192.0.0 0.0.255.255

AA

R P1

1 0 . 1 . 1 . 1

MSDPMSDP

YY

Newer IOSOl d er IOS

XX

C-R P / M AC-R P / M A
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Using Admin. Scoped Zones
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Ad minis tr a tiv e l y -S c op e d  Z one s

• Used to limit:
– High-B W  s o u r c e s  t o  l o c a l  s it e
– C o n t r o l  s e n s it iv e  m u l t ic a s t  t r a f f ic

• S imp le sc op ed z on e ex a mp le: 
– 2 3 9 . 1 9 3 . 0 . 0 / 1 6  =  C a m p u s  S c o p e
– 2 3 9 . 1 9 4 . 0 . 0 / 1 6  =  R e gio n  S c o p e
– 2 3 9 . 1 9 5 . 0 . 0 / 1 6  =  O r ga n iz a t io n -L o c a l  ( E n t e r p r is e )  S c o p e
– 2 2 4 . 1 . 0 . 0  - 2 3 8 . 2 5 5 . 2 5 5 . 2 5 5  =  G l o b a l  s c o p e  ( I n t e r n e t )  z o n e

• High-B W  s o u r c e s  u s e  S it e -L o c a l  s c o p e
• L o w -M e d .  B W  s o u r c e s  u s e  O r g. -L o c a l  s c o p e
• I n t e r n e t -w id e  s o u r c e s  u s e  G l o b a l  s c o p e
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Ad minis tr a tiv e l y -S c op e d  Z one s  E x a mp l e

ASIAPAC N o r t h  
Am e r i c a

Core 

E M E A  

Ca n a d a E a s t  Co a s t  
U S

W e s t  Co a s t
U S

N o r t h
R e g i o n

E a s t e r n
R e g i o n

So u t h  R e g i o n

I n d i a

J a p a n

Au s t r a l i a

Ch i n a

I n t ern et
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Ad minis tr a tiv e l y -S c op e d  Z one s  E x a mp l e

ASIAPAC N o r t h  
Am e r i c a

Core 

E M E A  

Ca n a d a E a s t  Co a s t  
U S

W e s t  Co a s t
U S

N o r t h
R e g i o n

E a s t e r n
R e g i o n

So u t h  R e g i o n

I n d i a

J a p a n

Au s t r a l i a

Ch i n a

I n t ern et

RP

RP

RP

RP

RP

RP

RP

RP

RP

RP

• Campus Scope: 239.193.x.x/16
• R P  per  Campus

L e v e l 1 :  Ca mp us  S c op e
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Ad minis tr a tiv e l y -S c op e d  Z one s  E x a mp l e

ASIAPAC N o r t h  
Am e r i c a

Core 

E M E A  

Ca n a d a E a s t  Co a s t  
U S

W e s t  Co a s t
U S

N o r t h
R e g i o n

E a s t e r n
R e g i o n

So u t h  R e g i o n

I n d i a

J a p a n

Au s t r a l i a

Ch i n a

I n t ern et

• R eg i on al  Scope : 239.194 .x.x/16
• R P  per  R eg i on

RP

RP

RP

L e v e l 2 :  R e giona l  S c op e
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Ad minis tr a tiv e l y -S c op e d  Z one s  E x a mp l e

ASIAPAC N o r t h  
Am e r i c a

Core 

E M E A  

Ca n a d a E a s t  Co a s t  
U S

W e s t  Co a s t
U S

N o r t h
R e g i o n

E a s t e r n
R e g i o n

So u t h  R e g i o n

I n d i a

J a p a n

Au s t r a l i a

Ch i n a

I n t ern et

RP

RP

RP

• E n t er pr i se Scope: 239.195 .x.x/16
• M ul t i pl e E n t er pr i se R P s

( v i a M SD P  f ul l  mesh )

L e v e l 3 :  E nte r p r is e  S c op e
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Ad minis tr a tiv e l y -S c op e d  Z one s  E x a mp l e

ASIAPAC N o r t h  
Am e r i c a

Core 

E M E A  

Ca n a d a E a s t  Co a s t  
U S

W e s t  Co a s t
U S

N o r t h
R e g i o n

E a s t e r n
R e g i o n

So u t h  R e g i o n

I n d i a

J a p a n

Au s t r a l i a

Ch i n a

I n t ern et

• G l ob al  Scope:  224 .0 .[ 2-25 5 ] .x – 238 .25 5 .25 5 .25 5  
• M ul t i pl e G l ob al  R P s ( v i a M SD P  f ul l  mesh )
• M SD P  con n ect i v i t y  t o SP  n et w or k

RP
RP

RP

L e v e l  4 :  I nte r ne t G l oba l  S c op e
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RFC 2365
S i t e -L o c a l

S c o p e

S i t e -L o c a l
E x p a n s i o n

O r g . -L o c a l
E x p a n s i o n

239 . 255. 0 . 0

239 . 1 9 6. 0 . 0

239 . 255. 255. 255

239 . 0 . 0 . 0

O r g a n i z a t i o n  
L o c a l

S c o p e  ( / 1 4 )

239 . 1 9 2. 0 . 0

Administratively Scoped Address Range
• RFC 2365 Administratively Scoped Zones.

–Organization-L oc al  S c op e  ( 2 3 9 . 1 9 2 / 1 4 )
• E x p and s  d ow nw ard  in ad d re s s  range .

– S ite -L oc al  S c op e  ( 2 3 9 . 2 5 5 / 1 6 )
• E x p and s  d ow nw ard  in ad d re s s  range .
• S m al l e s t p os s ib l e  s c op e .
•Oth e r s c op e s  m ay  b e  e q u al  b u t not 
s m al l e r.

(Not to scale.)
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RFC 2365
O r g a n i z a t i o n -L o c a l  S c o p e

RFC 2365
O r g a n i z a t i o n -L o c a l  S c o p e

E x ample Scope Address Assignments
• Allocate all rang es f rom th e O rg -L ocal 
space.

• K eep Site-L ocal space separate.
– A v oid s  m ov ing ap p l ic ations  w h e n s m al l e r 
s c op e s  are  ad d e d  l ate r.

RFC 2365
S i t e -L o c a l

S c o p e

S i t e -L o c a l
E x p a n s i o n

O r g . -L o c a l
E x p a n s i o n

239 . 255. 0 . 0

239 . 1 9 3. 0 . 0

239 . 1 9 4 . 0 . 0

239 . 1 9 6. 0 . 0

239 . 255. 255. 255

239 . 0 . 0 . 0

Re g i o n
S c o p e  ( / 1 6)

Ca m p u s
S c o p e  ( / 1 6)

239 . 1 9 5. 0 . 0 E n t e r p r i s e
S c o p e  ( / 1 6)

239 . 1 9 2. 0 . 0

239 . 1 9 1 . 0 . 0
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RFC 2365
S i t e -L o c a l

S c o p e

RFC 2365
O r g a n i z a t i o n -L o c a l  S c o p e

RFC 2365
O r g a n i z a t i o n -L o c a l  S c o p e

S i t e -L o c a l
E x p a n s i o n

O r g . -L o c a l
E x p a n s i o n

239 . 255. 0 . 0

239 . 1 9 3. 0 . 0

239 . 1 9 4 . 0 . 0

239 . 1 9 6. 0 . 0

239 . 255. 255. 255

239 . 0 . 0 . 0

Re g i o n
S c o p e  ( / 1 6)

Ca m p u s
S c o p e  ( / 1 6)

239 . 1 9 5. 0 . 0 E n t e r p r i s e
S c o p e  ( / 1 6)

239 . 1 9 2. 0 . 0

Adding a Additional Scopes

B u i l d i n g
S c o p e  ( / 1 6)

S u b -Re g i o n
S c o p e  ( / 1 6)

239 . 1 9 1 . 0 . 0

• Additional scope rang es are allocated 
dow nw ard into O rg -L ocal E x pansion.
– N ot ne c e s s ary  to k e e p  range s  in s c op e  
s ize  ord e r.

– ( i. e .  “S u b -R e gion” s c op e  is  a l arge r 
p h y s ic al  s c op e  th an th e  “B u il d ing” and  
“C am p u s ” s c op e s ) .
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RFC 2365
S i t e -L o c a l

S c o p e

S i t e -L o c a l
E x p a n s i o n

O r g . -L o c a l
E x p a n s i o n

239 . 255. 0 . 0

239 . 1 9 3. 0 . 0

239 . 1 9 4 . 0 . 0

239 . 1 9 6. 0 . 0

239 . 255. 255. 255

239 . 0 . 0 . 0

Re g i o n
S c o p e  ( / 1 6)

Ca m p u s
S c o p e  ( / 1 6)

239 . 1 9 5. 0 . 0 E n t e r p r i s e
S c o p e  ( / 1 6)

239 . 1 9 2. 0 . 0 B u i l d i n g
S c o p e  ( / 1 6)

S u b -Re g i o n
S c o p e  ( / 1 6)

239 . 1 9 1 . 0 . 0

Address Ranges to Avoid

•• Avoid rang es th at map to a M AC address Avoid rang es th at map to a M AC address 
of  0 x 0 1 0 0of  0 x 0 1 0 0 --5E 0 05E 0 0 --0 0 x x !0 0 x x !
–– i. e .  2 3 9 . 1 2 8 . 0 / 2 4  &  2 3 9 . 0 . 0 / 2 4i. e .  2 3 9 . 1 2 8 . 0 / 2 4  &  2 3 9 . 0 . 0 / 2 4
–– T h e s e  ad d re s s e s  are  al w ay s  f l ood e d  b y  T h e s e  ad d re s s e s  are  al w ay s  f l ood e d  b y  
L ay e r 2  s w itc h e s !L ay e r 2  s w itc h e s !

239.0.0.0/24

239.1 28 .0.0/24
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E nte r p r is e  S c op e  R e l a tiv e  R a nge

Enterprise Scope
2 3 9 . 1 9 5 . 0 . 0 / 1 6

Enterprise Scope
2 3 9 . 1 9 5 . 0 . 0 / 1 6

239 . 1 9 5. 255. 255

239 . 1 9 5. 0 . 0

Enterprise 
Scope-R el a tiv e

239 . 1 9 5. 255. 0

Enterprise
( 2 3 9 . 1 9 5 . 0 . 0  -

2 3 9 . 1 9 5 . 2 5 4 . 2 5 5 )

239 . 1 9 5. 254 . 255

O rg a niz a tion-L oca l  Scope
2 3 9 . 1 9 2 . 0 . 0 / 1 4

O rg a niz a tion-L oca l  Scope
2 3 9 . 1 9 2 . 0 . 0 / 1 4

O rg a niz a tion-L oca l
Scope R el a tiv e
2 3 9 . 1 9 5 . 2 5 5 . 0 / 2 4

O rg a niz a tion-L oca l
Scope R el a tiv e
2 3 9 . 1 9 5 . 2 5 5 . 0 / 2 4

239 . 1 9 2. 0 . 0
• Be sure to place Enterprise Scope at the 
hig h end  of  the O rg -L ocal rang e.
– Keeps Org-L o c a l  a n d  E n t erpri se S c o pe 

R el a t i v e ra n ges i d en t i c a l .
– I n su res a ppl i c a t i o n s t h a t  u se Org-L o c a l  

S c o pe R el a t i v e a d d resses w o rk  c o rrec t l y .

( N o t  t o  s c a l e . )
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Enterprise
( 2 3 9 . 1 9 5 . 0 . 0  -

2 3 9 . 1 9 5 . 2 5 4 . 2 5 5 )

R eg ion
( 2 3 9 . 1 9 4 . 0 . 0  -

2 3 9 . 1 9 4 . 2 5 4 . 2 5 5 )
R eg ion

( 2 3 9 . 1 9 4 . 1 2 8 / 1 7 )

R eg ion B id ir
( 2 3 9 . 1 9 4 . 0 / 1 7 )

R eg ion
Scope-R el a tiv e

Enterprise
( 2 3 9 . 1 9 5 . 1 2 8 / 1 7 )

Enterprise B id ir
( 2 3 9 . 1 9 5 . 0 / 1 7 )

Ad d ing B id ir  R a nge s  to e a c h  S c op e

239 . 1 9 5. 255. 255

239 . 1 9 5. 0 . 0

Enterprise 
Scope-R el a tiv e

239 . 1 9 5. 255. 0

239 . 1 9 5. 1 28 . 0

• Sub d iv id e each scope’s ad d ress rang e 
into Bid ir and  A SM  rang es.
– Keep A S M  ra n ge a t  t h e u pper en d  o f  t h e 

a d d ress ra n ge.
– Keeps S c o pe-R el a t i v e m u l t i c a st  i n  A S M  

m o d e.
239 . 1 9 4 . 255. 0

239 . 1 9 4 . 1 28 . 0

239 . 1 9 4 . 0 . 0
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Enterprise SSM
Scope ( / 2 4 )

239 . 232. 252. 255

239 . 232. 255. 255

239 . 232. 0 . 0

239 . 232. 255. 0

R eg ion SSM
Scope ( / 2 4 )

239 . 232. 253. 255
239 . 232. 253. 0C a m pu s SSM

Scope ( / 2 4 )

239 . 232. 254 . 255
239 . 232. 254 . 0

Ex pa nsion

S i t e -L o c a l
E x p a n s i o n

P riv a te SSM
( / 1 6 )

Ad d ing P r iv a te  S S M  S p a c e

R F C  2 3 6 5
Site-L oca l
Scope

O r g . -L o c a l
E x p a n s i o n

239 . 255. 0 . 0

239 . 1 9 3. 0 . 0

239 . 1 9 4 . 0 . 0

239 . 1 9 6. 0 . 0

239 . 255. 255. 255

239 . 0 . 0 . 0

R eg ion
Scope ( / 1 6 )

C a m pu s
Scope ( / 1 6 )

239 . 1 9 5. 0 . 0 Enterprise
Scope ( / 1 6 )

239 . 1 9 2. 0 . 0

239 . 232. 0 . 0
239 . 232. 255. 255

• A llocate 2 3 9 . 2 3 2 / 1 6  f rom  Site-L ocal 
Ex pansion rang e f or priv ate SSM  space.
– S u b d i v i d e S S M  spa c e i n t o  sc o ped  z o n es.
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Campus B Campus C 

Campus A  ( H Q )  

���

���

���

	�

Border B Border C

Deploying Administratively-S c oped Z ones 

2 3 9 . 1 9 3 . 0 . 0 / 1 6 2 3 9 . 1 9 3 . 0 . 0 / 1 6

2 3 9 . 1 9 3 . 0 . 0 / 1 6

Campus 
Bo un d ar i e s

Campus 
Bo un d ar i e s

Border A

R e g i o n  1  
•Campus boundaries block 
h ig h -rat e 2 3 9 . 1 9 3 . 0 . 0 / 1 6  
t raf f ic f rom g oing  out  t h e 
W A N  links.

• A d m inistrativ ely -Scoped  Z one
– T h e  s l i d e  a b o v e  s h o w s  a  d e p l o y m e n t  o f  A d m i n -S c o p e d  Z o n e s  b a s e d  o n  t h e  

a d d r e s s  s c h e m e  s h o w n  o n  t h e  p r e v i o u s  p a g e .   
I n  t h e  e x a m p l e  a b o v e ,  a  H e a d q u a r t e r s  s i t e  i s  c o n n e c t e d  t o  t w o  o t h e r  r e m o t e  
s i t e s :  o n e  i n  L o s  A n g e l e s  a n d  a n o t h e r  i n  A t l a n t a .  N o t e  t h a t  e a c h o f  t h e s e  s i t e s  
( i n c l u d i n g  t h e  H Q  s i t e )  h a v e  s i t e  l o c a l  b o u n d a r i e s  c o n f i g u r e d  t o p r e v e n t  t h e  
f l o w  o f  2 3 9 . 2 5 5 . 0 . 0 / 1 6  m u l t i c a s t  t r a f f i c  f r o m  l e a v i n g  t h e  s i t e .
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R e g i o n  1  

Campus B Campus C 

���

���

���

	�

Border B Border C

2 3 9 . 1 9 3 . 0 . 0 / 1 6 2 3 9 . 1 9 3 . 0 . 0 / 1 6

2 3 9 . 1 9 3 . 0 . 0 / 1 6

Campus 
Bo un d ar i e s

Campus 
Bo un d ar i e s

Border A

Deploying Administratively-S c oped Z ones 

Interface Serial0
ip multicast boundary 10

access-list 10 deny 239.193.0.0 0.0.255.255
access-list 10 permit any

Interface Serial0
ip multicast boundary 10

access-list 10 deny 239.193.0.0 0.0.255.255
access-list 10 permit any

Interface Serial0
ip multicast boundary 10

Interface Serial1
ip multicast boundary 10

access-list 10 deny 239.193.0.0 0.0.255.255
access-list 10 permit any

Campus A  ( H Q )  
•Campus boundaries block 
h ig h -rat e 2 3 9 . 1 9 3 . 0 . 0 / 1 6  
t raf f ic f rom g oing  out  t h e 
W A N  links.

• Administratively-S c o p ed Z o ne
– T h e  s l i d e  a b o v e  s h o w s  t h e  c o n f i g u r a t i o n  c o m m a n d s  n e c e s s a r y  t o  e s t a b l i s h  t h e  

“S i t e -L o c a l ” A d m i n -S c o p e d  Z o n e s .   
N o t i c e  t h a t  t h e  ip multicast boundary c o m m a n d  i s  u s e d  w i t h  t h e  a p p r o p r i a t e  
A C L  t o  d e n y  a n y  h i g h -b a n d w i d t h  m u l t i c a s t  t r a f f i c  i n  t h e  2 3 9 . 2 5 5 . 0 . 0 / 1 6  
m u l t i c a s t  g r o u p  r a n g e  f r o m  e n t e r i n g / l e a v i n g  t h e  s i t e s  a n d  p o s s i b l y  c o n g e s t i n g  
t h e  W A N  l i n k s .
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R e g i o n  1  

Campus B Campus C 

���

���

���

	�

Border B Border C

Border A

Deploying Administratively-S c oped Z ones 
Auto-R P  E x a m p l e

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Campus A  ( H Q )  

• Each Campus needs its own 
set of  Campus C-R P ’s and 
M apping  A g ent( s) .

• Administratively-S c o p ed Z o ne
– A s  a  r e s u l t  o f  t h e  multicast boundary c o m m a n d s  b e i n g  p l a c e d  o n  t h e  W A N  
l i n k s ,  e a c h  s i t e  e f f e c t i v e l y  b e c o m e s  a n  i n d e p e n d e n t  S p a r s e  M o d e  d o m a i n  f o r  
t h e  2 3 9 . 2 5 5 . 0 . 0 / 1 6  “S i t e -L o c a l ” g r o u p  r a n g e .   T h i s  m e a n s  t h a t  e a c h  s i t e  m u s t  
h a v e  i t ’s  o w n  R P  f o r  t h e  “S i t e -L o c a l ” g r o u p  r a n g e .

– I n  t h i s  e x a m p l e ,  w e  a r e  u s i n g  A u t o -R P  t o  c o n f i g u r e  R P ’s  a t  e a c h  s i t e .  T w o  
C a n d i d a t e  R P ’s  a n d  t w o  M a p p i n g  A g e n t s  a r e  c o n f i g u r e d  i n  e a c h  s i t e  i n  o r d e r  t o
p r o v i d e  R P  r e d u n d a n c y  w i t h i n  t h e  s i t e  f o r  t h e  “S i t e -L o c a l ” g r o u p  r a n g e .  ( I n  t h i s  
e x a m p l e  w e ’v e  p l a c e d  t h e  M a p p i n g  A g e n t  a n d  C -R P  r o u t e r  f u n c t i o n s  o n  t h e  
s a m e  t w o  r o u t e r s  w i t h i n  e a c h  s i t e  t o  s i m p l i f y  t h e  d r a w i n g .  T h i s  i s  n o t  a  
r e q u i r e m e n t ,  h o w e v e r ,  a s  t h e s e  f u n c t i o n s  c o u l d  j u s t  a s  e a s i l y  b e p l a c e d  o n  
s e p a r a t e  r o u t e r s  w i t h i n  t h e  s i t e . )
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R e g i o n  1  

Campus B Campus C 

���

���

���

	�

Border B Border C

Border A

Deploying Administratively-S c oped Z ones 
Auto-R P  E x a m p l e

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Campus A  ( H Q )  
•• Problem:Problem: C a mp u s  R P i n f o 
c a n  lea k  i n t o ot h er s i t es  a n d  
c a u s e w ron g  C -R P t o be 
elec t ed .

• Administratively-S c o p ed Z o ne
– T h e  p r o b l e m  h e r e  i s  t h a t  A u t o -R P  A n n o u n c e m e n t  a n d  D i s c o v e r y  t r a f f i c  c a n  

“l e a k ” b e t w e e n  s i t e s .  I f  t h i s  i s  a l l o w e d  t o  h a p p e n ,  t h e  s i t e  i n  A t l a n t a ,  f o r  e x a m p l e ,  
c o u l d  e r r o n e o u s l y  “e l e c t ” a  S i t e -L o c a l  R P  i n  L o s  A n g e l e s .   T h i s  w o u l d  r e s u l t  i n  a  
C a m p u s m u l t i c a s t  f a i l u r e  i n  t h e  A t l a n t a  s i t e .

– W h i l e  i t  m a y  s e e m  t h a t  t h e  s i m p l e  s o l u t i o n  w o u l d  b e  t o  b l o c k  all A u t o -R P  t r a f f i c  
b e t w e e n  s i t e s ,  w e  c a n n o t  t a k e  t h i s  a p p r o a c h .  T h e  r e a s o n  i s  t h a t  w e  w i l l  n e e d  t o  
d i s t r i b u t e  o t h e r  A d m i n -S c o p e  R P  i n f o r m a t i o n  ( e . g .  O r g a n i z a t i o n -L o c a l  R P  
i n f o r m a t i o n )  b e t w e e n  t h e  s i t e s .   I f  w e  b l o c k  a l l  A u t o -R P  m u l t i c a s t  t r a f f i c  i n  t h e  
2 2 4 . 0 . 1 . 3 9  a n d  2 2 4 . 0 . 1 . 4 0  r a n g e ,  w e  w i l l  n o t  b e  a b l e  t o  d i s t r i b u t e  t h i s  
i n f o r m a t i o n  a n d  h e n c e  m u l t i c a s t  f o r  t h e s e  g r o u p  r a n g e s  w o u l d  b r e a k  
s o m e w h e r e  i n  t h e  n e t w o r k .  

– W h a t  i s  n e e d e d  i s  a  s p e c i a l  f i l t e r  f u n c t i o n  t h a t  w i l l  s e l e c t i v e l y  f i l t e r  t h e  c o n t e n t s  
o f  A u t o -R P  A n n o u n c e m e n t  a n d  D i s c o v e r y  m e s s a g e s  a n d  r e m o v e  t h e  S i t e -L o c a l  
a d v e r t i s e m e n t s  f r o m  t h e  m e s s a g e s  s o  t h a t  S i t e -L o c a l  i n f o r m a t i o n  d o e s  n o t  l e a k  
b e t w e e n  s i t e s .
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Deploying Administratively-S c oped Z ones 
P r e v e n ti n g  Auto-R P  I n f o L e a k a g e

•Multicast Boundary Command
ip multicast boundary <acl> [filter-autorp]

–New ‘f i l t er -a u t o r p ’ o p t i o n
• F i l te r s  c on te n ts  of  Auto-R P  p a c k e ts

– Filters both Announcement and Discovery messages
– C-R P  entries that f ail < acl>  are removed f rom p ack et

• P r e v e n ts  C -R P  i n f or m a ti on  f r om  l e a k i n g  i n / out of  
s c op e d  z on e .

• G r e a tl y  s i m p l i f i e s  Ad m i n .  S c op e d  Z on e  s up p or t i n  
Auto-R P .

• Av a i l a b l e  i n  1 2 . 0 ( 2 2 ) S ,  1 2 . 2 ( 1 2 ) .

• Preventing Auto-R P I nf o L ea k a ge
– I n  o r d e r  t o  s e l e c t i v e l y  f i l t e r  t h e  contents o f  A u t o -R P  p a c k e t s ,  a  n e w  filter-a u to rp
o p t i o n  w a s  a d d e d  t o  t h e  ip  m u ltic a s t b o u n d a ry i n t e r f a c e  c o m m a n d .
W h e n  c o n f i g u r e d ,  t h i s  f e a t u r e  w i l l  f i l t e r  t h e  c o n t e n t s  o f  b o t h  A u t o -R P  
A n n o u n c e m e n t  a n d  D i s c o v e r y  m e s s a g e s .  R P  e n t r i e s  t h a t  a r e  “d e n i e d ” b y  t h e  
A C L  a r e  r e m o v e d  f r o m  t h e  A u t o -R P  p a c k e t  t h e r e b y  p r e v e n t i n g  A u t o -R P  
i n f o r m a t i o n  f r o m  l e a k i n g  a c r o s s  t h e  m u l t i c a s t  b o u n d a r y .

– T h i s  n e w  o p t i o n  g r e a t l y  s i m p l i f i e s  t h e  c o n f i g u r a t i o n  s t e p s  n e c e s s a r y  t o  d e p l o y  
A d m i n .  S c o p e d  Z o n e s .  
A l l  t h a t  i s  n e c e s s a r y  t o  d e p l o y  a  S c o p e d  Z o n e  i s  t o  c o n f i g u r e  a  m u ltic a s t 
b o u n d a ry o n  a n  i n t e r f a c e  w i t h  t h e  filter-a u to rp k e y w o r d  a n d  w i t h  a n  A C L  
t h a t  “d e n i e s ” t h e  A d m i n .  S c o p e d  r a n g e .
N o t e :  C a r e  m u s t  b e  t a k e n  t o  i n s u r e  t h a t  t h e  C -R P  g r o u p -r a n g e  d e f i n i t i o n s  d o  
n o t  o v e r l a p .  T h i s  c a n  r e s u l t  i n  l a r g e r  r a n g e  s c o p e s  b e i n g  f i l t e r e d  b y  a c c i d e n t  
w h i c h  i n  t u r n ,  w i l l  r e s u l t  i n  l o s s  o f  c r i t i c a l  A u t o -R P  i n f o r m a t i o n .
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Deploying Administratively-S c oped Z ones 
P r e v e n ti n g  Auto-R P  I n f o L e a k a g e

• How ‘f i l t e r -a u t or p ’ op t i on  wor k s :
For each RP Entry in Auto-RP p ack et:

I f  g r oup -r a n g e  i n  R P -E n tr y  ‘‘ i n t e r s e c t si n t e r s e c t s ’’ a n y  ‘d e n i e d ’
g r oup -r a n g e  i n  th e  M ul ti c a s t B oun d a r y  AC L ,  d e l e te  
R P  E n tr y  f r om  Auto-R P  p a c k e t.

I f  res ul ting  Auto-RP p ack et is  non-em p ty,  f orw ard  
acros s  m ul ticas t b ound ary.

• H ow  it w ork s
– W h e n  a n  A u t o -R P  p a c k e t  i s  t o  b e  r e c e i v e d  o r  s e n t  o n  a n  i n t e r f a c e  c o n f i g u r e d  
w i t h  a  m u ltic a s t b o u n d a r y  c o m m a n d  w i t h  t h e  filter-a u to rp o p t i o n  e n a b l e d ,  t h e  
r o u t e r  i n t e r c e p t s  t h e  p a c k e t  a n d  a p p l i e s  t h e  f o l l o w i n g  l o g i c :

f o r  < e a c h  R P -E n t r y  i n  t h e  A u t o -R P  p a c k e t >
i f  < t h e  R P -E n t r y  G r o u p -R a n g e  i nter sects a n y  “d e n i e d ” g r o u p -r a n g e

i n  t h e  m u l t i c a s t  b o u n d a r y  A C L >  t h e n  
d e l e t e  t h e  R P -E n t r y  f r o m  t h e  A u t o -R P  p a c k e t ;

e n d i f
e n d f o r
i f  < r e m a i n i n g  A u t o -R P  p a c k e t  i s  n o n -e m p t y >
f o r w a r d  a c r o s s  m u l t i c a s t  b o u n d a r y

e l s e
d i s c a r d  A u t o -R P  p a c k e t .

e n d i f

– N o t e  t h a t  t h e  f u n c t i o n  i nter sects i n  t h e  a b o v e  a l g o r i t h m  i s  t r u e  i f  a n y  a d d r e s s  i n  
t h e  R P -E n t r y  G r o u p -R a n g e  f a l l s  w i t h i n  a  “d e n i e d ” m u l t i c a s t  b o u n d a r y  g r o u p  
r a n g e .   T h i s  i s  w h y  i t  i s  critical t o  m a k e  s u r e  R P  g r o u p -r a n g e s  d o  n o t  o v e r l a p .  
( T h i s  m e a n s  d o n ’t  u s e  2 2 4 . 0 . 0 . 0 / 4  a s  a  g r o u p  r a n g e ! ! ! ! ! )
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Deploying Administratively-S c oped Z ones 
P r e v e n ti n g  Auto-R P  I n f o L e a k a g e

• U s i n g  M u l t i c a s t  B ou n d a r y  ‘f i l t e r -a u t or p ’
–Av oid  Auto-RP G roup -Rang e O v erl ap s

• O v e r l a p p i n g  r a n g e s  c a n  “i n te r s e c t” d e n i e d  r a n g e s  
a t m ul ti c a s t b oun d a r i e s .
– Can cause unexpected Auto-R P  i nf o f i l ter i ng  at m ul ti cast 

b oundar i es.
– R esul ts i n l oss of  Auto-R P  i nf o to oth er  par ts of  netw or k .

–Rul e of  T hum b :  
•• M a k e  s ur e  AutoM a k e  s ur e  Auto--R P  G r oupR P  G r oup --R a n g e s  m a tc h  e x a c tl y  R a n g e s  m a tc h  e x a c tl y  
a n y  M ul ti c a s t B oun d a r y  R a n g e s !a n y  M ul ti c a s t B oun d a r y  R a n g e s !

( i . e.  don( i . e.  don’’t use ov er l appi ng  Autot use ov er l appi ng  Auto--R P  g r oup r ang es. )R P  g r oup r ang es. )

• Using Multicast Boundary ‘f ilte r-autorp ’
– I t  i s  crucial t h a t  o n e  a v o i d s  o v e r l a p p i n g  R P  g r o u p  r a n g e s  w h e n  u s i n g  A d m i n .  

S c o p e d  Z o n e s .  T h e  c l a s s i c  e x a m p l e  o f  t h i s  i s  t h e  u s e  o f  a  “c a t c h -a l l ” R P  t o  
c o v e r  e v e r y t h i n g  e x ce p t  t h e  S i t e -L o c a l  z o n e  ( o r  a n y  o t h e r  z o n e  f o r  t h a t  m a t t e r . )  
T h e  c a t c h -a l l  C -R P  d e f i n i t i o n s  a r e  o f t e n  c o n f i g u r e d  a s
i p  p i m  s e n d -r p -a n n o u n c e  L o o p b a c k 0  s c o p e  3 2  

T h i s  w i l l  r e s u l t  i n  t h e  g r o u p  r a n g e  o f  R P -E n t r y  i n  t h e  A u t o -R P  A n n o u n c e m e n t  
b e i n g  2 2 4 . 0 . 0 . 0 / 4 .  T h i s  o v e r l a p s  t h e  S i t e -L o c a l  r a n g e  w h i c h  w i l l  b e  “d e n i e d ” b y  
t h e  m u l t i c a s t  b o u n d a r y  A C L .  T h e  n e t  r e s u l t  w i l l  b e  t h a t  t h e  R P -E n t r y  f o r  t h e  
c a t c h -a l l  R P  w i l l  b e  f i l t e r e d  a t  t h e  m u l t i c a s t  b o u n d a r y .

T h i s  i s  w h y  i t  i s  critical t o  m a k e  s u r e  R P  g r o u p -r a n g e s  d o  n o t  o v e r l a p .  ( T h i s  
m e a n s  d o n ’t  u s e  2 2 4 . 0 . 0 . 0 / 4  a s  a  g r o u p  r a n g e ! ! ! ! ! )

– R u l e  o f  T h u m b
W h e n  u s i n g  A d m i n .  S c o p e d  Z o n e s ,  m a k e  s u r e  t h a t  t h e  R P  g r o u p -r a n g e s  
s p e c i f i e d  i n  t h e  g r o u p -l i s t  A C L  m atch  e x actly t h e  m u l t i c a s t  b o u n d a r y  g r o u p -
r a n g e s .
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239.255.255.255

239.255.0 .0

239.252.255.255

239.1 92.0 .0

224 .0 .0 .0

238 .255.255.255
G l o b a l  S c o p e

224.0.0.0/4

E n t e r p r i s e  S c o p e
239.195.0.0/16

L o c a l  S c o p e
239.255.0.0/16

L o c a l  S c o p e
239.255.0.0/16

E n t e r p r i s e  S c o p e
239.195.0.0/16

Avoid Overlapping Group Ranges

Avoid!!!Avoid!!!
C a n  r e s u l t  in  C a n  r e s u l t  in  
c on f u s ion  a n d c on f u s ion  a n d 

m is c on f ig u r a t ionm is c on f ig u r a t ion

G l o b a l  S c o p e
224.0.0.0/8
225.0.0.0/8
226.0.0.0/8

.

.

.
236.0.0.0/8
237.0.0.0/8
238.0.0.0/8

U s e  n onU s e  n on --ove r l a p p in g  g r ou p  ove r l a p p in g  g r ou p  
r a n g e s  w h e n  u s in g  Adm in .  r a n g e s  w h e n  u s in g  Adm in .  
S c op in g .S c op in g .
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239.255.255.255

239.255.0 .0

239.252.255.255

239.1 92.0 .0

224 .0 .0 .0

238 .255.255.255

L o c a l  S c o p e
239.255.0.0/16

E n t e r p r i s e  S c o p e
239.195.0.0/16

Avoid Overlapping Group Ranges

G l o b a l  S c o p e
224.0.0.0/8
225.0.0.0/8
226.0.0.0/8

.

.

.
236.0.0.0/8
237.0.0.0/8
238.0.0.0/8

access-list 10 permit 239.255.0.0 0.0.255.255

access-list 20 permit 239.195.0.0 0.0.255.255

access-list 30 permit 224.0.0.0 0.0.255.255
access-list 30 permit 225.0.0.0 0.0.255.255
access-list 30 permit 226.0.0.0 0.0.255.255

.

.

.    
access-list 30 permit 236.0.0.0 0.0.255.255
access-list 30 permit 237.0.0.0 0.0.255.255
access-list 30 permit 238.0.0.0 0.0.255.255

U s e  n onU s e  n on --ove r l a p p in g  g r ou p  ove r l a p p in g  g r ou p  
r a n g e s  w h e n  u s in g  Adm in .  r a n g e s  w h e n  u s in g  Adm in .  
S c op in g .S c op in g .
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Avoid Overlapping Group Ranges

• Avoiding Overlapping Group Ranges
–Can’t  u s e  “d e ny ” c l au s e  i n C-R P  A CL ’s  

• Implies “D en se-mo d e O v er r id e”
ip pim send-rp-announce loopback0 scope 16 group-list 10

accessaccess--list 10 deny 239.0.0.0 0.255.255.255list 10 deny 239.0.0.0 0.255.255.255
access-list 10 permit 224.0.0.0 15.255.255.255

– M u s t  o nl y  u s e  “p e r m i t ” c l au s e s
ip pim send-rp-announce loopback0 scope 16 group-list 10

access-list 10 permit 224.0.0.0 0.255.255.255
access-list 10 permit 225.0.0.0 0.255.255.255

.

.

.
access-list 10 permit 238.0.0.0 0.255.255.255
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Region 1 

C a m p u s B  C a m p u s C  

���

���

���

	�

Border B Border C

Border A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Deploying Administratively-S c oped Z ones 
Auto-R P  E x a m p l e  w i th  ‘f i l te r -a utor p ’ b oun d a r i e s

Interface Serial0
ip multicast boundary 10 filterfilter--autorpautorp

access-list 10 deny 239.193.0.0 0.0.255.255
access-list 10 permit any

Interface Serial0
ip multicast boundary 10 filterfilter--autorpautorp

access-list 10 deny 239.193.0.0 0.0.255.255
access-list 10 permit any

Interface Serial0
ip multicast boundary 10 filterfilter--autorpautorp

Interface Serial1
ip multicast boundary 10 filterfilter--autorpautorp

access-list 10 deny 239.193.0.0 0.0.255.255
access-list 10 permit any

C a m p u s A  ( H Q )  
• The ‘f i l t er -a u t o r p ’ o p t i o n  
p r ev en t s  S i t e-L o c a l  R P  
i n f o r m a t i o n  f r o m  l ea k i n g  o u t  
o f  t he S i t e.

• Auto-R P  E x a m p l e  w i th  ‘f i l te r -a utor p ’ b oun d a r i e s
– T h e  e x a m p l e  a b o v e  s h o w s  o u r  e x a m p l e  n e t w o r k  c o n f i g u r e d  w i t h  t h e  n e w  filter-
a u to rp f e a t u r e  o n  t h e  ip  m u ltic a s t b o u n d a ry c o m m a n d .
T h e  A C L  u s e d  i n  t h e  b o u n d a r y  c o m m a n d  w i l l  p r e v e n t  m u l t i c a s t  t r a f f i c  i n  t h e  
2 3 9 . 2 5 5 . 0 . 0 / 1 6  r a n g e  f r o m  f l o w i n g  a c r o s s  t h e  b o u n d a r y
T h e  filter-a u to rp k e y w o r d  w i l l  a l s o  f i l t e r  t h e  c o n t e n t s  o f  a n y  A u t o -R P  p a c k e t s  
( D i s c o v e r y  a n d  A n n o u n c e m e n t  m e s s a g e s )  a n d  r e m o v e  a n y  R P -E n t r i e s  f r o m  
t h e  p a c k e t  w h o s e  g r o u p -r a n g e  intersects w i t h  t h e  d e n i e d  r a n g e  o f  
2 3 9 . 2 5 5 . 0 . 0 / 1 6 .
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Region 1 

C a m p u s B  C a m p u s C  

���

���

���

	�

Border B Border C

Border A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Deploying Administratively-S c oped Z ones 
Auto-R P  E x a m p l e  w i th  ‘f i l te r -a utor p ’ b oun d a r i e s

interface Loopback0
ip address 192.168.10.2 255.255.255.255

ip pim send-rp-discovery scope 15
ip pim send-rp-announce Loopback0 scope 15 group 20

access-list 20 permit 239.193.0.0 0.0.255.255

interface Loopback0
ip address 192.168.10.1 255.255.255.255

ip pim send-rp-discovery scope 15
ip pim send-rp-announce Loopback0 scope 15 group 20

access-list 20 permit 239.193.0.0 0.0.255.255

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

C a m p u s A  ( H Q )  
•Configuring Campus C-R P ’s 
and  M apping A ge nt s in e ac h  
Campus.  
( O nl y  one  c ampus sh ow n. )

• Auto-R P  E x a m p l e  w i th  ‘f i l te r -a utor p ’ b oun d a r i e s
– C o n t i n u i n g  o u r  e x a m p l e ,  i t  i s  n e c e s s a r y  t o  c o n f i g u r e  S i t e -L o c a l  C a n d i d a t e  R P s
a n d  M a p p i n g  A g e n t s  i n s i d e  o f  e a c h  s i t e .  T h e  s l i d e  a b o v e  s h o w s  t h e  n e c e s s a r y  
c o n f i g u r a t i o n  f o r  t h e  L o s  A n g e l e s  s i t e .  N o t i c e  t h a t  t h e  f o l l o w i n g :
T h e  g r o u p -l i s t  A C L  u s e d  i n  t h e  ip pim  s e n d -r p-a n n o u n c e  c o m m a n d  t h a t  
d e f i n e s  t h e  S i t e -L o c a l  C a n d i d a t e  R P  matches exactly t h e  g r o u p  r a n g e  u s e d  i n  
t h e  m u l t ic a s t  b o u n d a r y  A C L  o n  t h e  p r e v i o u s  p a g e .
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Region 1 

C a m p u s B  C a m p u s C  

���

���

���

	�

Border B Border C

Border A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Ca m p u s
C-R P / M A

Deploying Administratively-S c oped Z ones 
Auto-R P  E x a m p l e  w i th  ‘f i l te r -a utor p ’ b oun d a r i e s

•Need an RP for the 
Reg i on G rou p s .

Region C -RP ’s

interface Loopback0
ip address 192.168.1.3 255.255.255.255

ip pim send-rp-announce Loopback0 scope 64 group 20

access-list 20 permit 239.194.0.0 0.0.255.255

R eg i on
C-R P

interface Loopback0
ip address 192.168.1.4 255.255.255.255

ip pim send-rp-announce Loopback0 scope 64 group 20

access-list 20 permit 239.194.0.0 0.0.255.255

C a m p u s A  ( H Q )  

R eg i on
C-R P

• Auto-R P  E x a m p l e  w i th  ‘f i l te r -a utor p ’ b oun d a r i e s
– F i n a l l y ,  i t  i s  n e c e s s a r y  t o  c o n f i g u r e  O r g a n i z a t i o n -L o c a l  Ca n d i d a t e  R P s t h a t  w i l l  

s e r v e  a s  t h e  R P  f o r  a l l  o t h e r  g r o u p s  except t h e  S i t e -L o c a l  g r o u p  r a n g e .  I n  t h i s  
c a s e ,  w e  h a v e  c h o s e n  t o  p l a c e  a l l  C-R P ’s  f o r  t h i s  g r o u p  r a n g e  a t  t h e  H Q  s i t e  
a l t h o u g h  i t  w o u l d  b e  j u s t  a s  e a s y  t o  p l a c e  C-R P ’s  f o r  t h i s  r a n g e  a t  o t h e r  s i t e s  a s  
w e l l .  T h e  s l i d e  a b o v e  s h o w s  t h e  n e c e s s a r y  c o n f i g u r a t i o n  f o r  t h e  C-R P s f o r  t h e  
O r g a n i z a t i o n -L o c a l  g r o u p  r a n g e  a s  w e l l  a s  a l l  o t h e r  r e m a i n i n g  g r o u p s .  ( T h e s e  
a r e  t h e  c a t c h -a l l  C-R P ’s . )  N o t i c e  t h a t  t h e  f o l l o w i n g :

T h e  g r o u p -l i s t  A CL  u s e d  i n  t h e  ip pim  s e n d -r p-a n n o u n c e  c o m m a n d  t h a t  
d e f i n e s  t h e  c a t c h -a l l  Ca n d i d a t e  R P ’s  d o es  n o t o v er l a p t h e  S i t e -L o c a l  g r o u p  
r a n g e  u s e d  i n  t h e  m u l t ic a s t  b o u n d a r y  A CL .  T h i s  i s  n e c e s s a r y  s o  t h a t  t h e  
c o r r e s p o n d i n g  R P -E n t r y  i n  t h e  A u t o -R P  A n n o u n c e m e n t  f o r  t h e s e  C-R P ’s  will 
n o t  i n t e r s e c t  t h e  “d e n i e d ” S i t e -L o c a l  m u l t i c a s t  b o u n d a r y  r a n g e  o f  
2 2 4 . 0 . 0 . 0 / 1 6 .
N o t i c e  t h a t  t h e  d e f i n i t i o n  o f  t h e  g r o u p-l is t A CL  f o r  t h e  C-R P ’s  u s e s  o n l y  
“p e r m i t ” c l a u s e s .   T h i s  i s  n e c e s s a r y  a s  a n y  “d e n y ” c l a u s e  i n  t h i s  A CL  w o u l d  
f o r c e  t h e  s p e c i f i e d  g r o u p  r a n g e  i n t o  D e n s e  m o d e  f o r  t h e  en ti r e n e t w o r k .  T h i s  
m e a n s  w e  h a v e  t o  t a k e  t h e  “l o n g  w a y  a r o u n d ” t o  d e f i n i n g  t h e  c a t c h -a l l  g r o u p  
r a n g e  t h a t  c o v e r  e v e r y t h i n g  b u t t h e  S i t e -L o c a l  g r o u p  r a n g e .
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SECURITY
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Co n t r o l l i n g  So u r c e  Re g i s t r a t i o n

• Global command
– ip pim accept-r eg is ter  [ l is t < acl > ]  |  [ r o u te-map < map> ]
– U s ed  o n  R P  to  f il ter  in co min g  R eg is ter  mes s ag es
– F il ter  o n  S o u r ce ad d r es s  al o n e ( S impl e A C L )
– F il ter  o n  ( S ,  G )  pair  ( E x ten d ed  A C L )
– M ay  u s e r o u te-map to  s pecif y  w h at to  f il ter

• Filter by AS-P AT H  if  ( m ) B G P  is  in  u s e.
• H e lp s  p r e v e nt s  u nw ant e d s ou r ce s  f r om s e ndi ng

– F ir s t h o p r o u ter  b l o ck s  tr af f ic f r o m r each in g  n et

• Controlling Source Registration
I n  s o m e  c a s e s ,  i t  m a y  b e  d e s i r a b l e  t o  c o n t r o l  w h i c h  h o s t s  i n  t h e n e t w o r k  c a n  
a c t u a l l y  s o u r c e  t r a f f i c  t o  a  g r o u p .   W h i l e  t h e r e  i s  c u r r e n t l y  n o w a y  t o  p r e v e n t  a  
b o g u s  s o u r c e  f r o m  t r a n s m i t t i n g  t r a f f i c  o n  i t s  l o c a l  s e g m e n t ,  w e  c a n  p r e v e n t  i t  
f r o m  b e i n g  r e g i s t e r e d  t o  t h e  R P .   T h i s  w i l l ,  i n  m o s t  c a s e s ,  p r e v e n t  t h i s  t r a f f i c  
f r o m  g o i n g  p a s t  t h e  f i r s t -h o p  r o u t e r  a n d  r e a c h i n g  o t h e r  h o s t s  i n  t h e  n e t w o r k .  
A  n e w  I O S  c o m m a n d ,  ‘i p  p i m  a c c e p t -r e g i s t e r ’ w a s  i n t r o d u c e d  w h i c h  w h e n  
c o n f i g u r e d  o n  a n  R P ,  c o n t r o l s  w h i c h  ( S ,  G )  R e g i s t e r  m e s s a g e s  w i l l  b e  a c c e p t e d  
a n d  w h i c h  w i l l  b e  r e j e c t e d .

• G lob al Com m and  ( I O S 1 2 . 0 ( 6 )  or later)
i p  p i m  a c c e p t -r e g i s t e r  [ l i s t  < a c l > ]  |  [ r o u t e -m a p  < m a p > ]
– I f  t h e  “l i s t  < a c l > ” i s  s p e c i f i e d ,  t h e  < a c l >  c a n  e i t h e r  b e  a  s i m p l e  a c c e s s  l i s t  t o  

c o n t r o l  w h i c h  h o s t s  m a y  s e n d  t o  a n y  g r o u p s  o r  a n  e x t e n d e d  a c c e s s l i s t  t h a t  
s p e c i f i e s  b o t h  s o u r c e  a n d  g r o u p  a d d r e s s  c o m b i n a t i o n s  t h a t  a r e  p e r m i t t e d  o r  
d e n i e d  f r o m  s e n d i n g .

– I f  t h e  “r o u t e -m a p  < m a p > ” i s  s p e c i f i e d ,  t h e n  o n l y  m a t c h i n g  ( S ,  G )  t r a f f i c  w i l l  b e  
a c c e p t e d .   ( N o t e :  T h i s  p e r m i t s  o t h e r  m a t c h i n g  c r i t e r i a  t o  b e  c o n s i d e r e d  s u c h  a s  
A S -P A T H . )
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Controlling Source Registration

RP
• RP configured to only accept 

Regis ters  from  s pecific s ource.

ip pim accept-register list 10

access-list 10 permit 192.16.1.1 
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Controlling Source Registration

RP

• U nw anted s ource traffic h its  
firs t-h op router.

• F irs t-h op router creates  ( S , G )  
s tate and s ends  Regis ter.

Unwanted Sender

So u rc e T raf f i c

Re
gis

ter

Register-Stop
• RP rej ects  Regis ter,  s ends  

b ack  a Regis ter-S top.
F i rs t-h o p
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W orm s

• To propagate, the S as s er w orm  s en t a pac k et 
to TC P  port 4 4 5  of  ran d om  I P  ad d res s es , 
i n c l u d i n g m u l ti c as t.  F i l ter TC P  d es ti n ed  to al l  
m u l ti c as t ad d res s es :
a c c e s s -l i s t  1 1 5  d e n y  t c p a n y  2 2 4 . 0 . 0 . 0  1 5 . 2 5 5 . 2 5 5 . 2 5 5

• P i n gs  ( I C M P )  u s ed  to s c an  f or hos ts  to i n f ec t.  
F i l ter I C M P  pac k ets  tow ard s  2 2 4 / 4 :  
acces s -lis t 1 1 5  deny icm p any 2 2 4 . 0 . 0 . 0  1 5 . 2 5 5 . 2 5 5 . 2 5 5
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Com m and s used  to P rotect

• ip m u l t ic a s t  r o u t e -l im it <r o u t e s >
U s e  t h is  c o m m a n d  t o  l im it  t h e  im pa c t  o f  D e n ia l  o f  S e r v ic e  a t t a c k s  b a s e d  o n  c r e a t in g  u s e l e s s  I P  m u l t ic a s t  r o u t in g  s t a t e .

• ip pim r p-a d d r e s s <ip-a d d r e s s > [ <g r o u p-a c c e s s -l is t >]  [ o v e r r id e ]
A  s in g l e  R P  w il l  b e  u s e d  o n l y  f o r  c e r t a in  d e f in e d  g r o u ps .

• ip pim a c c e pt -r p { <a d d r e s s > |  a u t o -r p}  [ <a c l >]
T o  c o n f ig u r e  a  r o u t e r  t o  a c c e pt  J o in s  o r  P r u n e s  d e s t in e d  f o r  a  s pe c if ie d  R P  a n d  f o r  a  s pe c if ic  l is t  o f  g r o u ps .

• ip m s d p s a -f il t e r in | o u t  <ip-a d d r e s s -o r -n a m e > [ l is t  <a c l >]
F il t e r s  in c o m in g / o u t g o in g  S A  m e s s a g e s  t o / f r o m  a  pe e r .

• ip m s d p s a -l im it <pe e r -a d d r e s s -o r -n a m e > <l im it >
I n t r o d u c e d  a s  a  m e a n  o f  pr o t e c t io n  a g a in s t  ( d is t r ib u t e d )  d e n ia l  o f  s e r v ic e  a t t a c k s .  L im it s  t h e  o v e r a l l  n u m b e r  o f  S A  m e s s a g e s  t h e  r o u t e r  w il l  a c c e pt  f r o m  a  pe e r .
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Com m and s used  to P rotect
• ip pim n e ig h b o r -f il t e r <a c l >

U s e d  t o  a d m in is t r a t iv e l y  d e n y  a  m is c o n f ig u r e d P I M  n e ig h b o r  f r o m  pa r t ic ipa t in g  in  P I M
• ip pim b s r -b o r d e r

B o o t s t r a p m e s s a g e s  w il l  n o t  b e  a b l e  t o  pa s s  t h r o u g h  t h is  b o r d e r  in  e it h e r  d ir e c t io n .
• ip m u l t ic a s t  b o u n d a r y <a c l >

N o  m u l t ic a s t  d a t a  pa c k e t s ,  d e f in e d  in  a c l ,  w il l  b e  a l l o w e d  t o  f l o w  a c r o s s  t h e  b o u n d a r y  f r o m  e it h e r  d ir e c t io n .  F o r  e x a m pl e ,  t o  c o n f ig u r e  a  b o u n d a r y  f o r  a l l  a d m in is t r a t iv e l y  s c o pe d  a d d r e s s e s ,  d o :
a c c e s s -l is t  1  d e n y  2 3 9 . 0 . 0 . 0  0 . 2 5 5 . 2 5 5 . 2 5 5
a c c e s s -l is t  1  pe r m it  2 2 4 . 0 . 0 . 0  1 5 . 2 5 5 . 2 5 5 . 2 5 5
in t e r f a c e  e t h e r n e t 0  
ip m u l t ic a s t  b o u n d a r y  1
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Source Red und ancy  ( D up licate Stream s)

S 1 , G S 2 , G
S F N Y

I’m  res p o ns i b l e         
f o r dro p p i ng       
du p l i c ate p ac k ets
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Source Red und ancy  ( Serv er H eartb eat)

S 1 , G S 2 , G

I wi l l  o nl y  rec ei v e 
o ne s tream  at             
a ti m e

S F N Y
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Source Red und ancy  ( Serv er H eartb eat)
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I wi l l  o nl y  rec ei v e 
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a ti m e
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Source Red und ancy  ( SSM )

S 1 , G  I G M Pv 3  Report

S 1 , G  J oin

S 1 , G S 2 , G
S F N Y

I’l l  try  th e P ri m ary  
s o u rc e,  S1 , G .
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Source Red und ancy  ( SSM )

S 1 , G S 2 , G
S F N Y

XX

S 2 , G  J oin

S 2 , G  I G M Pv 3  Report
It ap p ears  th e 
P ri m ary   s o u rc e 
f ai l ed.  I’l l  s wi tc h  
to  th e Sec o ndary  
s o u rc e,  S2 , G .
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A ny cast Sources

1 . 1 . 1 . 1 1 . 1 . 1 . 1

I G M P Report

v 2  j oin

I wi l l  s end j o i n
to  th e neares t
1 . 1 . 1 . 1 / 3 2

I G M P Report

I wi l l  s end j o i n
to  th e neares t
1 . 1 . 1 . 1 / 3 2

v 2  j oin

S F N Y
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